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Section 1—A Review of the Literature

Overview

The use of communication technologies (e.g., the Internet, email, video conferencing, telephone)
to prevent and/or treat mental and substance use disorders has been recognized by the Center for
Substance Abuse Treatment (CSAT) as important in helping meet unaddressed treatment needs
(CSAT, 2009a). This review covers the therapeutic use of such technologies, whether they are
delivered via telephones or computers, as well as their use in supervising and training program
staff members. It is not concerned with most other uses of new technologies (e.g., electronic
record keeping, computer modeling, biotechnology, social media). Although technology-assisted
care (TAC) provides a number of opportunities to enhance behavioral health services (Eonta et
al., 2011), this review focuses on interventions that use technologies as a primary means of
delivering services.

As with the rest of this Treatment Improvement Protocol (TIP), the literature review focuses on
research involving adults. Because a good deal of the research in this area has been conducted
outside the United States, studies involving foreign populations are identified as such; those that
are not so identified should be assumed to have taken place in the United States. This review
focuses on the past 10 years of research, with occasional references to older, seminal literature.
When possible, it uses other reviews to summarize earlier studies. The review generally does not
draw conclusions, but instead tries to present several points of view so that readers who are
interested in the issue may seek out the appropriate literature and draw their own conclusions.
Thus, readers should not accept the presentation of one article’s findings as an endorsement of
one position over another.

The first two sections after “Overview” provide some of the basic information about the
technologies included in this TIP and give some idea about how they are currently being used in
behavioral health as well as more general claims about their effectiveness. The larger sections
that follow discuss the use of such technologies to address prevention and treatment specifically
of mental and substance use disorders and are organized by the disorder addressed. Those
sections may include research on one or multiple types of technology, depending on what recent
literature is available.

Understanding Technologies

Introduction

The “Understanding Technologies section covers basic technologies that are being used in the
treatment and prevention of mental and substance use disorders:

Telephone/Audio Counseling

Video/Web Conferencing

Self-Directed, Web-Based, and Computer-Based Therapeutic Tools

Web-Based Text Communication

Mobile (Handheld) Technologies

Nk W=
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These categories are not exclusive. One intervention may involve components that use any
number of these technologies, and there is almost always some overlap with other categories
(e.g., mobile technologies typically use phone and/or text communication).

Although the system of categorizing interventions by the technology used is common in the
literature, it is not the only way to categorize them, and there are other features of these
interventions that can be used to distinguish one from another. For example, interventions can be
categorized as either synchronous (involving communications occurring in real time) or
asynchronous (occurring outside real time, with some delay between the sending and receiving
of the communication; Suler, 2004; Yellowlees et al., 2010). The larger portion of this review
discusses interventions according to the disorder or problem targeted by the intervention.

This section introduces these technologies, presents basic findings about their use and
effectiveness (drawing on other reviews when available), and also highlights interventions that
can be used to address multiple substance use and mental disorders (as opposed to interventions
directed at a single disorder or group of disorders, such as anxiety disorders).

Telephone/Audio Counseling

Counseling has been conducted via telephone for quite some time, and many counselors report
positive results using that technology (Maheu, Pulier, Wilhelm, McMenamin, & Brown-
Connolly, 2004). Potential benefits for clients of telephone-based services, relative to in-person
services, include lower expense, greater convenience, greater anonymity, and a greater sense of
control (Reese, Conoley, & Brossart, 2002). Telephones, either using live interviewers or
automated systems, have been successfully used to screen and assess mental and substance use
disorders and cognitive impairment (Kobak, Williams, & Engelhardt, 2008; Marks et al., 1998;
Martin-Khan, Wootton, & Gray, 2010; Rohde, Lewinsohn, & Seeley, 1997; Simon, Revicki, &
VonKorff, 1993; Tunstall, Prince, & Mann, 1997; Xu et al., 2012). However, some disorders
(e.g., adjustment disorder with depressed mood) may be more difficult to assess by phone than in
person (Rohde et al., 1997).

Telephones have also been used to improve treatment/medication compliance (Maust et al.,
2012), monitor recovery from mental and substance use disorders (Godleski, Cervone, Vogel, &
Rooney, 2012), and motivate potential clients to enter treatment (Seal et al., 2012). Adding
phone calls to a Web-based intervention may also improve treatment compliance and outcomes
(Graham et al., 2011; Titov, Andrews, Choi, Schwenke, & Johnston, 2009). Leach and
Christensen (2000), in a literature review on telephone-based interventions for mental and
substance use disorders, located 14 studies involving interventions for depression (6 studies),
anxiety (3), eating disorders (3), substance use disorders (1), and schizophrenia (1). They
concluded that such interventions could reduce symptoms of anxiety and depression as well as
disordered eating behaviors. They also found limited and somewhat flawed evidence that such
interventions could reduce alcohol use for individuals with alcohol use disorders and
hospitalization rates for people with schizophrenia. However, most of the studies they reviewed
had methodological problems, such as small sample sizes, high dropout rates, and a lack of
randomization, which limited their ability to draw firm conclusions about effectiveness. They
also noted that effective telephone-based interventions were highly structured and made use of
homework assignments for clients. Another review by Mohr, Vella, Hart, Heckman, and Simon
(2008), which included 12 trials of phone-based interventions for depression, also found that
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such interventions were associated with significantly greater reductions in depressive symptoms
than were control conditions; these interventions were also associated with reductions in
symptoms from baseline to posttreatment follow-up that were comparable with those observed in
many in-person interventions.

Other studies have found telephone-based interventions to be more effective than no-treatment
controls and/or about as effective as some standard treatments for smoking cessation (Cummins,
Bailey, Campbell, Koon-Kirby, & Zhu, 2007; Rabius, McAlister, Geiger, Huang, & Todd, 2004;
Regan, Reyen, Lockhart, Richards, & Rigotti, 2011), continuing care for substance use disorders
(Farabee et al., 2012; McKay, Lynch, Shepard, & Pettinati, 2005; McKay et al., 2011; Stout,
Rubin, Zwick, Zywiak, & Bellino, 1999), depression (Mohr, Carmody, Erickson, Jin, & Leader,
2011; Mohr et al., 2012; Mohr et al., 2008; Piette et al., 2011), obsessive—compulsive disorder
(OCD; Kenwright, Marks, Graham, Franses, & Mataix-Cols, 2005; Lovell, Fullalove, Garvey, &
Brooker, 2000), problem gambling (Rodda & Lubman, 2012), posttraumatic stress disorder
(PTSD) symptoms (DuHamel et al., 2010), and the promotion of positive behavior change
related to healthy eating and exercise (Eakin, Lawler, Vandelanotte, & Owen, 2007). Self-guided
treatment, using phone calls from counselors, has also been found to be effective for anxiety
disorders (Cuijpers, Donker, van Straten, Li, & Andersson, 2010). Also, telephone-based
cognitive—behavioral therapy (CBT) can improve health outcomes for people with physical
disorders (Muller & Yardley, 2011).

Dorstyn, Mathias, and Denson (2011) conducted a meta-analytic review of telephone-based
counseling interventions for people with acquired physical disabilities (e.g., spinal cord injuries,
severe burns) but not, for the most part, people with mental or substance use disorders; they
found that such interventions were associated with significant improvements in the use of coping
skills, in community integration, and in symptoms of depression immediately following
telephone counseling as well as more modest, but lasting, improvements in quality of life.

Telephone helplines, or hotlines set up so that individuals in need of services can call into a
centralized location and speak with a counselor, have also been effective in suicide prevention
(Gould, Kalafat, Harris Munfakh, & Kleinman, 2007), tobacco cessation (Cummins et al., 2007,
Stead, Perera, & Lancaster, 2007), and addressing general mental health concerns, including
panic attacks (Burgess, Christensen, Leach, Farrer, & Griffiths, 2008). In their interviews with
therapists, Day and Schneider (2000) found that some counselors felt that treatment using audio
only caused them to miss important information (e.g., body language, client’s physical state), but
other counselors observed that a lack of the visual element increased the ease of communication
between client and therapist. Clients who had tried telephone-based services generally expressed
satisfaction with them and found those services helpful for a variety of behavioral health
problems (Reese et al., 2002; Reese, Conoley, & Brossart, 2006). Many clients also expressed a
preference for telephone counseling. In one survey of clients who had received both telephone-
based and in-person counseling, 96 percent stated they would be willing to seek telephone-based
services again; by comparison, only 63 percent said they would be willing to use in-person
services again (Reese et al., 2006).

Video/Web Conferencing

Video services for behavioral health are typically provided through video conferencing using
computers connected to the Internet (Zack, 2004), but they can also be transmitted using
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videophones connected to phone lines, although that is a lower-quality option (Godleski, Nieves,
Darkins, & Lehmann, 2008). Video conferencing, which provides both audio and video, has been
used in a variety of behavioral health settings, usually to provide what would otherwise be an in-
person service to clients who are not able to reach the provider’s location. A comprehensive
review of these services (entitled Evidence-Based Practice for Telemental Health) is available
from the American Telemedicine Association (ATA; 2009). The review is focused on interactive
video conferencing because reviewers found that this technology had the largest research base in
support of its use of any of the technologies they considered.

Backhaus et al. (2012) reviewed 65 studies involving the use of video conferencing specifically

for the provision of psychotherapy. They concluded that:

e This was a feasible approach to providing therapy.

e Therapists were able to develop a therapeutic alliance using this technology (although that
might be limited to one-on-one therapy, as studies involving group and family therapy found
some problems in this area).

e Most users were satisfied with this method of delivery and reported a level of satisfaction
comparable with that reported by clients receiving in-person therapy, and the major sources
of dissatisfaction were technical difficulties.

e Clients using video conferencing had similar levels of retention and showed similar levels of
clinical improvement to those receiving in-person treatments, with some differences
depending on the specific disorder being treated (e.g., adolescents being treated for
depression had faster improvements when treated via video conferencing).

Garcia-Lizana and Mufioz-Mayorga (2010b) conducted a review of randomized controlled trials
of video conferencing interventions for mental illness, of which they found 10. Although they
found the research insufficient to draw a strong conclusion, the data that were available indicated
that this approach was about as effective as in-person services and was an appropriate option,
especially with clients who had difficulties accessing in-person services.

Richardson, Frueh, Grubaugh, Egede, and Elhai (2009) also reviewed literature on the use of
video conferencing for behavioral health. They summarized earlier literature, as presented in
older literature reviews, which consisted mainly of case studies, program descriptions, and
anecdotal support for the use of video conferencing technology. Taken together, the literature
does provide strong support for the acceptability to clients of such services and the reliability of
assessments conducted using such technology. In the literature published since 2003, they found
further support for those claims, and some studies that indicated that video conferencing
interventions were superior to no treatment or a reduced level of in-person services. They also
reviewed three studies that compared video conferencing interventions with in-person treatment
and did not find any significant differences in outcomes for participants in the two groups, with
both groups experiencing improvements. These three studies involved relatively brief
interventions, and the authors of the largest of them (O’Reilly et al., 2007) questioned the extent
to which their results were generalizable to more complex treatments that may rely more on a
therapeutic alliance. The authors also observed a number of methodological problems with many
of the studies of video conferencing interventions and noted that many counselors remain wary
of trying such interventions in spite of research suggesting their effectiveness. These reviewers
also found that research generally indicated that video conferencing was cost-effective relative to
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in-person treatment, especially when costs related to travel and expenses for counselors were
taken into account.

Norman (2006) reviewed 72 articles concerning video conferencing, with a focus on how well
this technology might be adapted in the United Kingdom, and concluded that it appeared to be an
effective way to deliver counseling services and was promising for clients living in rural areas.
The author also concluded that although some early research did not find video conferencing to
be cost-effective, most studies did find it to be so, and current developments in technology were
likely to increase its cost-effectiveness. More recent data from the U.S. Department of Veterans
Affairs (VA) confirmed that video conferencing interventions can aid healthcare systems in
cutting overall costs. An evaluation of telemental health services (i.e., behavioral health services
conducted using video conferencing) provided by VA to 98,609 clients between 2006 and 2010
found that hospital admissions for those clients decreased on average by 24.2 percent, and days
hospitalized decreased by 26.6 percent (Godleski, Darkins, & Peters, 2012). VA emphasizes that
the value derived from implementing telehealth technologies is based on the enhancements such
technologies bring to disease management, care/case management, health informatics, and the
ability to offer the correct care in the correct place at the correct time. Over the past 5 years, the
veteran’s home has grown in importance as the “correct place” for the delivery of VA telemental
health services, and home telehealth is now a major component of VA telemental healthcare and
an ongoing topic of research (Godleski et al., 2008).

How VA Defines Telehealth

“The wider application of care and case management principles to the delivery of healthcare
services using health informatics, disease management and telehealth technologies to facilitate
access to care and improve the health of designated individuals and populations with the intent of
providing the right care in the right place at the right time.”

Source: hitp.//www.telehealth.va.gov/about/index.asp

However, some reviewers have drawn less promising conclusions about video conferencing
approaches to behavioral health and have found methodological problems with the literature
supporting its use (Hailey, Roine, & Ohinmaa, 2008; Simpson, 2009). For example, Hailey et al.
(2008) found that although there is evidence supporting the use of video conferencing for a
number of mental and substance use disorders, the quality of evidence is stronger for the use of
Web- and phone-based interventions. They also observed methodological problems with much of
the research involving video conferencing. A review by Simpson (2009) focused on the use of
video conferencing to conduct psychotherapy and also observed a lack of rigor in most of the
research. More recently, Kramer et al. (2012) discussed some of the methodological problems
with the current research involving video conferencing and discussed ways that research could
be improved by using a standard evaluation model.

Factors such as bandwidth, image resolution, and display size may affect clients’ and counselors’
experiences with video conferencing (ATA, 2009). There is some research indicating that at least
one of these factors (i.e., bandwidth) can affect outcomes (Hyler, Gangure, & Batchelder, 2005).
Other research indicates that certain aspects of assessment (e.g., assessing negative symptoms of

1-5



Using Technology-Based Therapeutic Tools in Behavioral Health Services  Section 1—A Review of the Literature

psychosis) may be more accurate when done with higher-bandwidth connections, and clients are
more likely to accept and express satisfaction with video conferencing when they use higher-
bandwidth connections (Sharp, Kobak, & Osman, 2011). Maheu et al. (2004) discussed in
greater detail these and other important technical aspects of video conferencing in relation to
behavioral health services.

Some counselors are using publicly available video conferencing software such as Skype, rather
than professional video conferencing software, to communicate with clients. However, a recent
review of the use of Skype for behavioral health services was able to find only small, poorly
designed studies and was thus unable to draw conclusions about its use (Armfield, Gray, &
Smith, 2012). In addition, Skype may not be compliant with the Health Insurance Portability and
Accountability Act, although some have argued that it can be if counselors set up the service
appropriately (see the National Association of Social Workers’ review papers on the subject by
Morgan & Polowy, 2011, 2012). Morgan and Polowy (2011) concluded that it can be difficult to
protect and ensure the confidentiality of clients’ communications over Skype. A variety of
professional programs are available for counselors to conduct this type of therapy, and such
programs may be more appropriate. The independent Web site
http://www.telementalhealthcomparisons.com provides information on a variety of these
programs and allows for comparisons among them. Although it is used primarily for individual
therapy (Simpson, 2009), video conferencing technology has been used to provide other types of
treatment, including group and marriage/family therapy (ATA, 2009). As noted, video
conferencing has been shown in a number of studies to be an effective technology for conducting
clinical interviews and other assessments (ATA, 2009; Richardson et al., 2009).

Video conferencing may be particularly valuable for clients living in rural or remote areas
(Grady & Singleton, 2011; LaMendola, 2000; Norman, 2006) and other clients who would not
otherwise be able to find counselors with the appropriate skill sets in their areas, such as refugees
or members of cultural groups who do not have a strong local presence (Mucic, 2010). Specific
populations that have had success using this type of technology include rural residents of nursing
homes (Rabinowitz et al., 2010), American Indian veterans (Shore et al., 2012), and people who
are incarcerated (Magaletta, Fagan, & Peyrot, 2000). Video conferencing has also been used to
assess psychiatric emergency patients in Finland (Sorvaniemi, Ojanen, & Santaméki, 2005) and
for involuntary commitment hearings (Price & Sapci, 2007). As noted, video conferencing
interventions are typically well-received by clients, and there is also some evidence that clients
may participate more in counseling sessions if video conferencing is offered as a treatment
option or in addition to in-person sessions (Day & Schneider, 2002). Some research also
indicates that some clients may feel more comfortable revealing information via video
conferencing than in person (Yuen, Goetter, Herbert, & Forman, 2012).

Despite the fact that some therapists have been reluctant to use video conferencing for treatment
because of concerns about building a therapeutic relationship with clients (Day & Schneider,
2000), those who regularly use it have stated that they find it possible to develop a strong
therapeutic relationship. This has been confirmed in the few studies that have been conducted in
this area (Simpson & Morrow, 2010). For example, in a Canadian study, Germain, Marchand,
Bouchard, Guay, and Drouin (2010) found that ratings of the strength of therapeutic alliances for
clients with PTSD did not differ significantly between clients treated via video conferencing and
those treated in person.
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In discussions with therapists who were asked to compare in-person, video, and audio sessions,
some therapists complained about being more distant from their clients when using video
conferencing, but others observed that this technology made it easier for some clients to self-
disclose (Day & Schneider, 2000). Most therapists did believe that a strong therapeutic
relationship could be developed in this medium, and some observed that the alliances they
developed were even stronger than they might have been if the therapy had been conducted in
person. Another potential concern with video conferencing is whether or not interventions
developed for delivery in person can be adapted to this medium. Although research is limited,
Morland et al. (2011) found that compliance with a manualized behavioral health services
intervention did not differ significantly whether the intervention was delivered using video
conferencing or in person.

Patient-rated alliance is also a significant factor to consider, and although some studies have
found patient-rated alliance to be a positive predictor of favorable outcomes, the complex
combinations of patient ratings, therapist ratings, and particular conditions can yield results that
are challenging to interpret (Huppert et al., 2014).

Self-Directed, Web-Based, and Computer-Based Therapeutic Tools

Computerized interventions for mental and substance use disorders have been in use for decades
(Carr, Ghosh, & Marks, 1988; Selmi, Klein, Greist, Sorrell, & Erdman, 1990), as has Web-based
counseling using computers (see historical review by Grohol, 2004). Currently, such
interventions are typically delivered via the Internet, and a number of them are entirely or largely
mutual-help/self-directed interventions with little or no counselor involvement. Web-based
interventions may be purely text-based or may make use of audio and/or video content.
However, text-based interventions are discussed in a separate section of this literature review.
Barak, Klein, and Proudfoot (2009) separated interventions/programs into four basic categories:
1. Web-based intervention

2. Online counseling and therapy

3. Internet-operated therapeutic software

4. Other online activities

Although these categories may be helpful in better understanding the differences in types of
services offered, they are still not widely accepted, and many interventions make use of
components from more than one of these categories. Most Internet-based interventions serve
individuals, but group therapy (Bellafiore, Colon, & Rosenberg, 2004; Golkaramnay, Bauer,
Haug, Wolf, & Kordy, 2007; Roth, 2005) and family or family-oriented therapy (Alemi, Haack,
Dill, and Harge, 2005; Bischoff, 2004; Dausch, Miklowitz, Nagamoto, Adler, & Shore, 2009;
Jencius & Sager, 2001) may also be conducted over the Internet. Behavioral health programs can
also make use of social media sites (Chou, Hunt, Beckjord, Moser, & Hesse, 2009), virtual
communities (Enos, 2008; Gorini, Fasano, Gaggioli, Vigna, & Riva, 2008), and even computer
games (Wilkinson, Ang, & Goh, 2008) to aid in treatment and recovery.

Computers, whether they make use of the Internet or not, can be used effectively for
psychoeducation, and they appear to be at least as effective as printed materials according to
studies conducted in the United States, Finland, and Australia (Finkelstein, Lapshin, & Cha,
2008; Pitkdnen et al., 2012; Proudfoot et al., 2007; Valiméaki, Hiatonen, Lahti, Kuosmanen, &
Adams, 2012). Psychoeducation can be delivered by computer in such a way that clients can be
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exposed to material at their own pace or in the formats that are most appropriate for their
individual learning styles (Newman, Koif, Przeworski, & Llera, 2010). Online interventions can
also be used to improve specific areas of functioning for people with mental illness. For
example, van der Zanden, Speetjens, Arntz, and Onrust (2010) reported on an online course in
the Netherlands to teach parenting skills to parents with mental illness. Although the dropout rate
in the pilot study was high (only 58 percent completed the posttreatment assessment), those who
did complete the intervention had significant improvements in parenting skills and parental
competence.

A number of research reviews have found that computerized interventions can be effective at
treating a variety of mental and substance use disorders with a greater level of effectiveness than
no-treatment controls and, in a number of cases, a level of effectiveness comparable with in-
person treatments (Andrews, Cuijpers, Craske, McEvoy, & Titov, 2010; Barak, Hen, Boniel-
Nissim, & Shapira, 2008; Chen et al., 2012; Cuijpers et al., 2009; Green & Iverson, 2009;
Kaltenthaler et al., 2006; Kiluk et al., 2011; Moore, Fazzino, Garnet, Cutter, & Barry, 2011).
Web-based interventions have also been found to be effective at changing such behaviors as
those related to diet, exercise, and risky sexual activity (Wantland, Portillo, Holzemer, Slaughter,
& McGhee, 2004).

Barak et al. (2008) conducted a meta-analytic review of 64 studies involving interventions that
addressed a variety of behavioral health concerns and found Web-based interventions to be about
as effective as those delivered in person. Of the interventions included in that meta-analysis,
those using CBT appeared to be the most effective compared with those using psychoeducational
or purely behavioral approaches. The authors also found that there was a significantly greater
effect size for interventions that were delivered individually compared with a group therapy
format and that interventions appeared to be more effective for clients ages 19 to 39 compared
with those who were 40 or older. Web sites that were interactive also appeared to be more
effective than those where users passively received information and/or instructions. However, a
later review by Hanley and Reynolds (2009), which focused on text-based online therapy only
(see discussion later in this section), cautioned that Barak and colleagues’ (2008) conclusions on
the greater effectiveness of CBT interventions delivered online reflected a more general bias in
research toward more technical and less relational interventions (as the former are easier to
research).

Similarly, a review of computerized CBT interventions by Green and Iverson (2009) found good
evidence to support the use of such interventions for anxiety disorders, depressive disorders,
eating disorders, smoking cessation, and problem drinking. The authors also noted that although
data are limited, the available research indicates that these interventions will perform as well in
community settings as they do in research trials. Another review by Kiluk et al. (2011) of 75
randomized controlled trials that focused on the methodological soundness of computer-assisted
interventions for mental and substance use disorders found some evidence that interventions
delivered via computer can be effective. The authors found that computer-assisted interventions
were more effective than waitlist controls in 88 percent of the studies, more effective than
placebo conditions in 65 percent of the studies, and more effective than active control conditions
in 48 percent of the studies. The authors did not find any significant differences in effectiveness
across four different categories of target problems (depression, anxiety, nicotine dependence, and
substance use disorders). Studies that used worse methodologies were significantly more likely

1-8



Using Technology-Based Therapeutic Tools in Behavioral Health Services  Section 1—A Review of the Literature

to find computerized interventions more effective than control conditions than studies that used
better methodologies.

A major problem involved in comparing Web-based interventions with one another and with
other types of interventions is that research quality varies considerably among studies, and most
studies have methodological problems (Cunningham & Van Mierlo, 2009; Kiluk et al., 2011). In
Kiluk and colleagues’ (2011) review, each of the 75 studies was rated according to how well it
met 14 different criteria of methodological soundness. None of the studies met the minimum
standard for all of the criteria, only three met 13 of the criteria, and the mean quality score was
13.6 (out of a possible 28).

Most recent research does indicate that Web-based interventions have significantly lower costs
than do traditional treatments, thus making them more likely to be cost-effective (Hedman et al.,
2011; Mitchell, Stanimirovic, Klein, & Vella-Brodrick, 2009). Tate, Finkelstein, Khavjou, and
Gustafson (2009) reviewed eight studies of Web-based interventions that provided data on cost
savings and concluded that such interventions are more cost-effective than traditional services.
These authors also discussed some of the specific cost considerations involved in the
development and use of Web-based behavioral health services. An earlier review by Palmqvist,
Carlbring, and Andersson (2007), based on fewer studies, also found that such interventions
promised to be more cost-effective. Both reviews, however, included a number of studies from
outside the United States, where different approaches to healthcare might affect costs, as well as
studies that did not include all startup costs.

For most mental and substance use disorders, some therapist contact is optimal, but Web- and
computer-based treatments can reduce the amount of time a therapist needs to provide care and
reach clients who might not otherwise seek or be able to access care (Andersson, 2009; Andrews,
Davies, & Titov, 2011; Kiropoulos et al., 2008). Research has consistently found that Web-based
treatment is less labor intensive for staff members, and many studies have found relatively low
time requirements for the staff members involved in service delivery (Andrews et al., 2011;
Kiropoulos et al., 2008; Marks, Kenwright, McDonough, Whittaker, & Mataix-Cols, 2004).

Web-based interventions can be either guided or unguided. In guided interventions, a therapist or
other staff member communicates with the client to assist him or her in using the online
intervention (e.g., by explaining homework assignments, giving feedback about progress,
reminding clients to complete certain tasks), whereas in an unguided intervention, the client only
interacts with the software or other self-guided materials (e.g., automated emails, published
literature; Furmark et al., 2009; Watkins, Smith, Kerber, Kuebler, & Himle, 2011). Some
interventions have found better results when even a minimal amount of contact in the form of
simple reminders was added to an online treatment (e.g., Clarke et al., 2005; Moritz, Schilling,
Hauschildt, Schroder, & Treszl, 2012). Interventions vary as to the type and amount of guidance
provided by staff members (as well as the type of staff member providing that guidance), and
those factors are likely to be important in determining whether a guided intervention will be
more effective than an unguided one. In their review of Web-based therapeutic interventions,
Palmgqvist and colleagues (2007) concluded that greater therapist involvement is associated with
larger effect sizes. However, other studies involving treatments for social anxiety disorder (SAD;
Furmark et al., 2009; Berger, Caspar et al., 2011) and depression (Berger, Himmerli, Gubser,
Andersson, & Caspar, 2011; Farrer, Christensen, Griffiths, & Mackinnon, 2011) have not found



Using Technology-Based Therapeutic Tools in Behavioral Health Services  Section 1—A Review of the Literature

any significant difference in outcomes between interventions that were guided and those that
were unguided.

The effect of therapist contact may also vary according to the type and frequency of contact.
Klein and colleagues (2009) did not find any significant differences in outcomes for people
receiving a Web-based treatment for panic disorder when they received three emails a week from
their therapist instead of one email. However, an evaluation of an online program to facilitate
recovery from bipolar disorder found that adding email communications from a peer coach did
significantly improve initial and long-term use of the program (Simon, Ludman, et al., 2011). In
a large (N=2,005) trial of a Web-based smoking cessation intervention, the addition of proactive
phone calls from counselors to an interactive intervention was associated with significantly better
long-term abstinence rates than were found with users of either a static or an interactive
intervention alone (Graham et al., 2011). Also, European research on individual differences
among therapists relating to outcomes in Web-delivered CBT interventions for people with
major depressive disorder failed to find any relationship between such factors and changes in
depressive or anxiety symptoms (Almlov, Carlbring, Berger, Cuijpers, & Andersson, 2009).
From this small study, the authors concluded that these therapist factors likely play less of a role
in Web-delivered interventions than they do in ones delivered in person.

Internet technology has been used to deliver prevention, screening and assessment, early
intervention, acute care, and recovery support services for a wide variety of behavioral health
problems. Although most studies focus on one particular type of behavioral health intervention,
Webb, Joseph, Yardley, and Michie (2010) conducted a meta-analytic review of 85 Web-based
behavioral health interventions that sought to effect a specific behavioral change (e.g., increase
physical activity, decrease alcohol use, promote smoking cessation). They evaluated three
different sets of intervention characteristics: the use of theory in designing the intervention, the
use of specific behavioral change techniques, and the mode of delivery.

Greater use of theory in developing interventions was associated with a greater effect size for
interventions; the biggest effect size was for the use of theory or target constructs as predictors of
behavior to select recipients for the intervention. Only three theories were used by enough
studies to be evaluated; those theories were, in order of greatest to smallest effect size: theory of
reasoned action/planned behavior, the transtheoretical model of readiness for change, and social—
cognitive theory.

Brouwer et al. (2011) reviewed literature on effective program characteristics of Web-based
lifestyle promotion interventions, which included smoking cessation and drinking reduction, as
well as interventions targeting diet and exercise. They found that having email and/or phone
contact with users and providing regular updates concerning Web site content were both
associated with a greater number of logins to the site, whereas providing peer and/or counselor
support was associated with increased time spent using the site. Research regarding the preferred
methods for Web site design for behavioral health programs/interventions is limited, but
Danaher, McKay, and Seeley (2005) discussed different possibilities for design (i.e., the matrix,
tunnel, hierarchical, and hybrid models) and how each model may be best used for certain
behavioral change goals. In a European survey of experts on different aspects of Web-based
healthcare and related topics (e.g., e-commerce, Web site development, Web design), the
majority of respondents believed that potential clients would initially be most motivated to use
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such Web sites if they saw them as personally relevant; would be most likely to extend the time
spent using a site if they received tailored feedback, found the information provided to be
reliable and relevant, and were able to navigate the site without much difficulty; and would be
more likely to return to the site if they expected to see new content and were given the
opportunity to monitor their own progress toward behavioral health goals (Brouwer et al., 2008).

Rotondi et al. (2012) evaluated the effectiveness of different Web site design elements for clients
with co-occurring substance use disorders and serious mental illness. They varied 12 different
design factors and found large differences in users’ abilities to complete tasks on the site
according to the elements used. Users were more likely to complete online tasks successfully on
sites that had a shallow hierarchy (i.e., fewer pages to navigate), fewer hyperlinks per page,
fewer topic areas, fewer words per page, no graphics, and no tool bars.

Web-based and computerized interventions appear to be a better option for clients with less
severe mental illness than for those with more severe mental illness. In an Australian study,
Sunderland, Wong, Hilvert-Bruce, and Andrews (2012) analyzed data from clients who
completed online CBT treatments for either depression (n=302) or generalized anxiety disorder
(GAD; n=361) to evaluate factors associated with treatment response. They found that these
treatments were effective for the majority (75 to 80 percent) of clients, but individuals who did
not respond to treatment had significantly higher levels of symptom severity and psychological
distress prior to treatment than did those who did respond. However, in spite of the promise
Web-delivered programs and interventions hold (especially for certain populations), there are a
number of difficulties involved in developing and implementing such interventions (Cunningham
& Van Mierlo, 2009; Kiluk et al., 2011). There can be other problems involved in the
development of such interventions (Cunningham & Van Mierlo, 2009; Danaher et al., 2005) as
well:

e There can be difficulties in adapting existing interventions to this method of delivery.

e People may respond differently in front of a computer than they do to another person.

e QGreater distractions may exist for someone using the Internet than in a one-on-one setting.

Some counselors have observed that developing a therapeutic alliance may be difficult with
online interventions, given the impersonal nature of computer-based interactions (Callan &
Wright, 2010). However, Hanley and Reynolds (2009) reviewed five studies that provided data
on 161 clients who received online therapy, four of the five of which made comparisons between
in-person and Web-delivered therapies. Overall, participants in those studies receiving Web-
based services perceived their relationship with the counselor delivering those services to be
moderate or high in strength (in most cases, measured with the Working Alliance Inventory, and
in one case, with the Agnew Relationship Measure). The authors concluded, based on these data
and clinical evidence from other sources, that a good-quality relationship can be developed
between counselors and clients working online and that such relationships have the strength
necessary to produce therapeutic change. A more recent review by Sucala et al. (2012), which
included 11 articles relating to a variety of different types of online therapies, also found that
evidence appeared to indicate that clients and counselors could develop a strong therapeutic
alliance online, although the evidence was not conclusive.

Kang and Gratch (2011) found that clients working with virtual counselors online expressed a
preference for counselors who self-disclosed a high level of intimate information about
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themselves (as opposed to those who disclosed a medium or low level of personal information).
Some participants (i.e., those who did not consistently engage in either a high or low level of
self-disclosure) also revealed more information about themselves to virtual counselors who self-
disclosed high levels of personal information.

One of the potential benefits of Web-based interventions over self-guided interventions that relay
information on paper is that the former can tailor the information to the specific needs of the
client, and many of the Web-based interventions discussed later in this section provide some sort
of tailored content. To describe different mechanisms and types of tailoring, Lustria, Cortese,
Noar, and Glueckauf (2009) reviewed 30 Web-based interventions that provide tailored content.
Web-based interventions can also make use of multiple media, potentially increasing the impact
of interventions and improving clients’ ability to learn from presented materials (Villani & Riva,
2012).

Ritterband, Thorndike, Cox, Kovatchev, and Gonder-Frederick (2009) proposed a behavioral
change model for Web-delivered interventions that may be of help in understanding how Web-
delivered services effect client change. Their model involves a nine-step process in which (1) the
user of a Web-based intervention is (2) influenced by environmental factors (e.g., ease of access
to the Internet, opinions of family/friends) that then affect (3) the user’s use of the Web site and
compliance with treatment, while that use is also affected by (4) support (e.g., email reminders
from staff people) and (5) Web site characteristics, such as methods of engaging users and
presenting content. The use of the Web site subsequently leads to (6) behavior change and then
(7) symptom improvement occurring through (8) mechanisms of change (e.g., motivation,
attitudes, beliefs, self-efficacy, self-monitoring). These improvements in symptoms are sustained
through (9) treatment maintenance activities.

One development in computer technology that has received a good deal of attention in behavioral
health is the use of virtual reality (VR) software. Different reviews have found that VR exposure
therapy (VRET) can effectively treat PTSD (Gerardi, Cukor, Difede, Rizzo, & Rothbaum, 2010;
McLean, Steenkamp, Levy, & Litz, 2010) and at least some specific phobias (Gerardi et al.,
2010; Newman, Szkodny, Llera, & Przeworski, 2011a; see also the “Use in Treatment of
Anxiety Disorders” section). Meyerbroker and Emmelkamp (2010) reviewed only controlled
studies of VRET and concluded that, for fear of heights or flying, there was good evidence of its
effectiveness, although they also observed that only limited research indicated that VRET may
also be effective for panic disorder, seasonal affective disorder, and PTSD. See Part 1, Chapter 1
of this TIP for more on VR/VRET.

In addition to its use in exposure therapy, VR technology has potential uses in clinical role-playing,
efficacy-building exercises, and skills training and practice (Botella et al., 2004). This technology
has also been used to treat a range of other behavioral health problems, including eating disorders
(Ferrer-Garcia & Gutiérrez-Maldonado, 2012), male sexual dysfunction (Optale et al., 2004),
nicotine dependence (Moon & Lee, 2009), alcohol use disorders (Lee, Kwon, Choi, Yang, 2007),
and other health problems that have a behavioral component, such as obesity and diabetes (Morie
& Chance, 2011). See Part 1, Chapter 1 of this TIP for more on other uses of VR.

Alcaiiiz, Lozano, and Rey (2004) explained some of the technical aspects of VR as it is used in
medical and behavioral health settings, with particular attention to the hardware required to set
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up a VR environment. The cost and potential difficulties involved in developing virtual
environments (i.e., three-dimensional simulations of real or imagined scenarios) have been
factors that limit the use of VR technology. Riva and colleagues (2007) reported on the
development of an open-source VR platform that enables providers to design and deliver new
VR environments according to their clients’ specific needs. Virtual worlds can also be used to
assist in behavioral health. Morie (2009) described a U.S. Army program that uses the Second
Life virtual world to help personnel returning from deployment socialize and learn about
available behavioral health resources. The U.S. Department of Defense (DoD) has also created a
virtual clinic to provide treatment for PTSD within the Second Life environment (Yellowlees,
Holloway, & Parish, 2012).

As an alternative to the time and expense of VR, Bledsoe and Simmerok (2014) offered what
they called “augmented reality.” Although it was designed to be used via the Internet for distance
learning or other educational programs, rather than for therapeutic purposes, their augmented
reality amounts to a rich multimedia platform constructed with low- or no-cost, readily
accessible ways to make any online experience more engaging. For example, the authors took a
picture of their college counseling center, made their Web site look like the picture, and added
elements to the picture, along with videos and audio clips that were all designed to be related to
the information and to be used as materials in the delivery of their educational course. Such
augmented reality could also make Web sites for therapeutic interventions more engaging and
effective without incurring the effort and expenses required to produce a VR capability.

Web-Based Text Communication

Text-based communications include a variety of technologies (e.g., text messaging, email,
Internet chat rooms) that allow for simple written communication between providers and clients
or, in the case of mutual-help groups and activities, among clients. For the most part, these
communications support activities occurring elsewhere in person, by computer, or using
video/audio communication technology (Maheu et al., 2004). Counselors can use email to
conduct therapy or as an adjunct to in-person therapy (Recupero & Harms, 2010), or they can use
an online chat program or instant messaging for the same purposes (Derrig-Palumbo, 2010).
Although research on evidence-based behavioral health interventions using social media is not
available yet, online social networks also show promise as platforms for text-based behavioral
health interventions (Levine et al., 2011).

Not much research has evaluated Web-based text communications in behavioral health services,
especially as stand-alone interventions. Atherton, Sawmynaden, Sheikh, Majeed, and Car (2012)
reviewed the literature on the use of email for clinical communication in a variety of healthcare
settings and found nine controlled trials, but most were related to communication in
nonbehavioral health settings. They were also unable to draw conclusions about the effectiveness
of such communications because of the poor quality of the research. A single study that
compared telephone and email contact did find the former to be more effective, but it also had
significant methodological problems. An earlier review of text-based online therapy by Hanley
and Reynolds (2009) concluded that despite very limited evidence, such interventions showed a
great deal of promise.

There is some doubt about the strength of therapeutic alliances built through text-based therapy,
as not much research on the subject has been conducted. However, a study by Reynolds, Stiles,
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and Grohol (2006) found that clients receiving email therapy rated the impact of their sessions
and the strength of their therapeutic alliances about as highly as clients receiving in-person
counseling. A review by Hanley and Reynolds (2009), which included five studies of therapeutic
alliances in text-based therapies, also found that therapeutic alliances developed in this medium
were about as strong as those developed through in-person therapy. However, one of the studies
cited in those reviews did find that therapeutic alliances tended to be rated stronger when Internet
chat was used than when email was used for text communication (Cook & Doyle, 2002).

Specific studies have found that text-based interventions can be effective in the treatment of
eating disorders (Robinson & Serfaty, 2008), depression (Vernmark et al., 2010), smoking
cessation (Polosa et al., 2009; Te Poel, Bolman, Reubsaet, & de Vries, 2009), and alcohol use
disorders (Blankers, Koeter, & Schippers, 2011); they can likewise be effective for people with
schizophrenia and their families/support systems (Rotondi et al., 2010). Text-based interventions
that use email and/or chat room discussions have also been effective in promoting weight loss,
and Tate (2011) discussed how this research can inform similar interventions in substance use
disorder treatment. A German study involving 114 individuals who had completed inpatient
treatment for a mental disorder and participated in text-based continuing care groups and 114
matched controls who did not use text-based continuing care found that participants in the text-
based groups had a significantly lower risk for negative outcomes (according to a composite
measure of behavioral and physical health) than did those in the control group (Golkaramnay et
al., 2007). Participants in the chat groups were also more likely (77 percent), but not significantly
so, to maintain improvements made during treatment than were those in the control group (65.2
percent). The intervention also had a relatively low dropout rate and a high level of attendance.

Text components are often part of larger interventions. For example, researchers evaluating an
online recovery support intervention for people with bipolar disorder found that the addition of
an email communication component significantly increased the odds that a participant would
return to the Web site and would use it for a longer period of time (Simon, Ralston, et al., 2011).
However, an evaluation of a Web-based smoking cessation intervention found that although the
addition of an online discussion group increased use of the site, increased use did not translate
into significantly better outcomes (Stoddard, Augustson, & Moser, 2008). Text and numerical
data, transmitted via computer or over telephone lines, can also be used for symptom monitoring
and/or ongoing assessment (Godleski et al., 2012).

Although research evaluating the effectiveness of online text-based peer discussion groups is
limited, these groups also appear to be valuable as sources of information and support for
individuals with a variety of mental and substance use disorders, including eating disorders
(Eichhorn, 2008; Ferndndez-Aranda et al., 2009), depression (Griffiths, Calear, Banfield, & Tam,
2009; Houston, Cooper, & Ford, 2002, Melling & Houguet-Pincham, 2011), psychosomatic
disorders (Haug, Sedway, & Kordy, 2008), and substance use disorders (Hall & Tidwell, 2003).
In addition, a number of the interventions discussed in the “Promise of Technology for Specific
Populations™ section also include a group chat or bulletin board for more informal group
discussions and peer support (An, Klatt, et al., 2008; Stoddard et al., 2008; Titov, Andrews,
Schwencke, et al., 2009). For more information on Web-based peer support, see the “Peer
Support/Mutual-Help Groups” section.
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Support groups with a professional facilitator may benefit clients more than those with peer
moderators (Barak, Boneh, & Doley-Cohen, 2010). Also, research suggests that, for some clients
(e.g., those with serious mental illness), unmoderated support discussion groups can actually
have a detrimental effect (Kaplan, Salzer, Solomon, Brusilovskiy, & Cousounis, 2011). Suler
(2004) and Anthony (2004) discussed the psychology of text-based interactions, with particular
attention to how they affect therapeutic relationships. Alemi et al. (2007) described their own
practice using email communication to support substance use disorder treatment services and
used their experiences to write some guidelines for others who wish to incorporate email into
existing treatment programs.

Mobile (Handheld) Technologies

Mobile technologies include a variety of handheld and mobile devices for communicating
information. Currently, the term is most often used to refer to mobile phones—both smartphones
(handheld computers that can run software like a computer) and feature phones (which are used
only to communicate via audio and sometimes text). The use of mobile devices is now very
widespread; many people can access Internet and/or phone service only through such devices
(International Telecommunication Union, 2012). For certain populations (e.g., people who are
homeless), mobile devices may be the only reliable method clients have for receiving phone
and/or Internet communications (Eyrich-Garg, 2010; Rice, Lee, & Taitt, 2011). Such devices can
be used to receive phone calls, access Web-based interventions, or send/receive text and/or
numerical data.

Mobile technology has been used successfully to assess cravings in individuals with substance
use disorders (Ferguson & Shiffman, 2011; Freedman, Lester, McNamara, Milby, &
Schumacher, 2006), aid in continuing care/relapse prevention for people with substance use
disorders (McTavish, Chih, Shah, & Gustafson, 2012), aid in smoking cessation (Whittaker et
al., 2012), assist in continuing care for people with eating disorders (Bauer, Percevic, Okon,
Meermann, & Kordy, 2003; Robinson et al., 2006), supplement treatment for borderline
personality disorder (BPD; Rizvi, Dimeff, Skutch, Carroll, & Linehan, 2011), monitor suicide
risk for veterans (Rimoldi, Lewis, & Jampala, 2012), monitor PTSD symptoms for veterans
(Smith, Harms, et al., 2012), monitor mood for people with BPD (Bopp et al., 2010), and
monitor symptoms and manage medication for people with schizophrenia (Granholm, Ben-Zeev,
Link, Bradshaw, & Holden, 2012; Sablier et al., 2012).

Shiffman (2009) reviewed research on ecological momentary assessment (i.e., the real-time
assessment of mood, behavior, symptoms, and so forth, using portable devices) for clients in
substance use disorder treatment and smoking cessation programs. He observed that research
trials have demonstrated good compliance but that little has been done in the way of external
validation to evaluate the accuracy of this method of reporting for these populations. Heron and
Smyth (2010) reviewed a number of studies involving the use of mobile technology to treat
clients in real time and in real-world settings (also known as ecological momentary
interventions). They concluded that, taken together, research studies indicate that this is an
effective mode of treatment for a variety of behavioral health problems (including substance-
related cravings, eating disorder symptoms, and anxiety disorder symptoms) as evaluated with a
diverse group of participants.
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Boschen and Casey (2008) reviewed pre-2008 literature on the use of mobile devices in
psychotherapy. At that time, they were only able to locate seven (mostly small) studies, but they
did conclude that this technology was promising, particularly for CBT interventions. A more
recent review of the research involving handheld devices, including mobile phones, in behavioral
healthcare observed that such devices have been found to be effective in the treatment of anxiety
and nicotine dependence (Ehrenreich, Righter, Rocke, Dixon, & Himelhoch, 2011). Mobile
devices have also been used effectively to promote behavior change in relation to general health
concerns, such as aiding in weight loss for individuals who were overweight (Gerber, Stolley,
Thompson, Sharp, & Fitzgibbon, 2009; Patrick et al., 2009) and for HIV prevention with young
men who are sexually active (Juzang, Fortune, Black, Wright, & Bull, 2011). Fjeldsoe, Marshall,
and Miller (2009) reviewed studies involving the use of mobile phones to deliver text messages
for a variety of behavioral changes relating to health problems, such as asthma, hypertension,
and diabetes, and Nundy et al. (2014) successfully used mobile phone text messaging to improve
glycemic control in employees with diabetes.

Promise of Technology for Specific Populations

Introduction

Web- and phone-based interventions may be able to reach potential clients who are not currently
being served by the behavioral health system because of cost, availability of services,
accessibility, or other reasons (Alleman, 2002; Andersson, 2009; Callan & Wright, 2010; Postel,
De Haan, ter Huurne, Becker, & de Jong, 2011). This section details some of the populations
who may especially benefit from such interventions.

Many potential clients also express a definite interest in, if not a preference for, such
interventions. Mohr et al. (2010) surveyed 658 primary care patients regarding treatment
preferences. Of those respondents who expressed an interest in behavioral health services
(n=492), 18.7 percent were definitely interested in telephone-based treatment, and 43.7 percent
would consider it, whereas 11.6 percent were definitely interested in Web-based treatment, and
36.4 percent would consider it. Individuals who cited time constraints as a potential barrier to
treatment seeking were significantly more likely to be interested in telephone- or Web-based
interventions. Computerized interventions are also cost-effective, and they may be indicated
when a client cannot afford many in-person sessions but still requires some form of continued
contact or treatment (Newman et al., 2010).

Rural Populations

Given the difficulty of accessing trained professionals in their communities, people living in
rural, frontier, or remote areas may benefit from services provided via telephone or the Web
(McGinty, Saeed, Simmons, & Yildirim, 2006). According to a survey of VA patients and
providers living and/or working in rural areas, distance was most often cited as the greatest
barrier to treatment (Buzza et al., 2011); Internet and phone technologies can help overcome this
barrier. The VA has successfully instituted a number of services for veterans living in rural areas.
For example, a review of VA’s American Indian Telemental Health Clinics indicated that
telemental health services (mental health services delivered using various telecommunication
technologies) provided by these clinics were well-received by clients, generally showed
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diagnostic reliability, and were less expensive than the same services provided in person (Shore
etal., 2012).

A report on focus groups conducted with users of telemental health services and their therapists
in frontier areas found that both therapists and consumers expressed a high level of satisfaction
with such services (LaMendola, 2000). Consumers, however, had concerns that these services
may not be paid for by insurers. Studies of Web-based interventions for people in rural areas
have also generally found these interventions to be acceptable to this group of clients (Finfgeld-
Connett, 2009; Griffiths & Christensen, 2007; Stoops et al., 2009).

People With Disabilities

Various phone- and Web-based interventions can help extend care to people with disabilities,
who may otherwise have problems accessing appropriate care because of physical or cultural
factors. For example, in many parts of the country, people who are Deaf may not have access to
programs with staff members who are fluent in American Sign Language; Web-based
interventions may help improve their access to such staff (Titus & Guthmann, 2010). There have
been trials of self-directed, Web-based smoking cessation (Jones, Goldsmith, Effken, Button, &
Crago, 2010) and substance use disorder treatment programs (Moore, Guthmann, Rogers, Fraker,
& Embree, 2009) for people who are Deaf; both are discussed in more detail in the “Use in the
Treatment of Smoking/Smokeless Tobacco Use” section. Pollard, Dean, O’Hearn, and Haynes
(2009) observed that health-related materials for people who are Deaf can be improved using
video, as English is a second language for many. See Vignette 4, “Incorporating TAC Into
Behavioral Health Services for Clients Who Are Hearing Impaired,” in Part 1, Chapter 2 of this
TIP.

Web-based behavioral health interventions can also be targeted to people with specific physical
illnesses. For example, van Bastelaar, Pouwer, Cuijpers, Riper, and Snoek (2011) reported on a
Dutch Web site designed to reduce depression among people with type 1 or 2 diabetes. In a
randomized controlled study, use of the site was associated with significantly greater reductions
in symptoms of depression and diabetes-specific emotional distress than were found in a waitlist
control group. Another Web-based intervention is also being tried in the Netherlands to reduce
depressive symptoms among people with multiple sclerosis (MS; Boeschoten et al., 2012). In
this pilot study, participants who used the Web site experienced significant decreases in
symptoms of depression (measured with the Beck Depression Inventory, second edition [BDI-

).

American Academy of Neurology (AAN) Guideline on
Telephone-Administered CBT for MS

The Guideline Development Subcommittee of the AAN convened a panel of experts to make
recommendations for evidence-based interventions for MS. The panel concluded that a 16-week
telephone-administered CBT program (which AAN endorsed) “is possibly effective and may be
considered in treating depressive symptoms” in people with MS; AAN endorsed this conclusion.
(Minden et al., 2014). The weekly 50-minute telephone calls provide CBT to help clients with
MS change thought processes and behaviors that reinforce depressive symptoms, manage stress,
and deal with interpersonal and other problems and situations (Dolan, 2014).
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Web-based interventions may also improve services for clients with cognitive deficits, as one
study conducted with 160 participants in a methadone maintenance program found better
abstinence outcomes among individuals with greater impairment in cognitive functioning when
they used a Web-based intervention than when they received services delivered in person
(Acosta, Marsch, Xie, Guarino, & Aponte-Melendez, 2012). Research from outside the
behavioral health field indicates that phone and Internet messaging can help both patients and
their caregivers engage in tasks that can improve behavioral as well as physical health, such as
practicing relaxation training and using compensatory strategies relating to cognitive deficits
(Forducey, Glueckauf, Bergquist, Maheu, & Yutsis, 2012). Although it is targeted at online
educators, an October 2013 special issue of the Journal of Asynchronous Learning Networks
(Volume 17, Issue 3) focuses on considerations related to accessibility and disabilities. These
same concerns are relevant to the provision of behavioral health services online.

Students/Young Adults

College students and other young adults may be more interested in Web-delivered interventions,
as their comfort level is fairly high with the technology, and they often seek health information
and social support through the Internet (Wyn, Cuervo, Woodman, & Stokes, 2005). As of 2014,
97 percent of adults ages 18 to 29 used the Internet either through a computer or a mobile device,
and 98 percent owned a cell phone (Pew Research Center, 2014). Use of the Internet is even
more common among college students (Smith, Rainie, & Zickuhr, 2011). Other research
confirms that college students often look to the Internet as a source of health information
(Stellefson et al., 2011).

In one study of a screening and brief intervention for problem drinking delivered to first-year
college students, 41 percent of participants who were screened as potentially having a drinking
problem expressed a preference for getting further information about drinking over the Internet,
and 6 percent expressed a preference for getting information by phone (Saitz et al., 2007). A
number of prevention and early intervention programs targeting college students have been
developed and are discussed in the “Technology To Aid in Substance Use Disorder Prevention”
section. It should also be noted that although younger people may be more technically savvy and
interested in these technologies, behavioral health programs using such technologies have been
successfully implemented for people of all ages, including older adults (Ramos-Rios, Mateos,
Lojo, Conn, & Patterson, 2012; Westphal, Dingjan, & Attoe, 2010).

Women

There are some indications that women may have a greater preference for, and be more likely
than men to engage with, computer-delivered interventions. In an evaluation of the acceptability
of a computer-delivered CBT intervention for depression, women were significantly more likely
to have a favorable response than were men; no relationship between age and treatment
acceptability was found (Cavanagh et al., 2009). In that study, a positive expectation prior to
entering treatment was associated with treatment completion, but not with treatment outcomes.

Studies on smoking cessation programs (for more detail, see the “Use in the Treatment of
Smoking/Smokeless Tobacco Use” section) have also found that, in a multifaceted program,
women were significantly more likely than men to use both phone and Web components of the
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program (Zbikowski, Hapgood, Barnwell, & McAfee, 2008). In an intervention with only a Web
component, women engaged more extensively than men with the site (Strecher et al., 2008).

Tsan and Day (2007) evaluated gender differences in attitudes toward different modes of
behavioral health services (e.g., in person, video conferencing) in a group of 176 college
students. They found that women held significantly more positive attitudes than men toward in-
person and email counseling but not toward counseling via instant messaging, video
conferencing, or voice-only communication via the Internet. Women may also benefit more than
men do from some Web-based interventions. For example, female college students who used the
MyStudentBody-Alcohol program drank significantly less on special occasions and had fewer
negative consequences as a result of drinking after participation in the program, but that was not
the case for men. In another computerized screening and brief intervention program for problem
drinking among college students, women whose drinking was problematic experienced greater
reductions in alcohol use than their male counterparts (Saitz et al., 2007).

Researchers in the Netherlands also found that women were substantially more likely to have a
positive response when using a Web-based intervention for drinking than were men (Riper et al.,
2008). Another Dutch study of a Web-based intervention for subclinical depression found that
women had significantly better outcomes than did men (Spek, Nyklicek, Cuijpers, & Pop, 2008).
Particular groups of women have also been successfully targeted with computer-based
interventions, such as women at risk for an alcohol-exposed pregnancy (Tenkku et al., 2011) and
postpartum women (Ondersma, Svikis, & Schuster, 2007). Lipman, Kenny, and Marziali (2011)
reported on a pilot study that used video conferencing to conduct support groups for single
mothers with low incomes; they observed that the intervention was well-received, but the study
was not large enough to detect significant changes in measures of behavioral health.

People Who Are Homeless

Communication technology can help providers reach people who are homeless. For example, a
pilot study was conducted with 30 individuals who were homeless and in outpatient treatment for
cocaine use disorders. Each individual received a cell phone to provide real-time information
concerning cravings and substance use (Freedman et al., 2006). The authors found that people
who are homeless could reliably use cell phones for this purpose.

Eyrich-Garg (2010) reported on the feasibility of using cell phones for prevention and treatment
with people who are homeless and not using the shelter system (hence, not easily reachable
through the usual channels of service provision to people who are homeless). In a sample of 100
such individuals in Philadelphia, 44 percent already had cell phones, and 20 percent used their
cell phones to access the Internet. There were no significant differences in cell phone ownership
between those who had prior substance use disorder treatment and those who had none, and there
were minimal differences in regard to the prevalence of mental illness. A survey conducted in
Los Angeles of 169 adolescents and young adults who were homeless found that 62 percent
owned cell phones, and 40 percent had phones that were currently operational (Rice et al., 2011).

Members of Specific Cultural Groups

Individuals who belong to cultural groups that have difficulties finding culturally and
linguistically appropriate services from local providers may also benefit from telephone- and
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Web-based services that can connect them to culturally competent providers (Mucic, 2010;
Skinner & Latchford, 2011).

Skinner and Latchford (2011) and Shore, Savin, Novins, and Manson (2006) discussed the
provision of culturally responsive behavioral health services using phone and Internet
technology. Data evaluating the use of these technologies to provide culturally responsive
services at a distance is scarce. However, Mucic (2010) reported on a Danish pilot study that
used video conferencing technology to connect behavioral health clients (largely asylum
seekers/refugees) to therapists who spoke their language and understood their cultural
background. Participants in the pilot program (N=61) were largely comfortable with the
procedure (75 percent reported no discomfort with the program), and most (85 percent) preferred
it to local psychiatric services using an interpreter. Choi et al. (2012) described an 8-week Web-
delivered CBT depression treatment for Chinese Australians and reported that its use was
associated with significant decreases in depressive symptoms that persisted 3 months after
treatment ended. They also observed that participants found the treatment acceptable and that 68
percent completed all online lessons.

McDonnell, Kazinets, Lee, and Moskowitz (2011) evaluated a Web-based smoking cessation
intervention for Korean Americans, a population with a high rate of smoking; a Korean
American community partner believed that members of this population were often reluctant to
participate in in-person cessation programs. Participants either used the online intervention
(n=562) or received similar information via printed materials (n=550). Although 30-day
cessation rates did not differ significantly between the two groups, 26 percent of those who
completed the online intervention had quit for at least 30 days at the follow-up assessment
conducted 50 weeks after enrollment, whereas just 10 percent of those who did not complete the
intervention had done so.

Groups Less Suitable for Web- and/or Phone-Based Interventions

Some technologies may be unsuitable or less suitable for certain clients. Providers of services to
clients in frontier areas have observed that individuals with paranoid delusions, for example, may
find some of the technology used in these interventions disturbing (LaMendola, 2000).
Individuals with poor reality testing, strong transference reactions, and problems with
impulsivity/aggressiveness may also have difficulties engaging in online therapy (Suler, 2001).

People with certain personality disorders may also fare better with in-person treatment than with
treatment delivered via communication technologies. A reanalysis of data from a study that
compared Web-based and in-person interventions for panic disorder found that symptoms of a
personality disorder (in the avoidant anxious category) were associated with significantly worse
outcomes for Web-based treatment than in-person treatment (Andersson, Carlbring, & Grimlund,
2008). The authors suggested that this is because it may be easier for such clients to “repair
misunderstandings” when in the counselor’s office. Many research studies of these interventions
exclude participants who lack reading skills or have problems with written comprehension, but
as Andersson (2009) noted, multimedia technology may make this limitation irrelevant.

Although people with lower socioeconomic status (SES) are less likely to have access to
computer technology, and hence are less able to benefit from TAC, access is expanding
relatively quickly (McNeill, Puleo, Bennett, & Emmons, 2007). Programs are in development to
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create public computer centers for underserved populations (National Telecommunications and
Information Administration, 2010). Due to the recent increase in use of smartphone technology,
many people with lower SES now have regular access to the Internet, and rates of access using

that technology are likely to continue to increase (Fox & Duggan, 2012).

Suler (2001) summarized recommendations from the International Society for Mental Health
Online clinical case study group regarding individuals’ potential suitability for online therapy.
Among other factors, he suggested that counselors consider client preferences regarding
communication methods, the client’s knowledge about the use of the technologies involved, the
client’s comfort with and knowledge about online communication and relationships, the client’s
skills and comfort with the medium being used, the client’s personality type and specific
disorders, and the presence of significant impairments or chronic medical conditions.

Technology To Aid in Substance Use Disorder Prevention

Many substance use disorder prevention programs use computer and phone technologies (e.g.,
Web sites) as program components. In fact, such use is so common that it is beyond the scope of
this TIP to address it comprehensively, so this section focuses on prevention programs that
exclusively use those technologies (typically, Web-based interventions). In addition to these
specific interventions, this technology has some more general applications relating to prevention.
For example, the Internet can be used to train prevention providers (McPherson, Cook, Back,
Hersch, & Hendrickson, 2006) or to improve fidelity of implementation and increase
accessibility for existing prevention programs (Bishop, Bryant, Giles, Hansen, & Dusenbury,
20006).

A number of projects to increase capacity for community prevention programs have made use of
such technology. Chinman, Tremain, Imm, and Wandersman (2009) examined 18 prevention
coalitions in Missouri that were using the Getting to Outcomes (GTO) prevention program with a
Web-based component to help programs complete GTO tasks. The authors compared these
coalitions with eight coalitions in the same state that were using GTO without the additional
component. They found that those that used the Web-based component did significantly better at
performing key planning, implementation, and evaluation activities related to GTO.

One area of computer-delivered prevention that has been reasonably well-evaluated is the use of
these technologies to help reduce drinking/binge drinking among college students. Carey, Scott-
Sheldon, Elliott, Bolles, and Carey (2009) conducted a meta-analysis of 43 separate interventions
(from 35 publications) that were intended to reduce alcohol use among college students. They
found such interventions more effective at reducing the amount of alcohol consumed on specific
occasions in the short term and total alcohol consumption (over periods of weeks or months) in
the long term than no-treatment or assessment-only controls. They concluded that such
interventions are cost-effective and can reduce drinking in this population, being more effective
than no-treatment controls and about as effective as active controls.

MyStudentBody

MyStudentBody.com includes a series of prevention modules aimed at college students,
including three specifically oriented toward preventing the use/misuse of alcohol, drugs, and
tobacco. Each component has been or is in the process of being evaluated, and other modules
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(notably MyStudentBody-Stress [MSB-S]) may have an effect in reducing substance use
disorders.

For the evaluation of MyStudentBody-Alcohol (MSB-A), 265 students were randomly assigned
to use the MSB-A interactive Web site or a Web site that provided research-based articles on
drinking (Chiauzzi, Green, Lord, Thum, & Goldstein, 2005). All were assessed using the Daily
Drinking Questionnaire, the Rutgers Alcohol Problem Index, and the Readiness to Change
Questionnaire at baseline, at the conclusion of the intervention, and 3 months later. Participants
in both intervention and control groups reduced alcohol consumption over the course of the
study, and there were few differences between the groups as a whole. However, for women only,
the use of MSB-A compared with use of the control Web site was associated with significantly
less drinking during special occasions and fewer negative consequences as a result of drinking.
Also, for persistent, heavy binge drinkers and for participants who had low motivation to change
their drinking behavior, use of MSB-A was associated with a more rapid decrease in average and
peak alcohol consumption compared with use of the control site.

MyStudentBody-Parent (MSB-P) is a newer intervention aimed at parents of college students to
help them communicate with their children about hazardous drinking (Donovan, Wood, Frayjo,
Black, & Surette, 2012). In an evaluation involving 558 parents randomly assigned to the
intervention or to a control group who received general information about college student
drinking and drug use via email, those who participated in MSB-P were significantly more likely
to discuss strategies to reduce or avoid alcohol use with their children, and their children were
significantly more likely to state that they used such strategies.

College Alc

The College Alc program is a multimedia educational intervention that provides information
about drinking norms, the effects of alcohol, and safe drinking practices. College Alc was
evaluated (Paschall, Bersamin, Fearnow-Kenney, Wyrick, & Currey, 2006) with first-year
college students who were randomly assigned to receive the intervention (n=173) or to a control
group (n=197). Although there were no significant differences between the two groups in terms
of drinking outcomes, those who received the intervention had significantly more knowledge
about alcohol, fewer positive attitudes toward alcohol use, and greater expressed intentions to
limit alcohol-related harm following the intervention than did those in the control group. In a
secondary analysis of these data, Bersamin, Paschall, Fearnow-Kenney, and Wyrick (2007)
found that participants who reported drinking in the month prior to the baseline assessment and
who received the intervention had decreases in incidents of heavy drinking, drinking to
intoxication, and alcohol-related consequences; those who reported past-month drinking and
were in the control group had increases in those areas.

AlcoholEdu

Another college-oriented, Web-delivered alcohol prevention program, AlcoholEdu, was
designed for use with all students attending a school (instead of a targeted, high-risk group). It
has been evaluated at 225 different campuses with 24,877 students who were randomly assigned
to the intervention or to no-intervention control groups (Wall, 2007). In this initial assessment of
the program, which looked only at those participants who completed a follow-up assessment
(49.5 percent of the total), students in the intervention group reported significantly fewer
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negative consequences of drinking, fewer days of heavy drinking, and less intentionally risky
drinking behavior. However, those results need to be considered in light of high participant
dropout.

Two more recent evaluations of AlcoholEdu had mixed results. In a randomized trial conducted
with 1,891 first-year students, participants who received the intervention had better alcohol
knowledge but failed to show better alcohol-related outcomes (with the exception of less
frequent participation in drinking games) than did those who were in an assessment-only control
group (Croom et al., 2009). In the other study, conducted with 1,620 first-year students randomly
assigned to the intervention or to an assessment-only control group, 91.5 percent of those who
received the intervention and 67.9 percent of those in the control group completed the 1-month
follow-up (Lovecchio, Wyatt, & DeJong, 2010). In this trial, the authors did find that, at the 1-
month postintervention assessment, those who used the AlcoholEdu Web site had, compared
with those in the control group, significantly fewer negative consequences from drinking and
reported significantly less alcohol use. The authors noted, however, that participants who did not
complete the study were lighter drinkers in the baseline assessment, and thus larger dropout rates
in the control group could have skewed the results.

Yet another evaluation of AlcoholEdu was conducted by Paschall, Antin, Ringwalt, and Saltz
(2011) with students from 30 different colleges and universities across the United States (15 of
which used AlcoholEdu and 15 of which provided a control group). Compared with students in
the control group schools, students at schools providing AlcoholEdu had significantly greater
reductions in past-month alcohol use and binge drinking episodes, but the differences did not
persist after the semester in which the intervention was delivered. However, in a post hoc
analysis, the authors did find a significantly greater effect in schools that had a higher rate of
completion for the intervention (often because a school mandated completion).

Hustad, Barnett, Borsari, and Jackson (2010) randomly assigned 150 first-year college students
to receive AlcoholEdu or the electronic program Check-Up to Go (e-CHUG; see the next
section) or to an assessment-only control group. At a 1-month follow-up assessment, participants
in both interventions reported significantly less alcohol use than did those in the control group.
Those who used the AlcoholEdu program had significantly fewer negative consequences from
drinking (evaluated with the Young Adult Alcohol Consequences Questionnaire) than did those
in the control group, but the difference in that outcome measure was not significant for those
who used e-CHUG (although the trend was in the same direction).

e-CHUG and Drinker’s Check-Up Programs

A third commercially available program developed to reduce alcohol use by college students is
the e-CHUG program, which also provides assessment and individualized feedback; it appears to
be more promising as a form of indicated prevention than as a universal prevention program
(Hustad et al., 2010).

The program was evaluated with a group of 106 first-year students who had previously indicated
that they engaged in heavy episodic drinking as well as 245 students who were abstainers or light
drinkers (Walters, Vader, & Harris, 2007). Participants were randomly assigned to receive the e-
CHUG intervention or to receive periodic drinking assessments alone. Among those who were
heavy episodic drinkers prior to the study, use of e-CHUG was associated with significantly
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greater reductions in drinks per week and estimated blood alcohol content on the day of heaviest
drinking at the 8-week assessment compared with assessment alone. However, by the 16-week
assessment, there were no longer significant differences between the groups due to drinking
reductions among the control group. There were no significant effects on drinking for individuals
who were abstainers or light drinkers prior to the study.

In another, smaller evaluation of e-CHUG, 80 first-year students (52 of whom were available for
a 3-month assessment) were randomly assigned to receive e-CHUG or assessment alone
(Doumas & Andersen, 2009). Among participants who engaged in binge drinking in the 2 weeks
prior to the study (and were thus considered high-risk drinkers), those who used the e-CHUG site
reported significantly less drinking and had significantly fewer problems resulting from drinking
(according to the Rutgers Alcohol Problem Index), but there were no significant differences for
participants who were not high-risk drinkers. However, the significance of this finding was
equivocal and varied according to the method used to determine significance. Also, individuals
who did not complete the study had significantly more alcohol-related problems at baseline than
did those who remained in the study, which may have affected findings. Another evaluation of e-
CHUG for first-year university students (N=350) found that those who used the program,
compared with those assigned to an assessment-only control group, had significantly greater
reductions in days of heavy drinking and in drinking-related negative consequences (Doumas,
Kane, Navarro, & Roman, 2011). Also, students who were assessed as being at high risk for
alcohol use disorders and who used e-CHUG reduced peak drinking by 58 percent and drinking
to intoxication by 65 percent, compared with increases of 11 percent and 15 percent,
respectively, for high-risk participants in the control group.

In another study of e-CHUG, 103 students were randomly assigned to the intervention, to
behavioral skills training in self-management, or to a control group (Lane, Lindemann, &
Schmidt, 2012). The authors found that drinking increased significantly for heavy drinkers if
they were assigned to the self-management or control groups, but not if they used e-CHUG. On
the other hand, lighter drinkers decreased their drinking significantly more if they received the
self-management training rather than if they were in the e€CHUG or control groups. The authors
concluded that schools may get a better response if a given student’s drinking behavior is used to
match that student with a prevention program.

The e-CHUG program is based on a computerized brief motivational intervention known as
Drinker’s Check-Up. In an initial study of Drinker’s Check-Up conducted with 61 individuals
who were considered problem drinkers (i.e., had scores of 8 or higher on the Alcohol Use
Disorders Identification Test [AUDIT]), those who received the intervention and completed
follow-up assessments had significant reductions in drinking quantity, frequency of drinking, and
alcohol-related problems that were greater in the short term than those of the delayed treatment
control group and that persisted for 1 year after treatment (Hester, Squires, & Delaney, 2005). In
a more recent evaluation involving two trials conducted with college students (N=226), those
who used the Drinker’s Check-Up had significantly greater improvements that were found at
both 1-month and 12-month posttreatment assessments on one or more measures of alcohol
consumption (depending on the specific trial) than did individuals in delayed assessment-only
control groups (Hester, Delaney, & Campbell, 2012).
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Other Substance Use Disorder Prevention Programs

Lewis, Neighbors, Oster-Aaland, Kirkeby, and Larimer (2007) researched an alcohol-related
prevention program for first-year students who had indicated in a survey conducted in class that
they had engaged in at least one heavy drinking episode in the prior month. Participants (N=316)
were assigned to a gender-neutral or a gender-specific version of the intervention or to an
assessment-only control group. For the interventions, participants provided information on
drinking behavior as well as beliefs about drinking. Feedback was then generated that addressed
the participant’s drinking behavior, his or her perception of typical student drinking, and
information about actual student drinking norms that was either generalized to all students or
specific to students of the participant’s gender. At a 5S-month postintervention assessment,
students who received either version of the intervention were reporting significantly fewer
drinking occasions and fewer drinks per week than were those in the control group. Although
results were not significantly different between the two interventions, those who received the
gender-specific feedback did report less drinking than those who received the gender-neutral
feedback. At follow-up, those who received the intervention also reported significantly lower
estimates of their fellow students’ drinking frequency and drinks per week.

Neighbors, Lee, Lewis, Fossos, and Walter (2009) evaluated a Web-based prevention
intervention specifically designed to reduce drinking on college students’ 21st birthdays.
Students who had expressed an intention to consume two or more drinks on their 21st birthday
were randomly assigned to use either a control Web site that simply assessed their alcohol use or
the intervention Web site, which, in addition to assessment, provided personalized feedback
about drinking. Participants were reassessed 1 week after their birthdays. Those who used the
intervention site had significantly lower estimated blood alcohol content on their birthdays
compared with those who were in the control group. This effect primarily occurred for
individuals who had intended to drink large quantities on their birthdays. Doumas, McKinley,
and Book (2009) compared a normative feedback Web site
(http://www.CheckYourDrinking.net) and an alcohol education Web site

(http://www judicialeducator.com/main.asp) with 76 students who were referred for mandated
services as a result of violating the school’s alcohol and drug policy. At a 30-day
postintervention follow-up assessment, students who used the CheckY ourDrinking intervention
reported significantly less weekly drinking, lower alcohol consumption on the day of greatest
drinking, less frequent drinking to intoxication, and lower estimates of peer drinking compared
with students who used the alcohol education site.

Technology-Based Products To Prevent High-Risk Drinking Among College Students

The Substance Abuse and Mental Health Services Administration (SAMHSA) sponsored a
challenge for the top three products to prevent college high-risk drinking, and in 2013 the
winners were Syracuse University’s BeWise interactive Web site, the University of Central
Florida’s Expectancy Challenge Alcohol Literacy Curriculum mobile app (designed to present
information in a nonjudgmental manner), and the University of Tennessee’s Alcohol and You
(an online module to educate all incoming first-year students about the choices regarding and
consequences of alcohol use).

Source: Lucey, 2005.
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Although almost all substance use disorder/illicit use prevention programs for adults are aimed at
college students, some have been developed for women of childbearing age. Tenkku et al. (2011)
evaluated a Web-based intervention to reduce alcohol use among women (N=458, of whom 319
were available for follow-up) who were considered to be at risk for an alcohol-exposed
pregnancy because they had consumed alcohol in the past 30 days and did not use reliable
contraception. Participants were randomly assigned to complete the intervention or to receive
printed materials through the mail that conveyed the same information. Four months after the
intervention, 58 percent of all participants were no longer considered at risk for an alcohol-
exposed pregnancy. Women who used the Web-based intervention were 34 percent less likely to
be at risk for alcohol-exposed pregnancy at the follow-up assessment than were those who
received the printed materials, but the difference was not significant.

In a study of 150 women who were receiving Women, Infants, and Children services in San
Diego County and reported drinking at least at a moderately risky level (i.e., who scored two or
higher on the Tolerance, Annoyed, Cut-Down, Eye-Opener screening instrument) were randomly
assigned either to use a Web-based assessment and brief intervention, which was adapted from
the e-CHUG intervention described in the “e-CHUG and Drinker’s Check-Up Programs”
section, or to receive printed information about normal drinking patterns and the health effects of
alcohol on women and unborn children (Delrahim-Howlett et al., 2011). Although there were no
significant differences in outcomes for participants in the two groups, 70 percent of all
participants did reduce their number of risky drinking episodes.

Technology To Aid in Mental Health Promotion

Programs are making use of new technologies in a number of ways to further mental health
promotion/mental disorder prevention. A meta-analytic review of 75 randomized controlled trials
involving computer/Internet interventions for reducing behavioral health risks and/or promoting
behavioral health found that such interventions can result in significant improvements in a
number of areas relating to behavioral health, especially in the short term (i.e., when assessed at
the conclusion of the intervention; Portnoy, Scott-Sheldon, Johnson, & Carey, 2008). The
authors cautioned, however, that many of the studies they reviewed have methodological
problems, and more long-term research is needed.

Mitchell and colleagues (2009) observed that Web applications allow for the tailoring of mental
health promotion/mental illness prevention activities to the individual client, thereby potentially
increasing the efficacy of such interventions compared with those delivered through traditional
media (e.g., television or printed public service announcements). They also noted the ability of
Web-based activities to reach a larger audience at lower cost and to be sustainable over a longer
period of time. Screening programs for prevention as well as for problem identification are
discussed further in the “Technology in the Treatment of Mental Illness” section.

Positive Psychology

One area of mental health promotion that has embraced the use of the Internet is the field of
positive psychology, an approach to mental health that seeks to increase happiness (perceived as
involving positive emotion, engagement, and meaningfulness), which in turn builds mental
health resilience and appears to decrease symptoms of some mental illnesses (Seligman, Rashid,
& Parks, 2006; Seligman, Steen, Park, & Peterson, 2005). The first research trial of a positive
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psychology intervention using the Internet had a very basic design in which a convenience
sample of participants (411 of whom completed all follow-up assessments) was recruited over
the Internet and received instructions via email (Seligman et al., 2005). Participants were
assigned to complete one of six different exercises (five related to personal happiness and one
that was a placebo). At an assessment 6 months after the intervention, completion of two of the
exercises was associated with significant increases in happiness (according to the researchers’
own measure) and significant decreases in depressive symptoms as measured by the Center for
Epidemiological Studies Depression Scale (CES-D).

An Australian study by Mitchell et al. (2009) used a more dynamic, interactive Web-based
approach for delivery and compared a strengths-based positive psychology intervention that
taught and helped people practice problem-solving skills with an intervention that provided
information on problem-solving skills without any interactive features or any attempt to get
participants to apply those skills. The authors found that although participation in the positive
psychology intervention was, at a 3-month postintervention follow-up, associated with
significant improvements in participants’ well-being (or happiness) according to two of the
instruments used, it was not associated with any changes in depression, anxiety, or stress as
measured by the Depression, Anxiety, Stress Scales—21.

Depression and Anxiety Prevention

Another example of a Web-based program that could be considered mental health promotion as
well as substance use disorder prevention is the MSB-S intervention (related to the other
MyStudentBody sites already described), which teaches and helps students use stress
management techniques (Chiauzzi, Brevard, Thum, Decembrele, & Lord, 2008). In a research
trial of the intervention, students at six different colleges were randomly assigned to the MSB-S
Web site intervention (n=77), to a control group that used a Web site that provided health
information and sought to encourage physical exercise (n=78), or to a no-treatment control group
(n=80). Those who used the MSB-S site increased their use of specific stress management skills.
Also, participants who used the MSB-S site showed an initial significant decline in anxiety (as
measured by the College Adjustment Scales anxiety subscale), but at the last follow-up
assessment (6 months after the intervention), anxiety scores were about equal for the intervention
and control Web site groups.

A Web-based anxiety disorder prevention program was evaluated in Australia with a group of
college students (N=42) who had previously screened as having high anxiety sensitivity
(Kenardy, McCafferty, & Rosa, 2006). In a 6-month follow-up assessment, those participants
who had been randomly assigned to the intervention had, compared with those in a waitlist
control group, significantly lower (p<0.01) anxiety-related thoughts (according to scores on the
Catastrophic Cognitions Questionnaire-Modified) and fewer depressive symptoms (on the CES-
D). Other measures of anxiety also indicated declines in anxiety, but differences from the control
group were not significant.

Other interventions are available for mental illness or mental illness symptoms, but for many of
them, there are few data to support their use. Patten (2003) reported on a psychoeducational
program delivered by computer or telephone that was designed to prevent depressive symptoms,
but a randomized controlled evaluation of 786 participants found that the intervention was
associated with no better outcomes than an information-only control group. Finkelstein and
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Lapshin (2007) reported on a Web-based program that, although not related to prevention per se,
was designed to reduce the effects of prejudice associated with depression and increase
knowledge about the disorder, which in turn might aid in early treatment-seeking for those with
depressive symptoms. In an evaluation with 42 college students and faculty, use of the program
was associated with significant decreases in depression-related prejudice (assessed using the
Bogardus Social Distance Scales).

Suicide Prevention

Suicide prevention activities have a long history of being conducted using communication
technologies, and suicide or crisis intervention hotlines are widespread and generally considered
an effective way to prevent suicides (Gould et al., 2007). For people in crisis who may not be
suicidal, these hotlines also provide referrals and help reduce callers’ feelings of being
overwhelmed (Gould et al., 2007). Within the United States, many crisis hotlines have joined
together as part of the National Suicide Prevention Lifeline network (1-800-273-TALK), which
is able to provide nationwide coverage 24 hours a day, 7 days a week. Online resources for
suicide prevention have been developed, including the National Suicide Prevention Lifeline Web
site (http://www.suicidepreventionlifeline.org), which is sponsored by SAMHSA. Since 2011,
SAMHSA and the National Suicide Prevention Lifeline have collaborated with Facebook, and in
2015, SAMHSA continues to use Facebook in its prevention efforts (see
https://www.samhsa.gov/programs-campaigns/national-prevention-week).

Web-based suicide risk monitoring and referral programs are also available. Haas and colleagues
(2008) evaluated such a program with 1,162 students at two different universities. The students
completed an online screening instrument that incorporated an existing depression screener (the
Patient Health Questionnaire 9-Item Scale [PHQ-9]) as well as other items relating to suicide
(e.g., substance use, anxiety). The computer scored responses into three categories of suicide
risk; those who were considered to have a moderate or high risk for suicide received
personalized email responses from a counselor that addressed issues of potential concern for the
student and provided different referral options for further counseling. A large percentage of the
respondents (84.4 percent) fell into the moderate-risk or high-risk categories. As a result of the
program, 19.4 percent attended an evaluation session with a counselor, and 13.5 percent entered
treatment. If students engaged in an online dialog with a counselor after receiving their initial
feedback email, they were almost three times more likely to receive an evaluation and to enter
treatment.

Computer software that can screen and assess suicide risk has been available for quite some time.
In an early pilot evaluation involving 21 individuals with suicidal ideation, 58 percent expressed
a preference for talking with a computer instead of a person (Greist et al., 1974). Later research
indicated that, in evaluating case histories of 20 individuals receiving mental health services (10
of whom later attempted suicide), the computer was significantly more accurate than a group of
psychiatrists and psychiatric residents in predicting suicide attempts. The computer predicted 70
percent of cases compared with counselors, who predicted 38 percent (Gustafson, Greist, Strauss,
Erdman, & Laughren, 1977). Rimoldi et al. (2012) presented information from a VA pilot study
involving the use of text messages sent via mobile phones to assess and manage suicide risk in a
group of 11 veterans considered to be at high risk for suicide. Participants regularly responded to
questions concerning their mental status, and when no answer was received or responses
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indicated an increase in risk, a Suicide Prevention Coordinator responded accordingly. The
intervention was well-received, but three participants dropped out because of personal costs.

Another military suicide prevention program, which is run by DoD and thus serves active-duty
personnel, uses email or handwritten messages sent at regular intervals to individuals who have
been hospitalized for a mental disorder (Luxton, Kinn, et al., 2012). Although program users
may select email or paper messages, the majority preferred the email option (72 percent of
participants in the pilot study). The pilot study, however, did not yield any significant data.

Video conferencing can also be used to monitor suicide risk and intervene when necessary.
Godleski et al. (2008) discussed VA efforts to assess suicidality using high-speed video
conferencing technology. They presented VA’s best practice guidelines and discussed legal and
licensing concerns. Gros, Veronee, Strachan, Ruggiero, and Acierno (2011) presented a case
study, also involving a veteran, of the use of video conferencing to manage suicidality.

Eating Disorder Prevention

Another area where there have been a number of efforts to use communication technology is in
the prevention of eating disorders. However, not all interventions in this area have been
effective. Newton and Ciliska’s (2006) review of five published studies did not find any
significant effect on reducing eating disorders following implementation of Web-based
prevention programs. A review by Yager and O’Dea (2008) of eating disorder prevention
programs for college students, which included interventions delivered in person as well as those
delivered by computer, found that information-based, CBT, and psychoeducational interventions
had only limited success but that interventions that built self-esteem to improve body image,
including ones that used computer technology, were more effective.

Two studies of the Student Bodies Web-based program, which includes modules addressing
factors related to risk for eating disorders (including body image, weight, and nutrition) have
found that the program may be helpful, at least in some cases, in reducing eating disorders
among college-age women. In the larger study (N=480), there were no significant differences in
eating disorder risk between intervention and control groups taken as a whole, but for
participants who began the study with an elevated body mass index (of 25 or greater) and those
who engaged in compensatory behaviors (e.g., self-induced vomiting, laxative use, diet pill use)
at baseline, participation in Student Bodies was associated with significantly better outcomes
(Taylor et al., 2006).

In another study (Low et al., 2006), 61 female undergraduates were randomly assigned to use
Student Bodies by itself (n=14), the program with the addition of an unmoderated online
discussion component (n=19), the program with moderated discussion (n=14), or a no-
intervention control group (n=14). The authors found a significant relationship between
participation in the program (for all three intervention groups taken together) and lower risk for
eating disorders as indicated by scores on the Eating Disorders Inventory Drive for Thinness and
Body Dissatisfaction subscales (but not the bulimia subscale) during the 8- to 9-month follow-up
period. Eleven participants who did not complete the study were not included in the analysis.
Although the authors cautioned that it was difficult to evaluate differences among the three
intervention groups because of the small sample size, participants in the group with unmoderated
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discussion had the greatest reductions in eating disorder risk, suggesting that having a moderated
discussion was unnecessary.

Another study of an indicated prevention intervention that used moderated discussion as well as
psychoeducation, homework tasks, and a monitoring component (in which the discussion group
monitor attempted to identify problematic messages that might require clinical intervention) also
found benefits for college-age women who were at risk for developing eating disorders based on
scores on the Weight Concerns Scale (Zabinski, Wilfey, Calfas, Winzelberg, & Taylor, 2004). At
an assessment 10 weeks after the intervention, participants in the intervention group (n=30),
compared with those in the control group (n=30), had significantly greater self-esteem and
significantly greater improvements in eating disorder pathology as measured by the Eating
Disorder Examination Questionnaire and two of its subscales (Eating Concern and Weight
Concern).

A Web-based program developed in Germany is designed to provide both prevention and early
intervention for eating disorders by including an eating disorder monitoring component that
results in referrals to treatment when eating disorder symptoms reach too severe a level (Bauer,
Moessner, Wolf, Haug, & Kordy, 2009). A pilot program found that the intervention could be
successfully implemented, but outcome data are still lacking. Franko et al. (2005) evaluated a
CD-ROM eating disorder prevention program called Food, Mood, and Attitude with 240 female
first-year college students who were randomly assigned to the intervention or to an assessment-
only control group. At a 3-month postintervention assessment, those who used the intervention
had significantly greater improvements than control group members in a number of areas
connected to the development of eating disorders (e.g., attitudes relating to thinness, body shape,
and weight) and were significantly more likely to decrease the use of purging methods (e.g.,
vomiting, laxatives, diuretics).

In an Australian trial (Paxton, McLean, Gollings, Faulkner, & Wertheim, 2007), women who had
been screened as having a high degree of body dissatisfaction (according to Body Shape
Questionnaire or Bulimia Test Revised scores) were randomly assigned to a group receiving an
in-person intervention (n=42), a group receiving a Web-delivered intervention (n=37), or a
waitlist control group (n=37). Individuals were not excluded if they met criteria for a current
eating disorder, but they did not have to meet those criteria, either; therefore, this intervention
could be considered as treatment or indicated prevention. Participation in either intervention
group was associated with significant improvements in terms of body dissatisfaction, but the
effect during the 6-month follow-up period was more lasting for those who received the
intervention in person rather than over the Internet.

Technology in the Treatment of Mental Illness

As noted previously, phone and computer technologies have been successfully used for
screening, assessing, and treating a variety of mental disorders. They have been used as stand-
alone interventions and as adjuncts to treatment that takes place in person. This section of the
literature review discusses general screening and assessment, the treatment of specific mental
disorders, and other applications of these technologies (e.g., peer support groups, family support
services).
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VA Reports 80,000 Veterans Took Part in More Than 200,000
Telehealth Consultations in 2012

The VA'’s telehealth system is “a service designed to allow thousands of veterans from remote
parts of the country to consult with specialists in medical facilities hundreds of miles away....
The virtual appointments included vets receiving care and counseling for chronic medical
conditions and for mental health counseling.

Dr. Robert Petzel, under secretary for health at the VA, said that virtual appointments are making
a significant difference in the lives and health of patients. He told of one veteran who was
driving 45 minutes in city traffic to keep in-person appointments with his mental health
counselor. ‘He would fight the traffic, be angry and upset by the time he got to see his therapist,’
Petzel said, ‘and it would not be a particularly productive therapy session. He now participates in
a tele-mental health program where he does his therapy from his home.’

‘We’ve interviewed him. He points out the fact that now he’s relaxed, in an environment he’s
comfortable in, he’s not upset about the traffic and he’s getting infinitely—and he used the word
infinitely—more out of his therapy sessions now that he doesn’t have to travel that distance.’”

Source: http://www .military.com/daily-news/2013/07/3 1/va-touts-telehealth-program-used-by-
80k-vets.html

Use in Screening and Assessment

Computer and phone technologies have been used for many years for screening and assessing
mental illness (as well as substance use disorders, which are discussed later). Although an in-
person assessment is usually preferable, it is not always feasible, and the use of computer
technologies, particularly video conferencing technology, can be effective for assessing clients’
behavioral health (Barak & Buchanan, 2004; Bickel, Christensen, & Marsch, 2011; Butcher,
Perry, & Hahn, 2004; Maheu et al., 2004).

Phone-based screening and assessment

A variety of research has found that telephone interviews are an effective way to screen, assess,
and diagnose a number of different mental disorders (Maheu et al., 2004). For example, Kobak et
al. (1997) found, in a study that compared diagnoses made using automated telephone screening
with those made using the Structured Clinical Interview for the Diagnostic and Statistical
Manual of Mental Disorders, Fourth Edition (SCID-IV) delivered by clinicians over the phone
(N=200), no substantive differences in rates of specific mental disorders were found, with the
exception of alcohol abuse, which was more likely to be reported in the automated interview.
Findings were similar in a comparison of the Hamilton Depression Rating Scale and the
Hamilton Anxiety Rating Scale administered via phone by a computer versus by trained
clinicians (Kobak, Greist, Jefferson, Mundt, & Katzelnick, 1999).

Some disorders, however, may be harder to diagnose over the phone. For example, Rohde et al.
(1997) found poor agreement between telephone and in-person assessments of adjustment
disorder with depressed mood, but not for other disorders assessed in their study. Voice-
automated telephone technology also makes it possible to use phones to conduct automated
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screening and assessment. For example, Xu et al. (2012) described and provided preliminary
psychometric data for a voice-automated PTSD screening and monitoring program that is still in
development. Phones can also be used to provide ongoing assessment and monitoring for clients
with mental illness and to improve self-care and medication compliance. For example, Maust et
al. (2012) found that a Commonwealth of Pennsylvania program that used telephones to provide
regular clinical assessments and feedback to older adults taking psychotropic medications was
associated with significantly greater medication regimen compliance and significantly greater
improvements in depressive symptoms and overall mental well-being than found in older adults
using standard services alone.

Screening and assessment using video conferencing

Assessments conducted using video conferencing have also been found to be accurate in a
number of studies (Bickel et al., 2011; Garcia-Lizana & Mufioz-Mayorga, 2010a; Norman, 2006;
Sharp et al., 2011). For example, Singh, Arya, and Peters (2007) compared assessments
conducted using video conferencing technology with ones conducted in person with the same
group of 37 consecutive admissions to a community mental health facility, and they found
substantial agreement in almost every area. The one exception to this was in the assessment of an
individual’s risk to others (but not to self).

A meta-analysis of 14 studies that included data from objective assessments conducted using
video conferencing over the Internet and comparison data from in-person interviews found no
differences in assessments conducted using the two methods (Hyler et al., 2005). The authors
did, however, find that low bandwidth may be less effective. In its review of video conferencing,
the ATA (2009) concluded that there is good evidence showing that clients adapt to assessment
interviews conducted with video technology and respond with as much information as they
would if assessed in person. They also noted anecdotal evidence that people with certain
disorders (i.e., PTSD, agoraphobia, eating disorders) may feel safer if assessed using this
technology.

Another review by Richardson et al. (2009) found strong evidence that clinical assessments
conducted using video conferencing technology were as reliable as assessments conducted in
person. Other reviews of video conferencing have also concluded that the technology is reliable
for conducting assessments and psychiatric interviews (Sharp et al., 2011, Simpson & Morrow,
2010). In a study of video conferencing as a means of conducting psychiatric interviews, which
involved 43 interviews of 14 different clients, Turner (2001) found that both the psychiatrists
who performed assessments and the clients who received them had a favorable attitude toward
the technology.

Yellowlees et al. (2012) evaluated the feasibility of using asynchronous mental health
evaluations that involved video sent via the Internet. In that study, psychiatric interviews were
conducted by a primary care doctor using the Mini-International Neuropsychiatric Interview and
recorded for viewing by a psychiatrist at a later time, who in turn provided a psychiatric
diagnosis. The authors found that the process worked well and enabled psychiatrists to observe
and diagnose clients who would not otherwise be able to see such professionals because of a lack
of mental health professionals in their area. However, some research indicates that certain
aspects of assessment (e.g., assessing negative symptoms of psychosis) may be more accurate
when done with higher-bandwidth connections (Sharp et al., 2011). Maheu and colleagues
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(2004) discussed in greater detail these and other important technical aspects of video
conferencing in relation to behavioral health services. There are also some indications that
substance use disorders may not be assessed as accurately using video conferencing as they are
when assessed in person (Shore, Savin, Orton, Beals, & Manson, 2007).

Web-based screening and assessment

Computerized assessments have been developed for a large number of instruments, and research
generally indicates that computer delivery is effective for screening and assessing most clients.
Butcher et al. (2004) reviewed research on the use of computerized assessment in three areas:
personality assessment, neuropsychological assessment, and computerized adaptive testing
(CAT). They cited research supporting the use of computers in all three areas, concluding that
these methods are effective and that their use improves behavioral health services. Research has
also indicated that, in general, clients seeking treatment for mental illness respond favorably to
automated assessments (Hile & Adkins, 1997).

Many well-known and often-used instruments have been adapted for the computer, but a
complete list of all computerized assessments is beyond the scope of this literature review.
Butcher, Perry, and Atlis (2000) reviewed earlier literature on the validity and utility of some of
the most widely used instruments, including iterations of the Minnesota Multiphasic Personality
Inventory, the World Health Organization Composite International Diagnostic Interview, and the
Computerized Diagnostic Interview Schedule. For some clients, completing a computerized or
Web-delivered assessment is preferable to answering questions delivered by another person, as
the latter may be more embarrassing (Butler, Villapiano, & Malinow, 2009; Joinson & Paine,
2007; Lessler, Caspar, Penne, & Barker, 2000; Newman et al., 2010). Computerized assessments
can also help ensure standardized delivery and completeness of data (Newman et al., 2010).

Guided assessment

Technology is now available that can guide clients through a self-assessment process using audio
instructions, a process known as audio computer-assisted self-interviewing (ACASI). Chinman et
al. (2007) conducted a feasibility study of ACASI in mental health clinics and found that it was
well-received by providers and by clients with serious mental illness. The same type of system
was also evaluated for use with a more extensive interview—that used in a National Household
Survey on Drug Abuse (Lessler et al., 2000). The ACASI version of the survey was given to
1,982 respondents and was found to improve reporting of drug use among young people and to
be helpful in correcting inconsistencies in reporting, and it was particularly useful for
respondents who would have had problems with text-based questions.

Adaptive testing

Another way that new technology can improve assessment is through the application of CAT
techniques, which use answers from prior questions to select only the necessary questions for the
assessment and thereby decrease the amount of time required to give and score the instrument
(Butcher et al., 2004). Butcher and colleagues (2004) reviewed earlier research on the use of
adaptive testing in behavioral health services. When Gibbons and colleagues (2008) combined
item response theory and CAT to study features of the 626-item Mood and Anxiety Spectrum
Scales with 800 clients, they found that 95 percent of participants (765 clients) preferred
answering the questions using a computer rather than a paper-and-pencil method.
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Web-based screening and assessment instruments

In general terms, simple screening instruments and surveys are as likely to be valid when
delivered over the Internet as when delivered by mail (Ritter, Lorig, Laurent, & Matthews,
2004). However, more complex assessment instruments may not adapt equally well to Internet
use, as factors such as social desirability, willingness to self-disclose, and computer anxiety may
affect the validity of online assessment (Vallejo, Jordan, Diaz, Comeche, & Ortega, 2007).
Butcher and colleagues (2004) also discussed some potential problems involved in online
psychological assessment; these included ensuring equivalent test-taking attitudes, test norms
that are appropriate for Internet delivery, test validity, and test security.

The delivery via the Internet of a number of specific instruments has been evaluated. For
example, Vallejo et al. (2007) evaluated whether or not the psychometric properties of the
General Health Questionnaire-28 (GHQ-28) and the Symptoms Check-List-90-Revised (SCL-
90-R) varied when administered over the Internet versus with paper and pencil. They found that
the psychometric properties of the GHQ-28 were similar for both delivery methods and thus
recommended the Internet version for use. However, although the SCL-90-R had high internal
consistency regardless of the delivery method, the paper version produced higher scores, and the
authors therefore could only recommend its online version as a general index of mental disorder
symptoms but not as an assessment instrument. The Neuropsych Questionnaire is another
example of a computerized assessment instrument that can be delivered by computer either over
the Internet or in an office (Gualtieri, 2007). The instrument, which evaluates 20 different
clusters of symptoms, was found to be reliable, to effectively discriminate different diagnoses,
and to produce results comparable with those produced by other well-known scales.

A number of screening and assessment instruments have also been developed specifically for
delivery over the Internet. For example, the Web-Based Screening Questionnaire is a brief
screening instrument developed for use online; it screens for major depression, alcohol use
disorders, GAD, PTSD, social anxiety disorder, panic disorder, agoraphobia, specific phobia, and
OCD (Donker, van Straten, Marks, & Cuijpers, 2009). The specificity and sensitivity of the
instrument varied according to the particular diagnosis, but after modifications were carried out
following this initial research, all scores fell within an acceptable range (0.72—1.00 for sensitivity
and 0.44-0.77 for specificity). Another example is the Web-Based Depression and Anxiety Text,
which is a self-report screening instrument originally developed for use in primary care settings.
It screens for most anxiety disorders (except GAD) and depression with good sensitivity (0.71—
0.95) and specificity (0.87-0.97; Farvolden, Cunningham, & Selby, 2009; Farvolden, McBride,
Bagby, & Ravitz, 2003).

One potential concern with Internet screening instruments is whether users will seek treatment if
they screen positive for a disorder. Van Ameringen, Mancini, Simpson, and Patterson (2010)
evaluated the use of MACSCREEN, an online screening program for mood and anxiety
disorders, and found that the majority (60.3 percent) of the 302 users in their evaluation said they
would use the information provided to seek further assessment/treatment. The majority of users
(62.3 percent) also indicated that they used the assessment Web site because they were already
concerned that they had a problem with anxiety. Computer- or Web-delivered screening
instruments can be more easily tailored to specific populations or for specific disorders and can
reach a wide audience at a relatively low cost compared with interventions delivered in person.
Houston et al. (2001) evaluated a Web-based depression screening program that used a
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computerized version of the CES-D to screen a large (N=24,479) general population sample. The
screening program used a cutoff score of 22 or greater on the CES-D to indicate a high
probability of clinical depression, and individuals with scores in that range were advised to seek
professional help. More than half (58 percent) of those who took the screening test had scores of
22 or higher. The Web-based screening—compared with earlier, in-person, general population
depression screenings—had a larger percentage of younger participants but a smaller percentage
of people of color. The overall cost per person for the screening was quite low.

Le, Perry, and Sheng (2009) evaluated both in-person and Web-delivered versions of a screening
instrument (the Postpartum Depression Screening Scale) with a convenience sample of women
who had recently given birth and found that it had excellent internal consistency and construct
validity. They also found that women who chose online rather than in-person screening were
significantly more likely to be screened as at risk for postpartum depression and were more
likely to be Asian or Latina.

Screening and assessment using mobile technology

The use of handheld devices allows for ecological momentary assessment, also known as
structured momentary assessment, a process whereby clients can report real-time information
about symptoms, experiences, feelings, cravings, or other factors associated with their
disorder(s). This technique has been used to assist in the treatment of schizophrenia (Granholm,
Loh, & Swedsen, 2008), PTSD (Smith, Harms, et al., 2012), and drug use disorders (Freedman et
al., 2006; Lin, Vahabzadeh, Mezghanni, Epstein, & Preston, 2005), as well as nicotine
dependence, anxiety symptoms, and eating disorder symptoms (Heron & Smyth, 2010).
Handheld devices have also been used in research studies to evaluate symptoms among people
with major depression or BPD (aan het Rot, Hogenelst, & Schoevers, 2012; Santangelo, Bohus,
& Ebner-Priemer, 2014).

Ecological momentary assessment may be more effective for some clients than others. A French
study involving 109 clients of an outpatient substance use disorder treatment program found that
individuals in treatment for cannabis use disorders were significantly less likely than those in
treatment for alcohol, opioid, or tobacco use to agree to participate in such an assessment and
were less likely to respond to requests for information after agreeing (Serre et al., 2012).
Individuals with tobacco dependence had the highest rate of participation and compliance.
Another study comparing daily mood assessment using a mobile phone application with the
assessment using paper and pencil (N=40) for individuals with BPD found significantly worse
compliance and significantly greater variability among individuals who used the application than
among those who used a more traditional method, suggesting some potential problems using the
technology with that population (Depp, Kim, de Dios, Wang, & Ceglowski, 2012). However, the
authors also found greater agreement between self-assessments reported using the mobile phones
and clinicians’ rating of depression and manic symptoms than with those reported using paper
and pencil, suggesting that there was also a potential benefit to the phone-based method.

Use in Treatment of Anxiety Disorders

A variety of computerized and phone-delivered interventions have been developed to aid in the
treatment of anxiety disorders, and in general, they have been found effective in reducing anxiety
and superior to waitlist controls or placebos, with some studies indicating a level of effectiveness
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comparable with therapist-delivered treatment (Andersson, 2009; Cuijpers, Donker, van Straten,
Li, & Andersson, 2010; Furmark et al., 2009; Griffiths, Farrer, & Christensen, 2010; Morgan &
Jorm, 2009; Newman et al., 2010; Newman et al., 2011a; Reger & Gahm, 2009). A meta-analytic
review on the use of computers in therapy for anxiety disorders by Cuijpers et al. (2009) found
that such interventions did not differ significantly in effectiveness from in-person interventions
according to a number of different comparisons, but they also noted that other factors relating to
differences in the studies could have affected this finding.

Newman and colleagues (2010), in their review of the research on computer/Web-delivered
interventions for anxiety disorders, also noted that there are good data supporting the use of such
interventions for treating panic disorder and SAD/social phobia, and fewer, but also good,
studies indicating that computerized interventions (in the form of VRET) helped in the treatment
of some specific phobias (particularly fear of flying and acrophobia, but not spider phobia). Also,
some limited research has found computerized interventions useful for PTSD and GAD, but not
enough data are available to make recommendations for the treatment of those disorders. For
treating OCD, data indicate that computerized interventions may be useful if integrated with
some therapist contact, but not as stand-alone treatments.

A review by Newman, Szkodny, Llera, & Przeworski (2011b) summarized a larger group of
research findings regarding the use of computer interventions that require little or no therapist
contact. Specifically, the authors concluded that there was good evidence supporting the use of
computerized interventions for mixed anxiety disorders, panic disorder, and SAD. For panic
disorder, the best strategy appeared to be a combination of minimal therapist contact (as little as
150 minutes for a course of treatment) and Web-based or computer-based treatment, which could
be enhanced by also including a stress management component. In the case of SAD,
predominantly self-guided computerized interventions focusing on attention retraining and
exposure appear to be effective if delivered in a clinical setting, but some minimal level of
therapist contact is probably needed for therapy delivered in the client’s home. Although some
evidence supported the effectiveness of computerized interventions for GAD, OCD, and PTSD,
the authors cautioned that more thorough research on the utility of such approaches is needed.

In the treatment of simple phobias, Web-delivered or computer-delivered interventions (usually
using VR hardware and software) show promise as treatments for claustrophobia, driving phobia,
flying phobia, and spider phobia, but more research is needed, as studies to date have had
significant flaws (Newman et al., 2011b). Newman and colleagues (2011b) cautioned, however,
that the research also indicates a greater problem with compliance for clients who use these
technologies with little or no contact. They also noted that many of the studies they reviewed had
serious methodological problems, including a lack of follow-up assessments, small sample sizes,
a failure to compare computerized treatments with other active treatments as well as with no-
treatment control groups, a tendency to evaluate changes in symptom levels but not clinically
significant changes (i.e., whether the individual obtains remission from the disorder), a failure to
provide sufficient information about the hardware and software used, and a failure to use a
diverse (culturally and in other ways) population of participants.

Another review by Reger and Gahm (2009) of 19 studies of computerized interventions for
anxiety (including both those that did and those that did not use the Internet) also found support
for their use; such interventions were superior to no-treatment or placebo controls for treating
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panic disorder and specific phobias, and limited data suggested that they were more effective
than no treatment or placebo for PTSD. In addition, computerized interventions for panic
disorder appeared to be as effective as treatment as usual involving CBT delivered in person.
These interventions also appeared to be as effective for subclinical anxiety symptoms as they
were for treating anxiety disorders (for more information on this topic, see the forthcoming TIP,
Managing Anxiety Symptoms in Behavioral Health Services [SAMHSA, planned a]). A number
of phone and Web interventions for treating anxiety symptoms and/or anxiety disorders fall into
the category of self-guided interventions (in which case, a staff person, either in person or by
telephone, guides the client in the use of a computer program or printed materials; Morgan &
Jorm, 2009). A review by Cuijpers et al. (2010) found that self-guided interventions (involving
interventions that typically made use of phone contact with a therapist) were at least as effective,
and possibly slightly more effective, than therapist-delivered treatment for panic disorder, social
phobia, and specific phobias.

Research suggests that clients receiving online treatment for anxiety are able to establish
relationships with counselors that are as stable and positive as those found in treatment provided
in person, but the quality of the working alliance between client and counselor may have less
effect on clients receiving Web-based treatment (Knaevelsrud & Maercker, 2006). However,
depending on the type of anxiety disorder being treated and client characteristics, it may be
preferable to have at least some counselor contact (Newman et al., 2011a). Research involving
palmtop computers in the treatment of both GAD and panic disorder has indicated that using
such technology reduces costs compared with standard, in-person CBT (Newman, Kenardy,
Herman, & Taylor, 1997; Newman, Consoli, & Taylor, 1999; Newman et al., 2010). The
sections that follow discuss some specific approaches to treating anxiety that can be delivered
using phone or computer technology and how such technology can be used to treat specific
anxiety disorders. Studies are included if they were not included in the reviews discussed
previously or if they had results that warranted particular attention.

CBT

Most of the interventions available for treating anxiety via computer use CBT techniques that
have been found effective at reducing anxiety/treating anxiety disorders in other settings and that
typically adapt well to computer delivery (Newman et al., 2010). Reviews that focus on Web-
and computer-based CBT interventions for anxiety have found them to be superior to control
conditions. Griffiths et al. (2010) reviewed randomized controlled trials of Web-based CBT
interventions and determined that, with one exception, these interventions were associated with
better outcomes than no-treatment control groups in at least one area evaluated. For interventions
treating panic disorder or SAD/social phobia, effect sizes were comparable with those seen in
studies of interventions delivered in person. However, the authors cautioned that in many of the
studies evaluated, self-selected participants were used. A major focus of Andersson’s (2009)
article on Web-delivered CBT is the use of such techniques for anxiety disorders. He also found
good evidence to support the use of such interventions for panic disorder and SAD and
promising evidence supporting their use to treat PTSD.

GAD

Researchers in Australia developed and evaluated a Web-based CBT treatment for GAD (the
Worry programme; Titov, Andrews, Robinson, et al., 2009). They randomly assigned 48
individuals to treatment or to a no-treatment control group and assessed them after the 9 weeks
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required for the delivery of the intervention (an assessment completed by 20 individuals in the
treatment group and 19 in the control group). At the conclusion of treatment, participants who
received the intervention had significantly lower symptoms of worry (as measured by both the
Generalized Anxiety Disorder—7 Item Scale and the Penn State Worry Questionnaire) and
symptoms of depression (according to the PHQ-9) than did those in the control group.
Individuals with GAD (N=29) who used an attentional bias modification software program
experienced significant reductions in anxiety and anxiety symptoms, according to both the State
and Trait measures from the Spielberger State—Trait Anxiety Inventory, the SCID-IV Anxiety
Disorders Module, the Worry Domains Questionnaire, and the Penn State Worry Questionnaire
(Amir, Beard, Burns, & Bomyea, 2009).

Social anxiety disorder/social phobia

Populations who might otherwise avoid contact with others, such as people with SAD
(Andersson, 2009; Erwin, Turk, Heimberg, Fresco, & Hantula, 2004) or high levels of
agoraphobic avoidance (Andersson et al., 2008), may be more comfortable seeking treatment
over the Internet than in person. Thus, Web-based interventions may be especially promising for
treating SAD. Andersson (2009) reviewed studies by three groups of researchers of Web-based
treatments for SAD that use CBT principles and therapist guidance. All three have had positive
results. He noted that although some may believe that Web-based therapy is not appropriate for
people with this disorder, the fact that people with SAD are extensive users of the Internet,
combined with the ability of these approaches to make them more comfortable in the early stages
of treatment, suggests that they may provide effective treatment for clients who would not
otherwise seek it.

Research on Web-based treatments for SAD includes a 30-month follow-up on a Swedish study
included in Andersson’s (2009) review, in which 77.2 percent of the original 57 participants
were contacted for a follow-up interview (Carlbring, Nordgren, Furmark, & Andersson, 2009).
At the 30-month follow-up, the authors found that significant improvements in all primary
measures observed at the conclusion of the intervention continued with large effect sizes for
those measures. In another Swedish study, Furmark et al. (2009) conducted two trials of a Web-
based CBT treatment for SAD, comparing it with three different groups: bibliotherapy with
online participant discussions, a waiting list, and (in the second trial only) Web-delivered applied
relaxation training. Both the online CBT and the bibliotherapy were associated with significantly
better outcomes in terms of social anxiety symptoms, general anxiety symptoms, depression, and
quality of life compared with the waitlist control. Improvements in those areas continued at a 1-
year posttreatment assessment. Effect sizes were somewhat larger for online CBT than for
bibliotherapy and were comparable with those found in trials of online CBT with additional
support from therapists, leading the researchers to conclude that feedback from therapists was
not necessary for the interventions to be effective.

In a Swiss study, Berger, Hohl, and Caspar (2009) evaluated a Web-delivered treatment for SAD
using a sample of 53 individuals randomly assigned to the treatment or to a waitlist control
group. They found that significant improvements occurred more often with intervention
participants (58 percent) than with individuals in the control group (20 percent). Titov, Andrews,
Choit, et al. (2009) found that individuals with social phobia disorder had significantly better
compliance with treatment and better outcomes when using a Web-based CBT treatment if they
also received weekly phone calls from a physician than if they only received automated email
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messages. However, in another study of Web-based CBT treatment for social phobia disorder,
Titov, Andrews, Schwenke, et al. (2009) compared outcomes for those who, in addition to the
online treatment, received weekly phone calls from a research assistant with those who were
given the opportunity to participate in an ongoing, therapist-monitored discussion group. Both
groups had comparable effect sizes with respect to reductions in social phobia symptoms on
multiple measures, with effect sizes being somewhat (but not significantly) larger across
measures for the Internet forum group. The time spent by staff members was also similar for the
two groups (38 minutes per participant for the phone contact and 37 minutes per participant for
the Internet forum).

An Australian study (Andrews et al., 2011) that compared Web-delivered CBT for SAD with
CBT delivered in person also found no significant differences in social anxiety outcomes (both
interventions achieved similar improvements), but it did find that substantially fewer clinician
hours were required for the Web-based intervention (an average of 18 minutes per client) than
for the intervention provided in person (an average of 240 minutes per client). In another
European trial of Web-delivered CBT (Berger, Caspar, et al., 2011), 81 individuals with SAD
were randomly assigned to receive a self-guided intervention alone, the intervention with
additional email support from a therapist, or a self-guided intervention with optional email and/or
telephone support according to client demand. These researchers found significant symptom
reductions for all three treatment arms, but there were no significant differences among the
groups in terms of social anxiety symptom levels, remission from SAD, dropout rates, treatment
compliance, or the probability of clinically significant change.

Some research has found that cognitive bias modification software (which is intended to change
users’ cognitive biases, as discussed more fully in the “Interventions To Reduce Trait Anxiety
and Subclinical Anxiety Symptoms” section) shows promise as a treatment for SAD, but other
studies have failed to replicate these findings (Emmelkamp, 2012). For example, a small (N=36)
study of a cognitive bias modification program for SAD did find significantly greater reductions
in trait anxiety and social anxiety symptoms in the treatment group than in a placebo control at
the time of a 4-month follow-up assessment, with 72 percent of those in the treatment group no
longer meeting criteria for SAD at the conclusion of the treatment compared with 11 percent of
those in the control group (Schmidt, Richey, Buckner, & Timpano, 2009). Beard, Weisberg, and
Amir (2011), in a small (N=32) randomized controlled study, compared individuals receiving
another computerized bias modification intervention for treating SAD (Attention and
Interpretation Modification for SAD) with a group who used a similar software program without
the same therapeutic content. Compared with those in the control group, participants who
received the intervention had significantly greater reductions in social anxiety symptoms and
performed better on a behavioral task intended to evaluate their level of social anxiety.

However, one study was unable to find any significant improvements associated with a cognitive
bias modification intervention for SAD (Julian, Beard, Schmidt, Powers, & Smits, 2012), and
another found no additional benefit in adding cognitive bias modification to standard CBT
(McEvoy & Perini, 2009). Based on a review of this literature, Emmelkamp (2012) concluded
that although cognitive bias modification software may be effective at treating subclinical SAD
symptoms, there are more effective computerized interventions already available for SAD.
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Research suggests that Web-based interventions are a cost-effective means of treating
individuals with SAD. One Swedish study compared cost-effectiveness for a Web-based CBT
treatment for SAD with a similar CBT intervention delivered in groups and found that, although
both were about equally effective in reducing social anxiety symptoms, costs were significantly
lower for the Web intervention (Hedman et al., 2011).

Panic disorder

Researchers in the Netherlands evaluated 3-year outcomes for clients who received a Web-based
CBT treatment for panic symptoms, which included computerized homework assignments and
individualized therapist feedback (Ruwaard, Broeksteeg, Schrieken, Emmelkamp, & Lange,
2010). Individuals who had chronic panic attacks were randomly assigned to a treatment group
(n=27) or to a waitlist control group (n=31), and the authors used an intent-to-treat analysis to
evaluate outcomes. Following treatment, participants who received the intervention had
significantly better outcomes in a number of areas, including panic attack intensity (rated on a
10-item Likert scale; p<.001), panic disorder severity (Panic Disorder Severity Scale-Self Rate
[PDSS-SR]; p<.027), anxiety symptoms (Depression Anxiety Stress Scales [DASS]; p<.023),
depressive symptoms (DASS; p<.015), and past-week panic attack intensity (p<.005). Following
this initial trial, waitlist participants also received the intervention, and results were pooled for
the two groups in evaluating outcomes 3 years later. At that time, using data obtained prior to
follow-up for missing individuals, the authors found that 68 percent of participants reported no
panic attacks during the prior week; 83 percent had PDSS-SR scores that did not indicate a
current panic disorder.

In an Australian study of a Web-delivered intervention, researchers randomly assigned
individuals who had panic disorder with agoraphobia to an online CBT intervention group
(n=32) or to a waitlist control group (n=27; Wims, Titov, Andrews, & Choi, 2010). In each
group, 22 individuals completed the posttreatment assessment, and 21 in the intervention group
completed an assessment 1 month later. The researchers found that participants who received the
intervention, compared with those in the control group, had significantly lower panic symptoms
as measured by the PDSS-SR, the Body Sensation Questionnaire, and the Agoraphobic
Cognitions Questionnaire. Also, panic attacks declined for participants in the intervention group
from a mean of 8.03 in the prior 4 weeks at the start of treatment to 3.72 at the end of treatment
and 2.76 at the 1-month posttreatment assessment (by comparison, the number of attacks for
those in the control group rose from 5.84 to 8.20 at the first assessment and 8.6 at the second).
The effect sizes for the intervention were comparable with those seen in other online CBT
treatments and some in-person CBT treatments for panic disorder.

In an earlier Australian study, Kiropoulos et al. (2008) randomly assigned 86 individuals with
panic disorder (some with and some without agoraphobia) to receive either a Web-based CBT
treatment (Panic Online) or standard, best-practice CBT for panic disorder delivered in person.
They found both interventions to be about equally effective, and participants in both groups
showed significant improvements in terms of therapist-rated panic disorder severity; self-
reported panic severity; frequency of panic attacks; anxiety, depression, and stress (measured
with the DASS); and quality of life (World Health Organization Quality of Life-Brief).
Participants who received in-person treatment did find greater enjoyment in their therapeutic
interactions, and their therapists gave them higher ratings for treatment compliance and
understanding. However, the online treatment required significantly less time from therapists.
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Yet another study of Web-based CBT for panic disorder (N=55), conducted in Australia by
Klein, Richards, and Austin (2006), compared a Web-based intervention that featured limited
email contact with a printed CBT self-guided manual combined with phone contact with a
therapist; they found no significant differences in terms of improvements in self-rated physical
health and decreases in panic disorder symptoms, panic-related thought, and negative affect.
However, the Web-based intervention was associated with better outcomes in terms of
agoraphobia (as rated by staff people), and both interventions were superior in all outcomes
compared with an information-only control group. As noted previously, other research from this
group did not find any significant benefit in increasing the frequency of therapist email contact
from once a week to three times a week when using Web-based CBT for panic disorder (Klein et
al., 2010).

Carlbring and colleagues (2005) studied an intervention providing Web-based CBT with
minimal therapist email contact and compared it with in-person CBT in a group of 49 clients
with panic disorder and found the two about equally effective. In a reanalysis of data from this
earlier study, Andersson and colleagues (2008) determined that individuals with high levels of
agoraphobic avoidance (on the Agoraphobic Cognitions Questionnaire) had significantly better
outcomes in Web-based treatment than when receiving in-person treatment. The authors
suggested that this is likely because in the early phases of treatment, the use of the Internet
helped these clients overcome resistance to help-seeking and/or leaving home for appointments,
but they noted that in later phases, both treatment conditions exposed individuals to anxiety-
provoking situations. They also found that individuals with co-occurring personality disorders
fared better with in-person treatment than Internet-delivered treatment.

PTSD

Amstadter, Bromon-Fulks, Zinzow, Ruggiero, and Cercone (2009) reviewed research concerning
Web-based interventions for problems that can stem from trauma exposure, including
subdiagnostic levels of PTSD symptoms, substance use disorders, and depression. However,
only four of the interventions they reviewed specifically treated PTSD symptoms. They
concluded that, although the results of these studies are promising, more research is needed.
Another review by McLean et al. (2010) was more thorough in its consideration of technology as
useful in the treatment of PTSD, and it addressed such issues as the use of VRET in addition to
Web- and computer-based interventions. These authors observed that such interventions have
been found to be associated with significantly better outcomes than waitlist controls or
supportive therapy, but they were unable to identify any studies that compared in-person and
computerized CBT intervention for PTSD. They concluded that computer technology can
increase access to care for people with PTSD by bridging geographical distances, making care
available for people who would otherwise have to wait for open treatment slots, providing cost-
effective interventions that can reach people who do not have the economic resources or
insurance coverage for care, and providing a greater sense of protection for clients who might
prefer the more anonymous interactions of a computerized intervention. Additionally, they noted
that computerized treatment elements can enhance and improve existing interventions (e.g.,
tailored psychoeducation, computerized self-monitoring, VRET).

Specific computer- and Web-delivered interventions for treating PTSD include the Interapy
program available in Dutch, a CBT treatment that provides exposure therapy over computers
with supervision from a therapist, which is included in the reviews discussed in the “Treatments
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for Multiple Anxiety Disorders” section (Lange, van de Ven, & Schrieken, 2003). Early research
found that participants who received the intervention had significantly greater reductions in
trauma-related symptoms and improvements in mood and anxiety compared with individuals
assigned to a waitlist-only control group (Lange, Rietdijk et al., 2003). More recent reports
appear to confirm the utility of the intervention in reducing PTSD symptoms and improving
functioning, but those studies are only available in Dutch.

Another partially computerized CBT treatment for PTSD, which is being used by VA and the
U.S. military, is the Delivery of Self-Training and Education for Stressful Situations (DE-
STRESS) intervention (which also makes use of some in-person or telephone interviews). This
intervention is also included in the previously cited reviews. The intervention teaches clients
techniques to help them cope with situations that bring on recall of traumatic events and to assist
them in managing negative affect (Litz, Engel, Bryant, & Papa, 2007). In a research trial, DE-
STRESS (n=24) was compared with another Web-based intervention that used supportive
counseling (n=21); among treatment completers (about 30 percent of participants dropped out
from both treatment arms), those who used DE-STRESS had, at a 6-month follow-up
assessment, significantly lower anxiety (measured with the Beck Anxiety Inventory [BAI]),
depression (measured with the BDI), and PTSD symptoms (using the PTSD Symptom Scale—
Interview Version), and they were significantly less likely to meet clinical criteria for a PTSD
diagnosis (Litz et al., 2007).

Klein et al. (2010) conducted an evaluation of an online CBT treatment for PTSD in Australia
with 22 clients who had PTSD and were assessed at baseline, immediately after treatment, and 3
months after treatment. Treatment consisted of a 12-week psychoeducational intervention
provided online with support from a trained therapist. The authors found that, at the 3-month
assessment, 77 percent of participants no longer met diagnostic criteria for PTSD. The majority
(69 percent) of participants rated the intervention positively, and the average therapist time
required per client was relatively low (194.5 minutes).

In another Australian study, individuals with PTSD were randomly assigned to either a waitlist
control group (n=21) or to a group using a Web-based PTSD treatment (n=23), which included a
therapist-moderated online discussion forum, automatic reminder emails, and instant messaging
chats with a therapist, with a mean therapist time of 104 minutes per client (Spence et al., 2011).
Using an intent-to-treat analysis, the authors found that those who received the intervention had
significantly lower levels of PTSD, depressive, and GAD symptoms following treatment than did
members of the control group, but no significant differences were found in terms of psychosocial
impairment (as measured with the Sheehan Disability Scale). Another study of a Web-based
PTSD treatment conducted with German-speaking clients (N=34) provided data from a 1.5-year
follow-up period (Knaevelsrud & Maercker, 2010). The authors found that significant reductions
in intrusion, avoidance, and hyperarousal PTSD symptoms (evaluated using the Impact of Event
Scale) measured at the end of treatment were maintained at the 1.5-year follow-up, as were
significant reductions in anxiety and depression symptoms (evaluated with the SCL-90-R).

Possemato, Ouimette, and Knowlton (2011) conducted a pilot study of a brief, self-directed,
Web-based intervention (written emotional disclosure [WED]) with 31 combat veterans who had
screened as likely having PTSD. Participants were randomly assigned to use the intervention or
to a control condition that used a Web page to discuss time management. Both intervention and
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control conditions involved written text and took place in three 20-minute sessions. There were
no significant differences between the two groups in terms of reductions in PTSD symptoms, but
the authors observed that participants who expressed more emotional content and thoughts
related to their traumatic experiences were significantly more likely to have decreases in PTSD
symptoms if they used the WED intervention.

McLean and colleagues (2010) and Gerardi et al. (2010) both reviewed research on VRET for
treating PTSD and noted that case studies, nonrandomized studies, and one small randomized
controlled trial suggest that this is a useful method for delivering exposure therapy. VRET,
which uses computers and special equipment to create a three-dimensional simulation of the
world, was originally used to assist in the treatment of specific phobias (Rothbaum, Rizzo, &
Difede, 2010). In addition to providing audio and visual content, new innovations in VRET
allow for the addition of olfactory and tactile stimuli (Rizzo, Rothbaum, & Graap, 2007).
Developers have created specific programs to simulate environments in which trauma may have
originally occurred, including the Vietnam War, the Iraq and Afghanistan Wars, the World Trade
Center attack, terrorist bus attacks in Israel, and the Portuguese colonial wars in Africa
(Rothbaum et al., 2010).

As an example of VRET research, Difede, Cukor, Patt, Giosan, and Hoffman (2006) compared
outcomes for nine individuals who used a VRET program that simulated the attack on the World
Trade Center and eight who were on a waitlist for treatment. Most participants were disaster
relief workers, and all had experienced trauma as a result of the attack; six of the nine who used
VRET had failed to have a response to exposure therapy in prior treatment attempts. They found
that those who received the intervention had significant decreases in PTSD symptoms (measured
with the Clinician-Administered PTSD Scale), and five participants no longer met criteria for
PTSD at the end of treatment, whereas individuals in the control group had no significant
decreases in PTSD symptoms, and all were still diagnosed with PTSD.

Preliminary data on the first 20 treatment completers of the Virtual Iraq VRET program also
suggest that it is an effective intervention (Rizzo et al., 2010). Participants had significant
decreases in PTSD symptoms (as measured with the PTSD Checklist—Military Version), and 16
of the 20 no longer met diagnostic criteria for PTSD at the conclusion of treatment. An
evaluation of VRET for 24 active-duty soldiers who had been deployed to either Iraq or
Afghanistan also found significant decreases in PTSD symptoms following its use, with 62
percent (n=15) experiencing at least an 11-point decrease in PTSD Checklist-Military Version
scores (Reger et al., 2011). A Spanish study also evaluated a VR CBT intervention for PTSD as
well as other stress-related disorders (i.e., adjustment disorder, pathological grief) with a group
of 39 clients (10 with PTSD) and found the intervention to be as effective as CBT delivered in
person (Bafios et al., 2011).

Advantages of VRET over other forms of exposure therapy include the therapist’s ability to
share the experience of the trauma with the client, the ability to recreate traumatic experiences
that would be too difficult and/or costly to do in real life, the ability to subtly adjust the client’s
experience, and the ability to recreate a more realistic simulation (Rothbaum et al., 2010).
Potential disadvantages of the technology include the possibility of hardware or software
malfunctions that could interrupt the therapy, the expense involved in creating a specific
simulated environment, and the possibility that some clients may be distracted by the technology
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instead of focusing on the experience it presents (Rothbaum et al., 2010). See Part 1, Chapter 1
of this TIP for more information on VR.

Telephone-delivered CBT has been used successfully to treat PTSD symptoms and reduce
psychological distress among people who have undergone a potentially traumatizing medical
procedure (hematopoietic stem-cell transplantation), although individuals did not necessarily
meet criteria for a PTSD diagnosis (DuHamel et al., 2010). Participants in the study (N=89)
received either 10 sessions of phone-delivered CBT or assessment only; compared with the
control group, those who received the intervention reported significantly fewer PTSD symptoms
as well as fewer symptoms of depression, even after controlling for demographic and medical
factors. These benefits persisted at a final follow-up assessment 1 year after the study began. For
information on PTSD Coach, a smartphone app for veterans developed by VA’s National Center
for PTSD and DoD’s National Center for Telehealth and Technology, see Part 1, Chapter 1 of
this TIP.

PTSD treatment can also be delivered using video conferencing. In a Canadian study, 16 clients
with PTSD receiving CBT via video conferencing were compared with 32 clients who were
treated in person (Germain, Marchand, Bouchard, Drouin, & Guay, 2009). Both groups
experienced significant improvements in PTSD symptoms and overall functioning, and no
significant differences in these outcomes were observed between the groups. In a nonrandomized
study, Gros, Yoder, Tuerk, Lozano, and Acierno (2011) evaluated exposure therapy for PTSD
delivered using video conferencing. They compared outcomes for 62 veterans with PTSD who
received exposure therapy using video conferencing and 27 who received it in person. Despite
both groups experiencing significant reductions in measures of PTSD symptoms (PTSD
Checklist-Military) and symptoms of depression (BDI) following treatment, those who received
treatment in person had significantly greater reductions, after controlling for pretreatment scores,
than did those who used video conferencing. However, the lack of random assignments may
have skewed the authors’ findings. The authors also noted that the effect sizes for reductions in
symptoms among those who used video conferencing were comparable with those typically
reported for exposure therapy, whereas the effect sizes for those who received treatment in
person were more robust than had been expected.

oCD

A few different computer- and phone-assisted interventions have been developed for treating
OCD and are reviewed by Moritz, Wittekind, Hauschildt, and Timpano (2011). These authors
briefly described interventions with published literature that have been found effective at
reducing OCD symptoms or otherwise assisting in OCD treatment (e.g., by reducing the required
length of time for traditional treatments). The interventions included in the review make use of a
variety of approaches and include a VR software program (Kirkby et al., 2000); a Web-based
CBT treatment for hoarding behaviors (Muroff, Steketee, Himle, & Frost, 2010); and a
behavioral intervention, known originally as BT Steps and more recently as OCFighter, that
makes use of computer and phone technology (Bachofen et al., 1999; Greist et al., 2002;
Kenwright et al., 2005; Marks et al., 1998). They also described an evaluation of a program for
children and adolescents with OCD that uses Web cams to deliver treatment over the Internet. Of
the programs intended for adults that are included in the review, BT Steps is the only one to have
been evaluated in a randomized controlled study, which found it superior to relaxation training
but inferior to therapist-guided behavioral therapy (Greist et al., 2002). Another study of BT
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Steps found a therapist-guided version to be superior to a version that relied solely on client
motivation to initiate therapist contact (Kenwright et al., 2005).

A review by Lack & Storch (2008) also found computer-based interventions effective in both
assessment and treatment of OCD. Lovell and Bee (2011) conducted another review of TAC for
OCD. They discussed most of the same studies cited in this section and also provided more.
Included in their review are five studies of computerized CBT (four of which involve the BT
Steps/OCFighter program), two studies of interventions using telephones to deliver CBT, one
study using video conferencing (for youth), and five studies of bibliotherapy.

Herbst et al. (2012) conducted a review of research involving the use of phone and computer
technology to assist in treating OCD. They reviewed 17 studies using telephone and computer
technology (15 of which were for adults). Based on their review, they concluded that these
interventions were effective at reducing OCD symptom severity and had effect sizes comparable
with in-person interventions. They observed that dropout rates were relatively high for these
interventions, but BT Steps was able to lower dropout rates and increase effect sizes by
introducing therapist-initiated phone contacts with clients. Computerized interventions, in
particular, may reach clients who would not otherwise seek treatment, often because of a high
degree of shame (a major barrier to treatment for people with OCD). They also observed that
studies typically excluded participants with certain co-occurring disorders (e.g., major
depression) and therefore these interventions may not be effective for those individuals. Some of
the studies reviewed did find smaller effect sizes for clients with hoarding symptoms; these
interventions may not be optimal for them.

Treatments for multiple anxiety disorders

Although most computer/Internet interventions are designed to treat a specific anxiety disorder, a
few programs are available that can treat multiple anxiety disorders, and in some cases,
depression or other mental disorders as well. For example, in Australia, Titov, Andrews,
Johnston, Robinson, and Spence (2010) developed and evaluated a Web-based CBT intervention
for anxiety symptoms and disorders, the Anxiety Program, which involved online lessons,
homework assignments, an online discussion forum, and weekly email or phone contact from a
therapist. They evaluated the intervention with individuals who had diagnoses of GAD, panic
disorder, and/or social phobia. Participants were randomly assigned to the intervention (n=42) or
to a waitlist control group (n=44). At a 3-month follow-up assessment, 32 individuals from the
treatment group and 36 from the control group were available; those who received the
intervention had significantly lower anxiety symptoms as measured by the Generalized Anxiety
Disorder—7 Item Scale, the Social Phobia Screening Questionnaire, and the PDSS-SR, although
they were not significantly lower on the Penn State Worry Questionnaire. At the end of
treatment, 40 percent of those who received the intervention were in remission from their anxiety
disorders compared with 8 percent of those in the control group.

More recently, the Anxiety Program was expanded to address depression as well as anxiety
disorders and was retitled the Wellbeing Program (Titov et al., 2011). In an initial evaluation, 77
participants with diagnoses of panic disorder, GAD, SAD, and/or major depression were
randomly assigned to an intervention group that used the program or to a waitlist control group.
A relatively high number of those who received the intervention (81 percent) completed all
treatment modules, and participants reported a high level of satisfaction with the program.
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Therapists spent a mean of 87.6 minutes per client. At the conclusion of treatment, participants
who used the Wellbeing Program had significantly lower levels of both anxiety and depression
symptoms than did those in the control group. At a 3-month posttreatment follow-up assessment,
62 percent of those who used the intervention no longer met diagnostic criteria for their primary
disorder, and 54 percent no longer met criteria for any of the four disorders treated by the
program. Dear et al. (2011) also evaluated a brief version of the Wellbeing Program that
presented material in five sessions rather than the eight originally required. This version of the
program was also very well-received by participants, who showed improvements in anxiety and
depression that were of a similar magnitude to those seen in evaluations of the full program, and
the mean amount of time per client spent by therapists for the entire intervention was reduced to
44.6 minutes.

In Sweden, Carlbring et al. (2011) evaluated yet another Web-based treatment for multiple
anxiety disorders (i.e., SAD, GAD, panic disorder) that included personalized feedback and
guidance from a therapist. The authors randomly assigned 54 participants to the intervention or
to a control group that required participation in an online moderated discussion group. At the end
of treatment, participants who used the program had significantly greater reductions in measures
of anxiety and depressive symptoms and significantly greater improvements in quality of life
compared with those in the control group. At a 1-year follow-up assessment, differences in
depressive symptoms and quality of life remained significant, but at a 2-year follow-up
assessment, no significant differences between the groups remained.

Ruwaard, Lange, Schrieken, and Emmelkamp (2011) reported on multiple trials conducted in the
Netherlands of a Web-based CBT intervention (Interapy) that uses asynchronous text messages
from therapists (similar to email exchanges) to treat a variety of mental disorders, symptoms, and
related problems. Although the review includes one study each involving people with bulimic
symptoms and depression, the majority of studies involved people with anxiety disorder
symptoms (i.e., panic disorder, PTSD symptoms) or general anxiety/stress. Using an intent-to-
treat analysis, the authors found that, across multiple trials (with a combined N=840), Interapy
was associated with significantly larger reductions in primary symptom measures than were
controls, and effect sizes for the treatment were comparable with those observed for CBT
interventions delivered in person. Interapy was also well-received by clients, and 82 percent of
participants in these trials completed treatment, which ran from 5 to 16 weeks depending on the
disorder addressed and other factors. Also, 79 percent of participants completed all follow-up
assessments conducted from 1 to 3 years after treatment.

Another group of Australian researchers evaluated Anxiety Online, a fully automated, free, Web-
based intervention intended to assess and treat a variety of anxiety disorders (Klein, Meyer,
Austin, & Kyrios, 2011). Participants were diagnosed by the program with GAD (n=_88), SAD
(n=50), panic disorder (n=40), PTSD (n=30), or OCD (n=17) and completed the online program
and a reassessment 12 weeks after completion. At the follow-up assessment, the researchers
found significant reductions in disorder severity across all five disorders and significant
decreases in the number of participants meeting diagnostic criteria for all of the disorders except
panic disorder (for which there was a decrease in the number, but not a significant one). For
participants with GAD, SAD, OCD, and PTSD, the authors also found significant improvements
in quality of life; for those with GAD, PTSD, or panic disorder, they also found significant
reductions in general psychological distress.
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Another well-evaluated computerized intervention available to treat a number of different
anxiety disorders is the Coordinated Anxiety Learning and Management (CALM) program.
CALM uses computers to deliver CBT to treat panic disorder, SAD, GAD, and/or PTSD for
patients in a collaborative primary care setting (Craske et al., 2009; Roy-Byrne et al., 2010;
Sullivan et al., 2007). Although the intervention includes in-person contact with an anxiety
clinical specialist (usually a nurse or social worker) as well as the patient’s primary care doctor, a
large component is the computer-delivered CBT program, which guides both patients and
providers (Craske et al., 2009). At a follow-up assessment 18 months after treatment, the CALM
intervention was associated with significantly greater improvements in global anxiety symptoms
(as measured by the Brief Symptom Inventory-12) and significantly higher rates of remission
from anxiety disorders compared with standard primary care treatment for anxiety disorders
(Roy-Byrne et al., 2010). The program has also been well-received by both clinicians and
patients (Craske et al., 2009). Research continues on CALM; for example, Wetherell et al.
(2013) explored the difference in effects for younger versus older adults, but such research is
outside the scope of this TIP, as the CALM research concentrates on CALM as a whole (e.g., in-
person contacts, medications, computerized CBT), rather than on the technological innovations.

Interventions to reduce trait anxiety and subclinical anxiety symptoms

Computer software is available to train individuals with high levels of anxiety to either interpret
ambiguous events in a more positive manner or focus their attention differently to reduce anxiety
(typically measured as trait anxiety, but focused on specific anxiety disorder symptoms in some
more recent studies). This is a process known as cognitive bias modification or interpretive bias
modification (MacLeod & Mathews, 2012). In interpretive bias modification, the software uses
imagery and/or verbal messages to help people imagine themselves in situations that might
potentially provoke anxiety. These situations are first presented in an ambiguous manner but are
then resolved in a positive manner, demonstrating that any assumed negative interpretation was
wrong. Participants then answer a short multiple-choice question about the nature of the events. In
programs that modify attentional bias, individuals are retrained to focus less attention on negative
information and more on positive information, thus also affecting their interpretation of events. As
noted previously, cognitive bias modification programs have been used to treat GAD and SAD, but
their most common use has been to reduce trait anxiety and/or subclinical anxiety symptoms.

MacLeod and Mathews (2012) reviewed the theoretical basis for using cognitive bias
modification to address anxiety and the research demonstrating its effectiveness in doing so. A
number of small, controlled studies included in that review have found that users of interpretive
bias modification software experienced significant reductions in trait and/or state anxiety, as well
as improvements in other, more general measures of behavioral health (Mathews, Ridgeway,
Cook, & Yiend, 2007; Salemink, van den Hout, & Kindt, 2009). This software has been
successfully delivered via the Internet (MacLeod, Soong, Rutherford, & Campbell, 2007;
Salemink et al., 2009) as well as on computers in research settings. MacLeod and Mathews
(2012) also cited studies showing that this type of software can reduce subclinical levels of OCD
symptoms (Najmi & Amir, 2010), social anxiety symptoms (Amir, Beard, Taylor et al., 2009;
Amir, Weber, Beard, Bomyea, & Taylor, 2008; Beard et al., 2011; Schmidt et al., 2009), extreme
worrying (Hazen, Vasey, & Schmidt, 2009), and GAD symptoms (Amir, Beard, Burns et al.,
2009). However, research has not found these methods effective for treating specific phobias,
where changes in attentional bias do not appear to be associated with reduction in fear (Reese,
McNally, Najmi, & Amir, 2010; Van Bockstaele et al., 2011).
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Use in Treatment of Mood Disorders

Although phone- and Web-based services can be used in the treatment of any mood disorder, all
of the studies included in this section address major depression or depressive symptoms. A few
programs addressing BPD are also discussed in the “Use in Continuing Care/Symptom
Monitoring for Mental Illness” section.

Video conferencing interventions to treat depression

Video conferencing has been successfully used for some time to treat mood disorders, most often
major depression (Backhaus et al., 2012). Garcia-Lizana and Mufioz-Mayorga (2010a), however,
found only four randomized controlled trials of video conferencing interventions for depression
(and one of those was for children and adolescents). They observed that such approaches are
promising but found that the research evidence is insufficient to make a conclusion regarding
effectiveness.

Trials with different populations have found video conferencing to be an effective way to deliver
treatment for depression. For example, in a VA study, Ruskin et al. (2004) randomly assigned
119 veterans with depressive disorders to receive in-person mental health services or similar
treatment delivered via video conferencing technology. The authors found no significant
differences in outcomes, with both groups experiencing significant improvements in depressive
symptoms. There were also no differences between the groups in terms of dropout rates,
participant satisfaction, medication compliance, or keeping scheduled appointments.

In a more recent study, Moreno, Chong, Dumbauld, Humke, and Byreddy (2012) compared
treatment for depression delivered by a psychiatrist using video conferencing technology for 80
Latinos with depression with standard care delivered by a primary care physician for 87 similar
individuals. Both groups experienced significant improvements in disability, quality of life, and
depression symptoms (according to both self-report and independent clinical evaluations), but
those receiving the video conferencing intervention experienced significantly greater
improvements in all areas. The video conferencing intervention was delivered using standard,
commercially available Web cams and computers.

Telephone-based therapies to treat depression

Some research suggests that telephone-based therapies can also effectively treat depression.
Mohr et al. (2008) conducted a meta-analysis of 12 trials of telephone-based interventions that
addressed depression and found that such interventions reduced symptoms of depression
significantly more than did control conditions and were associated with significant reductions in
those symptoms from baseline to posttreatment assessments (reductions comparable with those
observed in many in-person treatment evaluations). They also found a much lower attrition rate
(7.6 percent across all studies) than typically found in trials of interventions for depression
delivered in person. However, many of the participants in the studies reviewed had other mental
or substance use disorders or serious health problems that may have affected outcomes.
Telephone-based CBT has also been used in conjunction with pharmacotherapy, and in a number
of studies, its use has been associated with greater reductions in depressive symptoms as well as
improved medication compliance (Leach & Christensen, 2006; Mohr et al., 2008).
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A later study of a telephone-based CBT intervention (prior studies of which were included in the
review by Mohr et al., 2008) conducted with 85 veterans did not find any significant differences
in depression outcomes between those who received the intervention and those who received
standard care from community-based outpatient clinics, although both groups improved (Mohr et
al., 2011). The authors noted that the small sample size, the low level of participation in the
study among those who were recruited, and the fact that this group may have had more severe
depression than those treated in previous trials of this telephone-based intervention may have
affected outcomes. Yet another study from the same researchers compared CBT for depression
delivered by telephone with that delivered in person to a group of 325 primary care patients
(Mohr et al., 2012). At the end of treatment, there were no significant differences in depressive
symptoms between the intervention and control groups, with both showing significant
improvements. Participants who received the telephone-delivered intervention were also
significantly more likely to remain in treatment for the duration. However, at the 6-month
follow-up, depressive symptoms were significantly lower for those who received in-person
services, although they remained significantly lower than at baseline for those in the telephone-
administered CBT group.

Another recent trial of a telephone-based CBT intervention was conducted with 291 patients with
diabetes who had elevated symptoms of depression indicated by BDI scores of 14 or greater
(Piette et al., 2011). The authors found that the intervention added to treatment as usual was
associated with significantly greater reductions in symptoms of depression than was the addition
of printed information about depression to standard treatment. The group who received the
intervention had significantly better health outcomes and greater involvement in recommended
exercise activities compared with the control group.

Another phone-based intervention not included in the previously cited review was conducted
with 604 employees covered by a managed behavioral health plan who had previously been
screened as potentially suffering from depression (Wang et al., 2007). Participants were
randomly assigned to receive either standard care alone (consisting of referral and information
about services covered by their health plan) or standard care with the addition of care
management provided by phone and eight sessions of phone-based CBT. At assessments
conducted 6 and 12 months after the study began, participants who received the phone-based
services, compared with those in the control group, had significantly lower level of depressive
symptoms (according to the Quick Inventory of Depressive Symptomatology), were significantly
more likely to have retained their jobs, and had spent significantly more hours working.

According to a Cochrane review by Dale, Caramlau, Lindenmeyer, and Williams (2008), peer
support delivered by telephone has also been associated with significant decreases in depressive
symptoms for women experiencing postnatal depression, as well as improvements in behaviors,
such as getting health screenings and changing their diets. Computerized interventions for
depression have generally been found to be effective at reducing depressive symptoms, particularly
if the computerized intervention is supported by a clinical professional who is also working with
the client (Andersson & Cuijpers, 2009; Griffiths & Christensen, 2007; Griffiths et al., 2010;
Newman et al., 2011a). Research, although limited, also indicates that computer-based/Web-based
interventions for depression are well-received by clients (Kaltenthaler et al., 2008).
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Computerized interventions to treat depression

A meta-analysis of 12 computerized interventions for depression (10 of which were delivered
over the Internet) found them to have a moderate effect size in relation to waitlist controls
(Andersson & Cuijpers, 2009). However, when only those eight interventions that provided
professional support in addition to the computerized intervention were considered, the effect size
was significantly greater. Newman et al. (2011a) conducted another review of computerized
interventions for depression that required little or no therapist involvement. They found that
minimal or entirely self-guided interventions were of some benefit (greater than no treatment) to
people with subclinical levels of depression, but many users of such programs do not complete
treatment. They speculated that adding a motivational component delivered by a therapist could
improve such treatment for people with subclinical depression. For people with major
depression, the most effective intervention evaluated was one that involved minimal therapist
contact (250 minutes for the entire treatment). The authors also cautioned about a number of
methodological problems with studies they reviewed.

In the United Kingdom, Button, Wiles, Lewis, Peters, and Kessler (2012) evaluated factors
associated with treatment response for 297 individuals with depression (according to the criteria
provided in the International Statistical Classification of Diseases and Related Health Problem:s,
tenth revision) who received Web-based CBT for depression. They found no significant effects
relating to participant age, education, or history of prior treatment response. Of the factors
included in their evaluation, only greater pretreatment severity of depression and being
separated, widowed, or divorced were associated with significantly greater treatment response
with the Web-based interventions than with the waitlist control group.

Specific Web-based programs to treat depression

A number of specific Web-based interventions have been developed to treat depression, most of
which make use of CBT principles. For example, the Overcoming Depression on the Internet
(ODIN) program is a self-guided CBT intervention in addition to standard care that, in an initial
trial, was not found to be more effective than usual care alone. However, in a post hoc analysis,
individuals with CES-D scores of 20 or less showed modest improvement (Clarke et al., 2002).
Clarke et al. (2005) conducted a randomized controlled trial comparing ODIN, with the addition
of reminders provided via either postcards or telephone calls, with treatment as usual.
Participants who received either version of the intervention had greater reductions in depressive
symptoms, especially for individuals who had CES-D scores of 28 or higher at the start of the
study. Remission rates also appeared to be higher for those who received ODIN, as 20 percent
more participants in the two intervention groups moved from the moderate or high levels of
CES-D scores to the normal range than did participants in the control group.

De Graaf, Hollon, and Huibers (2010) compared a computerized CBT intervention for
depression (Color Your Life) with treatment as usual, either by itself or in combination with the
online intervention, for 303 individuals who had been previously screened as having mild to
moderate levels of depressive symptoms according to the BDI-II. The researchers found no
significant differences among treatment groups in terms of depression severity, remission to
elevated symptoms following improvement, or rates of reliable improvement during the follow-
up period. However, when they evaluated outcomes for participants who were considered
extremely positive responders (i.e., who had scores on the Dysfunctional Attitudes Scale-Form A
and the Questionnaire Without Questions that indicated higher levels of optimism), those who
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had a high level of positive responding had significantly greater reductions in depressive
symptoms if they received the online intervention than if they had treatment as usual. Also,
participants who had a diagnosis of major depression or had parents with a mental disorder
(typically associated with more severe psychopathology) had significantly better outcomes if
they received the combined Web-based and standard treatments than if they received either one
alone. According to another analysis of data from this study, participants who received the online
intervention also made significantly less use of primary care services, specialized mental health
services, and antidepressant medication during the first quarter following treatment, but those
differences disappeared over time (de Graaf et al., 2011).

Another fully computerized intervention, Blues Begone, was designed to treat both depression
and co-occurring anxiety. For this study, 100 individuals who were referred to the study by their
primary care doctors used the program (which was provided on a CD-ROM), and 58 completed
the program. Of program completers, 62 percent were found to have had clinically significant
changes in BDI-II scores, and 45 percent had meaningful reductions in BAI scores (Purves,
Bennett, & Wellman, 2009). Griffiths and Christensen (2007) reviewed a number of studies
involving two Web-based interventions for depression, MoodGYM and BluePages, that were
developed in Australia. Both programs demonstrated significantly greater reductions in
symptoms of depression and anxiety than did no-treatment controls, and those effects continued
for at least 1 year after treatment.

Mackinnon, Griffiths, and Christensen (2008) provided a 1-year follow-up evaluation of
MoodGYM based on 60 percent of the 525 individuals who had been randomly assigned to use a
Web site that provided psychoeducation about depression, to receive the online MoodGYM
intervention, or to participate in a placebo control group. Both intervention groups had
significant declines in depressive symptoms (measured with the CES-D), and those reductions in
symptoms continued through the 1-year follow-up. Both intervention groups also had
significantly greater reductions in symptoms than did participants in the control group, but there
were no significant differences between the two interventions at the 1-year follow-up.

In yet another evaluation of MoodGYM, Farrer et al. (2011) compared 6-month follow-up
outcomes for callers to an Australian counseling hotline who had high levels of psychological
distress (i.e., scores of 22 or higher on the 10-item Kessler Psychological Distress Scale) and who
received MoodGYM for depression (n=36), weekly telephone follow-up calls from a lay counselor
(n=36), a combination of the two (n=41), or access to standard care only (n=35). Participants who
received MoodGYM, either with or without the telephone component, had significantly lower
levels of depression at follow-up than did participants in the other two groups, but there were no
significant differences between the two MoodGYM groups in terms of compliance or outcomes.

In Germany, a Web-based CBT program to treat depression (Deprexis) was evaluated with a
cohort of 320 individuals who received the intervention in addition to treatment as usual and 76
who received the intervention after a 9-week delay while receiving treatment as usual throughout
the study period (Meyer et al., 2009). Participants who received the intervention immediately had
significant improvements in depressive symptoms (measured with the BDI) and social
functioning (according to the Work and Social Adjustment Scale), and these improvements
continued to be maintained 6 months after the intervention ended.
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In a later evaluation of Deprexis (improved over its prior form by the addition of email reminders
and nonfinancial incentives), 210 participants were randomly assigned to receive one version of
the intervention or to a waitlist control group (Moritz et al., 2012). At the conclusion of their
treatment, participants who used Deprexis had, relative to those in the control group, significant
improvements in symptoms of depression, dysfunctional attitudes, quality of life, and self-
esteem. The largest improvements were observed among individuals who had baseline BDI
scores between 19 and 29. The intervention had an 82 percent completion rate.

Another Web-based CBT intervention for depression is the Sadness program, which includes
psychoeducation, online homework, an online discussion forum, and regular email contact with a
therapist (Perini, Titov, & Andrews, 2009). This program was evaluated in Australia with 45
individuals who were randomly assigned to the intervention or to a waitlist control group. At the
end of treatment, participants in the intervention group had significant decreases in depressive
symptoms from baseline (as measured by both the BDI and the PHQ-9) and had significantly
lower levels of symptoms than did participants in the control group. The intervention had effect
sizes comparable with other Web-delivered interventions for depression that included therapist
support; effect sizes were larger than those of interventions that did not have such support.

Titov, Andrews, Davies, et al. (2010) compared two versions of the Sadness program—one that
was moderated by a psychiatrist (n=45) and included access to an online discussion forum and
another that was moderated by a technician with no healthcare or counseling experience (n=41)
with a waitlist control group (n=40). At the conclusion of treatment, participants in both Sadness
interventions had significantly better outcomes according to the BDI-II and the PHQ-9 than did
those who were in the control group, but there were no significant differences in outcomes from
one another. However, at 4 months after treatment, participants in the technician-led group had
further improvements in PHQ-9 scores and scores that were significantly better than those in the
psychiatrist-led group. Completion rates were also good, with 80 percent of those in the
technician-led group and 70 percent of those in the psychiatrist-led group completing all
treatment sessions within the required time. The authors concluded that this intervention, which
does require supportive messages from a staff person, can be conducted effectively by
nonclinical staff members. In Great Britain, Kessler and colleagues (2009) randomly assigned
297 individuals with depression (indicated by BDI scores of 14 or more) to receive an online
CBT intervention in addition to standard treatment or to receive standard treatment alone.
Significantly more participants who received the online intervention (38 percent) had BDI scores
of 10 or less (indicating remission from depression) at a 4-month assessment than participants in
the control group (24 percent).

Comparing depression treatment programs

Dutch researchers compared two different approaches to Web-based treatment (Warmerdam, van
Straten, Jongsma, Twisk, & Cuijpers, 2010). These authors randomly assigned 263 participants
to a CBT online treatment (n=88), to a problem-solving therapy online treatment (n=88), or to a
waitlist control group (n=87). At an 8-week posttreatment assessment, both treatment groups
had, compared with the control group, larger reductions in depressive symptoms and
significantly greater improvements in terms of dysfunctional attitudes, worry, negative problems
orientation, and feelings of control. However, only participants in the problem-solving therapy
group had significantly greater improvements relating to positive problem orientation and
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avoidance behavior compared with the control group, suggesting somewhat better results than
those achieved with CBT.

In a comparison study conducted in Sweden of treatments for major depression, 88 individuals
who met the inclusion criteria and agreed to participate were randomly assigned to a guided self-
treatment based on CBT principles delivered over the Internet, to a personalized treatment
delivered by email, or to a waitlist control group (Vernmark et al., 2010). The self-guided
intervention consisted of weekly modules and homework assignments. Standard CBT
components were presented, and brief support was provided during the treatment. The other
intervention group received email therapy that was tailored for each unique participant. Both
groups had significant improvements in depressive symptoms at the end of the 8 weeks of
treatment and at a 6-month follow-up assessment, but so did the control group. At the end of
treatment, 34.5 percent of the self-guided group and 30 percent of the email group had BDI
scores of less than 9, and at follow-up, the percentages of those with BDI scores below 9
increased to 47.4 percent for those in the self-guided group and 43.4 percent for those who
received email therapy. The email therapy participants received an average of 8 treatment emails
(with a range from 3 to 11); the authors noted that almost 10 times as much therapist time was
required for the email therapy as for the guided Internet intervention.

Interventions for subclinical depression

A number of the trials of Web-based interventions for depression include individuals with a level
of depressive symptoms that do not meet diagnostic criteria for a depressive disorder; thus, those
interventions may be effective for individuals with subclinical depression. In their review of self-
guided TAC interventions and minimal contact interventions for anxiety and mood disorders,
Newman et al. (2011a) concluded that the research, although limited, indicated that these types
of interventions were more effective in treating subclinical depression than in treating depressive
disorders.

In a meta-analytic review of 12 randomized controlled trials of Web-based interventions for
adults with symptoms of depression and/or anxiety, Spek et al. (2007) found that such
interventions produced meaningful improvements, and they concluded that interventions with
therapist support were especially effective. In an evaluation of their own Web-based randomized
controlled trial of interventions for adults with subclinical depression (N=301), Spek, Cuijpers,
et al. (2008) found that, 1 year after the interventions, 62 percent of the participants who had
received eight Internet-based CBT intervention modules scored below 13 on the BDI, and 45
percent of those who had received 10 weekly group CBT sessions scored below 13. Of those in
the waitlist control group, 38 percent had BDI scores below 13 at the 1-year follow-up. They also
estimated that for every four clients with subthreshold depression who were treated with the
Web-based intervention rather than being on a waitlist, one would have symptoms reduced
below the cutoff level. Thus, not only was the outcome for the Internet-based CBT treatment
adult group significantly better than for those adults in the waitlist group, but the results also
demonstrated that meaningful reductions in the burden of depressive episodes can be achieved
by reaching more individuals through Internet-based efforts.

More recently, Morgan, Jorm, and Mackinnon (2012) conducted a randomized controlled trial of
an email-based treatment specifically for subclinical depression, which they also conceptualized
as a prevention intervention for major depression. In the study, 1,326 individuals were randomly
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assigned either to receive the automated email intervention, which provided advice on self-
guided methods to reduce symptoms of depression, or to a control group, which received emails
containing general information about depression. At the end of the study, participants who
received the intervention had significantly lower levels of depressive symptoms, although the
difference was not large.

Medication management interventions to treat depression

A few interventions are available that use phones or computers to help individuals with
depression properly manage their medication. Simon, Ludman, Tutty, Operskalski, and Von
Korff (2004) randomly assigned 600 individuals who had recently started on antidepressant
medication as prescribed by a primary care doctor to receive usual primary care alone, primary
care with coordinated phone-based care management intended to improve medication
compliance, or usual primary care with coordinated phone-based care management and eight
sessions of telephone-based CBT. Compared with those who received standard care alone,
participants who received the CBT plus phone-based management had significantly lower levels
of depressive symptoms (on the Hopkins Symptom Checklist Depression Scale [HSCL] and the
PHQ-9), were significantly more likely to report that they felt their depression was “much
improved,” and were significantly more likely to indicate that they were “very satisfied” with
their treatment 6 months into the study. Those who had received the coordinated care
management and primary care were also significantly more likely than those in primary care
alone to report feeling “much improved” and being “very satisfied,” although not to the same
degree as those in the more intense interventions with the added CBT. Both phone-based
interventions also had a high participation rate (more than 90 percent).

Ludman, Simon, Tutty, and Von Korff (2007) evaluated a CBT plus care management
intervention for 393 clients beginning antidepressant treatment with a primary care doctor. They
were followed for 18 months and had significantly greater improvements in depression
symptoms, with average HSCL scores in the treatment group being 0.68 (standard deviation
[SD]=0.65) and in the usual care group being 0.85 (SD=0.55), and phone therapy clients were
significantly more likely to report feeling “much improved” or “very much improved” at both 12
and 18 months (77.5 percent versus 63 percent), compared with the usual care group. Simon,
Ralston et al. (2011) adapted telephone-based CBT care management for delivery via the Internet
using text messages. They randomly assigned 208 individuals with a depressive disorder who
had recently been prescribed antidepressant medication by a primary care doctor to receive the
intervention in addition to standard care or to receive standard care only. At a follow-up
assessment 5 months after the study began, participants who used the online messaging
intervention had significantly higher rates of medication compliance, significantly lower levels
of depressive symptoms (according to the HSCL), and significantly greater satisfaction with their
depression treatment than did those in the control group.

Use in Treatment of Eating Disorders

A variety of interventions using a range of new technologies have been implemented with people
who have eating disorders, although most are intended to treat bulimia nervosa (BN) specifically.
A nonsystematic review of the use of new technologies in the treatment of eating disorders and
body image problems found that interventions delivered via CD-ROM or the Internet were
effective treatments for eating disorders and that a variety of other technologies (e.g., email, text
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messaging, palmtop computers) had been shown to be effective adjuncts to in-person treatment
(Paxton & Franko, 2010).

Wilson and Zandberg (2012) reviewed research on self-guided CBT for eating disorders. They
found that in many studies, therapist-guided, computer-based treatments for BN are superior to
nontreatment controls, such as waitlist controls. Mitchell et al. (2011) indicated that such
interventions can be as effective as CBT delivered in person. Wilson and Zandberg (2012) also
observed that self-guided interventions using computers were effective at treating binge eating
disorders, more effective than nontreatment controls, and comparable with a number of active
treatments (e.g., behavioral weight loss treatment, treatment as usual). Similar findings from a
smaller number of studies also suggested that these approaches were effective for treating eating
disorders not otherwise specified. In addition, Wilson and Zandberg (2012) reviewed literature
showing that:

e Self-guided interventions, although they were not as well-received as interpersonal therapy
according to one comparative study, were generally well-rated by users in terms of their
suitability and helpfulness.

e Attrition rates for these interventions were comparable with those of other treatments;
controlled studies found that about one-third of clients drop out of treatment.

e These interventions were cost-effective.

Some individuals with eating disorders may prefer computer-based/Internet-based interventions
to those delivered in person (Johnston, Startup, Lavender, Godfrey, & Schmidt, 2010; Shapiro et
al., 2007). However, Paxton and Franko (2010) cautioned that one potential problem with many
interventions that deliver care for eating disorders at a distance is the inability of the provider to
accurately visually monitor the client’s physical condition and thereby ensure that it has not
worsened. Mitchell and colleagues (2008) compared CBT treatments for BN delivered in person
(n=66) and by videophone technology using dedicated terminals and T1 lines (n=61) for women
in eastern North Dakota and northwestern Minnesota. At an assessment 1 year after treatment,
the authors found slightly, but not significantly, higher rates of abstinence from binging and
purging and significantly greater reductions in thoughts related to binging and purging (measured
with the Eating Disorder Examination) for those who received the intervention delivered in
person. Both groups had a high dropout rate, but there were no significant differences in
retention. The authors concluded that the differences in outcomes between the two groups were
not large, and that, in general, the study supported the idea that CBT interventions could be
delivered using telemedicine technology.

A Spanish study evaluated an online psychoeducation and self-guided intervention based on
CBT principles in which participants had weekly contact with a coach/therapist using a secure
messaging program and unlimited contact with peers through an online discussion forum
(Fernandez-Aranda et al., 2009). At the end of the 4-month intervention, compared with
individuals in a waitlist control group, those who received the intervention were significantly
more likely to be abstinent from both binging and purging during the 2 weeks prior to assessment
(22.6 percent of those in the intervention group were abstinent compared with none of those in
the control group). Another Web-based, self-guided intervention using CBT principles, which
included an online discussion forum for participants and weekly contact with a graduate student
counselor, was evaluated in Sweden (Ljotsson et al., 2007). The authors found significant
improvements at the end of treatment for those who received the intervention compared with
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those in the control group, with 46 percent of treatment completers reporting abstinence from
binging and purging during the 28 days prior to assessment.

Yet another CBT-based online self-guided intervention for BN was evaluated in Switzerland
(Carrard et al., 2006; Carrard, Crépin, et al., 2011). Carrard, Crépin, et al. (2011), in a study
involving 127 individuals with BN or subclinical levels of BN symptoms, found that the
participants who used the intervention had significantly greater improvements in terms of eating
disorder symptoms, body dissatisfaction, drive for thinness, and binge eating episodes than did
participants who were in a waitlist control group. They also found that the improvements were
maintained 6 months after the intervention concluded. In another trial, this Web-based CBT
intervention for BN was evaluated in four different European countries, and participants who
used the intervention experienced significant improvements in eating disorder symptoms and
general symptoms of psychopathology (as measured by the SCL-90-R) following its use
(Carrard, Fernandez-Aranda, et al., 2011).

In Great Britain, Sdnchez-Ortiz et al. (2011) evaluated another Web-based CBT intervention for
BN that was designed for female college students (N=76). Participants who used the intervention
had significantly better outcomes in terms of eating disorder symptoms and behaviors according
to a number of different measures than did participants in a waitlist control group. In a pilot
study, Shapiro and colleagues (2007) compared a CBT treatment for binge eating disorder
delivered via CD-ROM with an in-person CBT intervention and a waitlist control group using a
group of 66 individuals with anorexia nervosa (AN) or BN. The authors found no significant
differences in terms of frequency of binging between the two interventions, with both interventions
associated with significant declines in the number of days of binge eating. Many participants who
received the CD-ROM intervention reported continued use of the program after the intervention
concluded, and the majority of participants in the waitlist control group chose to receive CD-ROM
treatment rather than the in-person treatment after the waiting period concluded.

Email has also been used with some effectiveness to deliver treatment for eating disorders. For
example, Robinson and Serfaty (2008) compared outcomes for 110 individuals with BN or binge
eating disorders assigned to an email treatment, to a self-directed writing intervention with
minimal therapist contact, or to a waitlist control group. At the end of the 3-month treatment, a
significantly greater percentage of participants in the two treatment groups, compared with those
in the control group, no longer met criteria for an eating disorder. There were, however, no
significant differences between the two treatment groups.

Other technologies have also been used to support treatment for eating disorders, including
VRET (Perpina, Botella, & Bafios, 2003; Riva, Bacchetta, Cesa, Conti, & Molinari, 2004), text
messages (Robinson et al., 2006), and palmtop computers (Norton, Wonderlich, Myers, Mitchell,
& Crosby, 2003). Ferrer-Garcia and Gutiérrez-Maldonado (2012) reviewed research on the use
of VR to assess body image distortion and in the treatment of eating disorders. They concluded
that although research of better quality is needed, the use of VR in addition to other treatment
improves outcomes, especially in relation to body image dissatisfaction.

Use in Treatment of Pathological Gambling

A few interventions for pathological gambling have been developed for use via phones or
computers. Gainsbury and Blaszczynski (2011) conducted a literature review of Web-based, self-
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guided interventions for problem gambling and concluded that such interventions can be
successful, are cost-effective, and may reach potential clients who would not otherwise seek
traditional treatment for pathological gambling. Carlbring, Degerman, Jonsson, and Andersson
(2012) evaluated the effectiveness of a Web-based CBT intervention for pathological gambling
with 284 Swedish individuals who had gambling disorders. The intervention involved minimal
contact with a therapist via email or phone in addition to the Web-based component, with an
average of 4 hours of staff person time per participant. Participants experienced significant
decreases in symptoms of pathological gambling, depression, and anxiety, as well as
improvements in quality of life; significant improvements were found up to 36 months after
treatment. Individuals were significantly more likely to respond to the treatment if they did not
engage in heavy drinking (i.e., typically consumed two drinks or less during drinking episodes)
and did not experience dissociative symptoms during gambling (i.e., did not completely lose
track of time).

Fewer phone-based interventions are available for problem gambling, but in Australia, callers to
a gamblers’ helpline (N=230) were recruited for a telephone-based intervention that used
motivational interviewing and CBT principles in scheduled phone calls (Rodda & Lubman,
2012). The program has been well-received by participants, many of whom would not otherwise
have sought in-person treatment.

Use in Treatment of Other Mental Disorders/Problems

Phone-based and computer-based interventions have also been developed for BPD,
trichotillomania, psychotic disorders, and chronic insomnia.

Rizvi et al. (2011) evaluated the use of an interactive mobile phone application to help in
dialectical behavior therapy, an established treatment for BPD, by providing ongoing assessment
and coaching. A pilot study involving 22 individuals with co-occurring BPD and substance use
disorders found significant decreases in substance-related cravings and emotional intensity.
Participants also experienced significant decreases in depression and general psychological
distress over the course of the study.

German researchers have developed a CD-ROM program to improve client skill acquisition in
the use of dialectical behavior therapy (Wolf et al., 2011). In a small (N=24) pilot study,
participants who used the program showed significantly greater improvements in demonstrating
knowledge related to skills taught in treatment and a greater ability to categorize concepts related
to skills than did those in the control group, who received dialectical behavior therapy alone.

Also in Germany, Moritz and Rufer (2011) randomly assigned 42 individuals with
trichotillomania to receive a self-guided intervention (i.e., decoupling) delivered via email or to
participate in a control group who received instructions via email for progressive muscle
relaxation. Participants who received the self-guided decoupling intervention had significantly
greater reductions in trichotillomania behaviors, but declines in depressive and OCD symptoms
did not differ significantly between the two groups.

Video conferencing has been successfully used with clients with schizophrenia and other
psychotic disorders (Sharp et al., 2011). Although some clinicians have found that people with
psychosis have difficulty interacting with video conferencing, Grady and Singleton (2011) found
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that people with psychosis did not react negatively to video conferencing, nor did they
experience exacerbations of symptoms.

Computer-based psychoeducational interventions have also been developed for people with
schizophrenia and their families/friends. A Cochrane review conducted by Vilimaéki et al. (2012)
that included six randomized trials found evidence that psychoeducation delivered using
computer technology was associated with short-term improvements in mental state and a
perception by clients that, compared with control groups, they had greater social support. Also,
such psychoeducation was associated with long-term, but not short-term, improvements in
medication compliance. However, no significant differences were found in quality of life or
functional disability between people with schizophrenia who received computer-based
psychoeducation and those who received traditional printed education materials, although both
groups had significantly better outcomes than did those who received no psychoeducation
intervention (Pitkdnen et al., 2012). Further information on programs for clients with BPD or
schizophrenia that use mobile technologies for continuing care and for family psychoeducation
and assistance is provided in the two sections that follow.

A number of Web-based interventions have been developed for chronic insomnia, a symptom
associated with multiple mental and substance use disorders. For example, Vincent and Lewycky
(2009) evaluated a brief, fully automated, online treatment for insomnia that included multimedia
content in a group of 118 individuals with chronic insomnia who were either referred by
physicians or recruited from the community. All participants were also receiving standard care
for any diagnosed mental or substance use disorders, including sleep disorders, but individuals
with mania, schizophrenia, or elevated substance use were excluded from the study. Compared
with participants assigned to a waitlist control group, those who used the intervention had
significantly greater improvements in sleep quality, severity of insomnia, and daytime fatigue.
About one-third of participants dropped out of treatment, but individuals who had been referred
rather than recruited from the community were significantly more likely to drop out.

Ritterband et al. (2009) evaluated an online CBT intervention for insomnia (Sleep Healthy Using
the Internet [SHUTI]) with a group of 45 individuals who met criteria for a diagnosis of primary
insomnia. Participants were randomly assigned to the intervention or to a waitlist control, and the
authors found that participants who used SHUT1 had significant improvements in insomnia
symptoms and sleep efficacy, whereas those in the control group did not show any significant
change. Improved outcomes were also found at the 6-month follow-up assessment. In Great
Britain, Espie et al. (2012) evaluated another online CBT treatment for chronic insomnia that
used an animated virtual therapist, automated mobile text messages and/or email reminders, and
a moderated online discussion board. Participants in the study were randomly assigned to receive
the intervention (n=55), to receive another online treatment (imagery relief therapy) presented in
much the same way (n=55), or to participate in a treatment-as-usual control group that involved
receiving standard services for insomnia from primary care doctors (n=54). Compared with the
other two groups, participants who received online CBT had significantly greater improvements
in sleep efficacy.

Use in Continuing Care/Symptom Monitoring for Mental Illness

A number of programs are currently in development or being tested to help people with mental
illness monitor their recovery and alert providers when intervention is required. One of the
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largest of these programs is VA’s My Recovery Plan. Through a VA Web site (My healtheVet;
http://www.myhealth.va.gov), veterans and their family members can receive educational
materials about mental and substance use disorders; use screening tools to help them (and their
family members) determine whether they have a problem that may require treatment; and
monitor and relay to providers information on pertinent issues, such as mental disorder
symptoms, medication compliance, progress toward recovery goals, and use of coping skills
(Bush, Bosmajian, Fairall, McCann, & Ciulla, 2011; Cucciare, Weingardt, & Humphreys, 2009;
Weingardt & Lysell, 2007).

Phone technologies can also be used for ongoing care and symptom monitoring. For example,

the Connecticut VA system implemented a behavioral health management system that used
electronic messaging devices connected to phone lines that enabled participants (who had been
diagnosed with schizophrenia, PTSD, depression, or substance use disorders) to report daily
information about their behavioral health (Godleski, Darkins, et al., 2012). When reported data
indicated a potential problem, participants were contacted by phone for further assessment and, if
necessary, scheduling of appointments. In the initial 2 years of the program, 76 patients with a
variety of mental and substance use disorders used the system. The number of participants who
were hospitalized went down from 42 in the 6 months prior to the intervention to 6 in the first 6
months of the intervention, and the number of emergency room visits went down from 80 to 16.

A number of other interventions using telephones or computers for medication monitoring have
been successfully used with people who have schizophrenia. For example, Frangou, Sachpazidis,
Stassinakis, and Sakas (2005) evaluated a computerized medication dispenser, which transmits
information when the dispenser is used, with a group of 108 individuals with schizophrenia
whose medication was monitored by the device, by a pill counting system, or by self-report.
Participants who used the computerized dispensers had significantly greater reductions in
emergency room use and medical appointments and significantly greater improvements on the
Global Clinical Impression Scale compared with those in the control groups. The dispensers
were well-received by users and required only minimal training for use.

Ruskin and colleagues (2003) used the interactive, computerized Med-eMonitor system for
prompting medication compliance; monitoring symptoms, signs, and medication use; and
providing educational information in their pilot study of 22 outpatient clients with schizophrenia
or a schizoaffective disorder and 16 of the clients’ caregivers. Ruskin and colleagues (2003)
found a wide range of responses to the Med-eMonitor, from one client believing it made his
symptoms worse to most of the participants finding it easy to use and helpful with compliance.
Also, the three clinicians whose clients were in the pilot study found the Med-eMonitor system
useful in terms of gaining information about whether clients actually did or did not take their
medications and how client symptoms waxed and waned, as well as seeming to assist some
clients in developing positive habits related to medication use.

Sachpazidis and Majadas (2006) have developed another system for medication management and
reminders using cell phones. Also, software is available that uses a relational agent (i.e., an
animated image of a person) that interacts with users to motivate them and help improve their
medication compliance (Puskar, Schlenk, Callan, Bickmore, & Sereika, 2011). Other uses of
technology in relation to medication management for people with schizophrenia include software
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to aid in making decisions about medication use (Deegan, 2007) and a VR simulation to assess
clients’ medication management skills (Kurtz, Baker, Pearlson, & Astur, 2007).

Another smartphone application, called FOCUS—which combines medication management,
symptom management, and components that assist with sleep hygiene and social functioning—
has been evaluated in a pilot study with 33 individuals with psychotic disorders (Ben-Zeev et al.,
2014). More than 90 percent of participants found FOCUS to be highly acceptable and usable,
and all but one participant completed the trial successfully. The authors found no significant
relationships between use of the program and participants’ cognitive functioning, severity of
negative symptoms, reading level, or the presence of persecutory ideation. A pretest—posttest
evaluation found that participants had significant improvements in positive symptoms, general
psychopathology, and depressive symptoms following 1 month’s use of the program.

Eating disorders

In Germany, Fichter et al. (2012) evaluated a Web-based relapse prevention intervention for
women with AN or subclinical AN behaviors who had completed inpatient treatment for the
disorder. Participants were randomly assigned to receive the 9-month intervention plus standard
continuing care or continuing care alone. During the 9-month period, those who received the
intervention gained significantly more body weight and showed significantly more improvement
in a number of eating-related behaviors and cognitions (e.g., sexual anxieties, bulimic symptoms,
social anxieties).

Gulec et al. (2011) conducted a small pilot study (N=20) in Hungary evaluating a Web-based,
therapist-supported continuing care program for people with BN or eating disorders not
otherwise specified. The program was well-received, with 71.4 percent of participants stating
that they found it mostly helpful or very helpful.

Depression

Web-based CBT has been successfully used for continuing care with clients who have had major
depression. In a Swedish study, 84 individuals with partially remitted major depression who had
previously been treated for that disorder were randomly assigned to a 10-week Web-based
continuing care intervention (which used a self-guided intervention combined with email contact
with a therapist) or to a no-treatment control group (Holldndare et al., 2011). Participants who
received the intervention were significantly less likely, compared with those in the control group,
to experience a relapse to major depression during treatment and up to 6 months later.

Bipolar disorder

A few different Web-based programs have been developed to help individuals with bipolar
disorder and their families with ongoing symptom monitoring and long-term recovery. For
example, a multimedia Web site from the Black Dog Institute in Australia was developed to
provide education for clients and their families with modules on such topics as psychosocial
treatments, medication, and symptom monitoring (Proudfoot et al., 2007). In addition, the site
provides self-testing for depression as well as bipolar disorder. At the time of the study, the
program was being evaluated to determine whether it improves client self-management and
psychosocial outcomes (Proudfoot et al., 2007). Another Australian Web site
(http://MoodSwings.net.au) was developed to help individuals with bipolar disorder manage the
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disorder and includes self-guided modules, a user discussion board, and an online mood diary
(Lauder et al., 2012). The evaluation of the program is also ongoing.

Beating Bipolar is a Web-based program developed in the United Kingdom to aid in the
management of bipolar disorder by improving quality of life and reducing relapses (Smith,
Griffiths, et al., 2011). However, its use in addition to standard treatment was not found to be
associated with significantly better outcomes on most measures than standard treatment alone.
The one exception to this is in the scores on the psychological subsection of the World Health
Organization Quality of Life scale, where participants who received the intervention showed
modest improvements that were significantly greater than those observed in members of the
control group.

Another online recovery program for people with bipolar disorder is MyRecoveryPlan (not to be
confused with the VA program of the same name), which provides psychoeducation, recovery
guidance, self-monitoring tools, social networking tools, and tools to help clients become more
active participants in behavioral health services (Simon, Ralston, et al., 2011). In a pilot study,
118 participants recruited from online and in-person support groups for people with bipolar
disorder were randomly assigned either to receive the intervention alone or to the intervention
with an additional peer coaching component. Those participants who had email communication
with a peer coach were significantly more likely to return to use the program after they registered
and were significantly more likely to continue using the program for more than 3 weeks.

Todd, Jones, and Lobban (2012) reported on focus group discussions conducted with people with
bipolar disorder in the United Kingdom to identify their preferences concerning Web-based self-
management tools. They found that individuals with bipolar disorder who sought behavioral
health services reported a preference for Internet-based services because of their perception that
evidence-based interventions were more accessible via this medium. However, focus group
participants did discuss lack of motivation and procrastination as potential problems in the use of
such interventions over the Web.

Schizophrenia

Mobile phone interventions are available for ongoing symptom monitoring and continuing care
for people with schizophrenia. Granholm et al. (2012) reported on a noncontrolled study of three
components of the Mobile Assessment and Treatment for Schizophrenia intervention, which uses
text messages and assessment questions delivered via mobile phones to assist with medication
management, socialization, and symptom monitoring. They found that participants significantly
improved in medication compliance, significantly increased social interaction, and had
significant reductions in auditory hallucinations after initiating use of these programs. About a
quarter (23.6 percent) of participants—those with more severe negative symptoms and worse
functioning—did not complete the intervention. Another mobile intervention for people with
schizophrenia, which provides a schedule manager and allows for symptom monitoring, was
developed in Canada, but client satisfaction in a pilot study was low, and further evaluation has
been called for (Sablier et al., 2012). Also, in using the Med-eMonitor system mentioned
previously, Ruskin et al. (2005) found that 36 percent of the 22 clients with schizophrenia or
schizoaffective disorders were unable or unwilling to use the device in their home setting.
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Peer support/mutual-help groups

An important part of continuing care for many people with mental and substance use disorders is
the use of mutual-help groups, and a variety of mutual-help Web sites, chat rooms, and services
are available for this purpose. Although the use of mutual help, because it is not treatment per se,
is beyond the scope of this TIP, articles are available that discuss the use of Web-based mutual
help and its potential benefits and problems (Barak et al., 2010; Bennett, Reynolds, Christensen,
& Griffiths, 2010; Griffiths et al., 2009; Melling & Houguet-Pincham, 2011).

Barak et al. (2010) cited evidence, mostly from outside the behavioral health field, indicating
that online support groups can be effective at improving participants’ sense of empowerment and
well-being. They identified research that indicates that the following factors, which are involved
in online peer support, can help participants:

The exchange of relevant knowledge

The psychological effects of writing

Giving and receiving emotional support

Discovering that one’s experiences are not unique

Gaining social recognition

Creating and sustaining interpersonal relationships

Helping others

Getting assistance in making decisions

Sharing personal experiences

Experiencing fun/amusement

Although data are limited, the available data suggest that many individuals with either mental
illness or concerns about mental illness symptoms do seek help and support online. For example,
in an Australian survey of 74 college students, 53 percent of participants reported using the
Internet for mental health support (O’Dea & Campbell, 2011).

Many individuals with mental illness, especially those who are younger, also commonly use
online social networking sites and chat forums, suggesting that they would use peer support Web
sites. For example, according to a National Alliance on Mental Illness survey of 274 young adult
members, 94 percent of members with mental illness used social networking Web sites (Gowen,
Deschaine, Gruttadara, & Markey, 2012). Respondents with a mental disorder were also
significantly more likely to use such sites to make friends or connect with people with similar
interests than were other respondents (typically family members of individuals with mental
illness).

In most cases, there are few or no data on the potential benefits or drawbacks of Internet support
groups for people with mental or substance use disorders. For example, in their review of such
groups for individuals with depression, Griffiths et al. (2009) concluded that “the evidence is not
of sufficient quality or strength to inform decision making” (p. 9). In a later review of Internet
peer support for depression, Melling and Houguet-Pincham (2011) reached essentially the same
conclusion, although they found anecdotal evidence to support the use of such groups.

Haug et al. (2008) reported positive anecdotal evidence from a German program that used an
Internet chat group for continuing care following inpatient treatment for severe psychosomatic or
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neurotic disorders. Internet chat groups enabled geographically dispersed individuals to continue
group interactions that began while they were in treatment. Houston et al. (2002) followed a
group of users of one of five online depression support groups who self-selected to participate in
the study for a 1-year period to evaluate changes in depressive symptoms (according to the CES-
D). They found that individuals who were frequent users of the group (i.e., used it for 5 or more
hours in a 2-week period) were more likely to gain remission from depression (i.e., had CES-D
scores of 22 or lower) than were less frequent users, even after controlling for demographic
factors and baseline CES-D scores.

However, there is some evidence that such groups may not be beneficial for clients with serious
mental illness, particularly if they are unmoderated. Kaplan et al. (2011) randomly assigned 300
individuals with a schizophrenia spectrum or affective disorder to an unmoderated peer-support
electronic mailing list, to an unmoderated peer-support Internet bulletin board, or to a waitlist
control group. Although an intent-to-treat analysis did not find significant differences in
outcomes among the three groups, a post hoc analysis did find that participants who reported
greater use of either form of Internet peer support reported significantly more psychological
distress than did individuals with low levels of participation. Also, among peer support users,
there was a significant correlation between having more positive experiences with the support
group and having more psychological distress. The authors observed that most of these
participants, who were recruited from Web sites and email newsletters for people with mental
illness, were currently engaged in treatment for their mental illness and had relatively high rates
of employment and marriage/being partnered, which may have marked the group as different
from other treatment-seeking samples. Also, they noted that the unmoderated nature of the two
support groups may have made a difference in how those interactions affected participants.

Interventions for family members

Web-based services aimed at family members of people with mental illness may improve family
members’ abilities to address problems, such as the return of symptoms as well as other aspects
of family members’ behavioral health (Stjernswiird, Ostman, & Léwgren, 2012). Grover et al.
(2011) reported on a Web-based intervention for family members of people with AN in the
United Kingdom. Compared with a control group who received standard support services,
participants who used the program had significantly greater reductions in anxiety and depression
as measured with the Hospital Anxiety and Depression Scale and in levels of expressed emotion
(i.e., overinvolvement and criticism in response to their family member’s eating disorder), as
evaluated with the Level of Expressed Emotion Scale.

Rotondi (2010) described and provided some data for a Web-based intervention for clients with
schizophrenia and their families called Schizophrenia Online Access to Resources (SOAR). The
intervention provides multifamily psychoeducation; teaches skills to improve self-efficacy, self-
management of symptoms and effects of the disorder, and problem-solving abilities; provides
mechanisms for peer support; and helps users identify and meet their own goals. In developing
the SOAR Web site, designers considered the types of cognitive deficits people with
schizophrenia often face to produce a more usable site (e.g., by using memory aids to help with
navigation, requiring a minimal amount of abstract thinking, not using decorative features that
might distract users). Specific components of the SOAR program included three therapy groups
(one for clients with schizophrenia only, one for a client’s family members and others in his or
her support network, and a multifamily group for all site users), a module that allowed users to
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ask questions of experts anonymously, educational resources, and a list of community resources.
Preliminary data indicate that the site was well-received and often used by clients and their
families, and users with schizophrenia had significantly less perceived stress and significantly
greater reductions in positive symptoms of schizophrenia compared with a treatment-as-usual
control group.

In another publication, Rotondi et al. (2010) reported on 1-year outcomes for participants in the
SOAR pilot study (31 people with schizophrenia and 24 support people). They found that,
compared with those who received usual care alone, those who used the intervention had
significantly greater reductions in positive symptoms and significantly greater increases in
knowledge about their disorder. Support people who used the intervention, compared with those
connected to participants in the control group, also had significantly greater increases in
knowledge about the disorder. Glynn, Randolph, Garrick, and Lui (2010) conducted a small
(N=36) preliminary evaluation of a Web-based program (the Online Relative Support Program)
to provide the families of people with schizophrenia with psychoeducation and support. The
program was well-received by users, but it appeared to have only a minimal impact on outcome
measures for the person who had schizophrenia compared with data from comparable clients.
Dausch et al. (2009) provided a case history of a client with a schizoaffective disorder who was
participating in family-focused video conferencing therapy with his mother.

The U.S. military and VA have developed Web sites to help family members of veterans with
mental or substance use disorders. For example, VA has developed an online psychoeducational
program for family members of individuals with schizophrenia that has been well-received in
pilot testing (Glynn et al., 2010). Another psychoeducational Web site for family members of
military personnel/veterans with PTSD has been pilot tested, and 57 percent of users reported
taking action to discuss PTSD symptoms with a family member; between 82 and 95 percent of
those individuals believed that discussion was beneficial (Roy et al., 2012).

Promoting Compliance, Engagement, and Retention

Data are limited concerning potential problems with treatment compliance and retention for
phone- and computer-based interventions, but there are some indications that there may be more,
or at least different, problems in these areas than are found with traditional methods of treatment
delivery. For example, Kiluk et al. (2011) found that only 15 percent of the 75 randomized trials
of computer-assisted therapies they evaluated had retention rates of 80 percent or higher. Many
studies also failed to report compliance data. A review by Waller and Gillbody (2009) did find
higher, but not significantly so, dropout rates for participants using Web-based interventions
compared with those receiving services in person, but they also observed that this was not the
case in every trial they reviewed. Personal circumstances (e.g., a lack of time) were most often
cited as the reason for dropping out of Web-based programs. On the other hand, a number of
users of Web-based interventions, in giving their reasons for use, stated that they would not have
bothered to seek services from a healthcare provider (given that most of the interventions
reviewed took place in Europe, this usually referred to primary care doctors).

Research suggests that telephonic interventions may reduce attrition relative to in-person
interventions. A meta-analysis of telephone-based interventions for depression found a relatively
low rate of attrition (7.6 percent) across 12 different studies (Mohr et al., 2008). Studies that used
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a mental health professional rather than a professional from outside the behavioral health field,
those that provided individual rather than group services, and those that used CBT rather than
another orientation for treatment all had significantly lower attrition rates.

A more recent study found significantly higher attrition for people receiving CBT treatment for
depression in person than for those receiving such treatment by phone (Mohr et al., 2012). That
study found the largest difference in attrition during the first 5 weeks of treatment. Some video
conferencing interventions have also had relatively high retention rates. For example, a Spanish
study of video conferencing for a variety of mental disorders retained 130 of 140 participants for
the full 24 weeks of treatment (De Las Cuevas, Arrendondo, Cabrera, Sulzenbacher, & Meise,
2006). VA’s small (N=27) pilot study of an intervention that combined two-way interactive text
messaging and ecological momentary assessment was able to increase participant involvement
significantly (going from a rate of 23 percent in the first cohort to 89 percent in the second
cohort) by changing to scheduled messages rather than random ones and providing a single
electronic device to do both tasks rather than two devices (Smith, Harms, et al., 2012).

Researchers have found some ways to improve retention for Web-based treatments. For example,
a research group in Germany, by using email reminders and nonfinancial incentives, was able to
maintain a relatively high rate of retention across interventions for depression (Moritz et al.,
2012), OCD (Moritz, Jelinek, Hauschildt, & Naber, 2010), and trichotillomania (Moritz & Rufer,
2011). In an article discussing best practices for online therapy, Abbott, Klein, and Ciechomski
(2008) suggested that incorporating graphics and media files into treatment materials and
requiring homework exercises can improve client engagement and retention.

Compliance with Web-based treatment may also be improved by using guided rather than
unguided interventions. For example, research comparing guided and unguided online treatments
for SAD found significantly better compliance among participants who received the guided
intervention (Nordgreen et al., 2012). Participants who perceived their treatment as highly
credible were also significantly more likely to comply with treatment protocols than were those
who perceived the treatment as less credible. Titov, Andrews, Choi, Schwencke, & Mahoney
(2008) also found greater compliance among participants who received a guided online
intervention for social anxiety symptoms than among those receiving an unguided intervention.

In a series of studies concerning factors associated with Web-based treatment compliance for
both anxiety and depressive disorders, Hilvert-Bruce, Rossouw, Wong, Sutherland, and Andrews
(2012) found that greater contact with clinicians was associated with greater treatment
compliance, even if that contact was only in the form of email to motivate the client to complete
the entire course of treatment. In addition, they found that after implementing four practices to
improve compliance, based on findings from prior research (i.e., allowing clients more choice
over the course and timing of online modules, requiring a higher initial fee to use the program
and less money per session, providing customized reminders in addition to automatic reminders,
and ensuring that clients had clinician contact), full compliance with the treatment increased
significantly from 37.9 percent to 60 percent of users. Despite participants who completed these
treatments having significantly greater decreases in mental distress (as measured by the Kessler
10-Item Scale) than noncompleters, noncompleters also had significant improvements in this
area, and both completers and noncompleters showed a similar pattern of correlation between the
number of treatment modules completed and lower ratings of mental distress.
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New technology can also be used to improve engagement and retention for clients receiving
traditional behavioral health services. Seal et al. (2012) reported on a VA program in which 73
people who had been screened via a telephone screening system as possibly having one or more
mental disorders were either given four sessions of motivational interviewing via phone and
referred to treatment or referred and given four neutral phone calls providing logistical information
about behavioral health services. Using an intent-to-treat analysis, the authors found that
participants who received the intervention were more than twice as likely to enter a behavioral
health program as those in the control group and had significantly higher rates of retention after
receiving services.

Researchers conducted a small pilot study where 24 adult children of people with an alcohol use
disorder were randomly assigned to 10 weeks of group therapy; to use of a computer program
(Comprehensive Health Enhancement Support System [CHESS]) that provided resources to
improve social relatedness, coping competence, and motivation; or to both group therapy and
CHESS (Gustafson, Shaw, et al., 2011). Average attendance at weekly group sessions increased
from 38 percent to 82 percent when CHESS was added to group psychotherapy. Also, users of
the CHESS program had, on average, a 10 percent improvement in self-reported quality of life,
but those who received group therapy only experienced a decline in quality of life during the
same period. However, given the small sample size, no tests of significance were performed.

Technology in the Treatment of Substance Use Disorders

New technologies have many potential uses for substance use disorder treatment programs, both
as stand-alone interventions and as ways of improving existing services. They may also reach
populations who might not otherwise seek such services. A number of authors have observed
that clients seeking Web- and phone-based substance use disorder treatment services are more
likely to be younger and often have responsibilities that make use of traditional treatment
services difficult (Swan & Tyssen, 2009). However, only a couple of studies have attempted to
evaluate how individuals using such services may differ from those who use traditional
substance use disorder treatment services. Data from Australia indicated that clients seeking
substance use disorder treatment services online or by phone (n=277) were more likely than
those seeking such services in person to be female, and those seeking services online were
significantly younger and more likely to be employed than those seeking services by phone or in
person (Swan & Tyssen, 2009).

Lieberman and Huang (2008) surveyed 1,060 individuals who sought an online assessment of
their drinking, who had AUDIT scores of eight or higher (indicating at least problematic
drinking), and who agreed to participate in the study. They compared demographic and other
factors for this group with those of 952 clients in the outpatient treatment arm of a large national
study (Project MATCH). Participants who used the Web site were significantly younger, more
likely to be female, and more likely to be employed than the outpatient group. The mean AUDIT
score for Web site users was 20, which, despite being significantly lower than that of the
treatment group (who had a mean score of 26.1), still indicated a high level of alcohol-related
problems. Users of the Web site had a significantly lower level of problem recognition and
greater level of ambivalence about drinking (both according to the Stages of Change Readiness
and Treatment Eagerness Scale) compared with those in outpatient treatment. The authors
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concluded that a Web-based intervention to increase motivation for treatment would be useful
and could reach individuals who were not yet prepared to enter traditional treatment.

Cucciare et al. (2009) reviewed research on a number of areas where Internet technology can
support existing substance use disorder treatment services, including in the provision of brief
motivational interventions, concurrent recovery monitoring, and long-term recovery
management. An earlier review by Copeland and Martin (2004) concluded that, in spite of
limited data and methodological problems with some studies, Web-based interventions were
effective alternatives to standard substance use disorder treatment for clients who were less
severely dependent and for brief interventions. Rooke, Thorsteinsson, Karpin, Copeland, and
Allsop (2010) conducted a meta-analysis of computer- and Web-delivered interventions for
either alcohol or tobacco use and found an overall, weighted average effect size of 20 (p<0.001)
for the 42 studies they identified, with the tobacco interventions having significantly lower effect
sizes compared with interventions targeting alcohol. They also determined that many common
components of these interventions (e.g., group discussion, entertaining features, normative
feedback, a focus on relapse prevention) did not significantly influence effect size.

Computer-based interventions for drug use disorders are less common than those for tobacco or
alcohol use. In a review of such interventions, Moore et al. (2011) found 12 studies that they
considered of at least moderate quality (11 of which used control conditions). They concluded
that, compared with control conditions (most often treatment as usual, followed by assessment
only), computerized interventions were associated with significantly greater reductions in drug
use according to self-report and urinalysis during the treatment period, with some evidence that
the effects continued after treatment. They also observed that clients were generally satisfied
with computerized interventions and had similar levels of engagement and retention to those
found in interventions delivered in person by a counselor. In addition to its use as a way to
deliver treatment, computer and Internet technology can also be used to support treatment in a
variety of ways. For example, Alemi et al. (2005) discussed the use of email communication to
increase family involvement in a client’s substance use disorder treatment and, in particular,
using the family to improve a client’s motivation for change.

Use in Screening and Assessment

In general, screening for substance use disorders and/or potentially harmful use conducted by
computer, whether at a terminal in a treatment facility or over the Internet, appears to be as
effective as self-administered screening instruments that use paper and pen (Miller et al., 2009).
Some research also indicates that clients may prefer revealing certain types of information when
using a computer rather than directly to another person (Butler et al., 2001; Erdman, Klein, &
Greist, 1985; Lessler et al., 2000). For example, research on the computer-delivered Addiction
Severity Index-Multimedia Version (ASI-MV) found that individuals were significantly more
likely to disclose about a number of different things (e.g., sedative use, the importance of
substance use disorder treatment, legal difficulties, family conflict) on the ASI-MV than when
another person administered the index (Butler et al., 2009). Research also indicates that
automated assessments are well-received by substance use disorder treatment clients (Hile &
Adkins, 1997).

Miller, Kraus, Kaak, Sprang, and Burton (2002) compared three different methods for
completing a variety of alcohol screening instruments: paper and pencil, delivery via the Internet,
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and delivery via the Internet with an interruption to simulate conditions that might occur for
some individuals using a Web-based screener. They found no significant differences among the
three assessment methods. The instruments they evaluated were the Alcohol Dependence Scales,
the AUDIT, the Rutgers Alcohol Problem Index, and the University of Rhode Island Change
Assessment. Many commonly used substance use disorder screening and assessment instruments
have been adapted for computer/Internet use and found to be valid in that format. For example,
the ASI has been adapted for Internet and automated telephone use and was found to be reliable
compared with in-person assessments and based on polls that gauged general satisfaction among
users (Brodey et al., 2004). The ASI-MV has also been found to be reliable, valid, and well-
received by users when administered by computer (Butler et al., 2001; Butler et al., 2009).
Researchers have also found the Alcohol Timeline Followback instrument to be reliable when
administered by telephone or computer (Sobell, Brown, Leo, & Sobell, 1996).

There are also some substance use disorder screening and assessment instruments that have been
developed specifically for delivery over the Internet. For example, the Dynamic Assessment and
Referral System for Substance Abuse (DARSSA) is a computerized screening and assessment
program that provides personalized feedback and referrals to treatment when appropriate.
DARSSA was evaluated with a group of 85 patients from an emergency department (ED) and
progressive care unit at a large urban hospital, and it identified 48 percent of participants as
engaging in risky substance use, including a number of participants who had not been so
identified during their medical assessments (Boudreaux et al., 2009). In that pilot study, 42
percent of the participants identified as engaging in risky substance use accepted the DARSSA
referrals to treatment.

Vernon (2010) reviewed seven studies of online drinking assessments not discussed here, most
of which use the AUDIT or Stages of Change Readiness and Treatment Eagerness Scale for
screening purposes, but did not provide any conclusions about the effectiveness of those
instruments when administered online. He did, however, note that those studies found that
between 12 and 63 percent of site visitors completed the assessment instrument, with an average
across instruments of 56.4 percent of visitors.

Video conferencing can be used to assess substance use disorders, but not all studies have found
that assessments made using this technology were as effective as those made in person, at least
with specific populations. For example, a study conducted with 53 American Indian veterans
found that substance use disorders were significantly more likely to be assessed following an in-
person interview than they were when the same clients were assessed by different interviewers
via video conferencing, whereas there were no significant differences in other behavioral health
diagnoses (Shore et al., 2007).

Use in Early Intervention

The line between prevention and early intervention is not always clear, and a number of the
prevention programs discussed previously may also be considered early intervention programs,
because they provide a brief intervention aimed at decreasing alcohol use or else helping people
whose drinking is risky to determine whether they have a problem warranting further treatment.
Similarly, some programs (Williams, Herman-Stahl, Calvin, Pemberton, & Bradshaw, 2009)
have been used with general population samples, and in that application, they have a preventive
function. As Cucciare and colleagues (2009) noted, technology facilitates the collection of
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personal data on substance use patterns and can be used to generate personalized feedback with
much less time and effort than was needed in the past. Web sites that offer screening are also a
good way to interest people who are concerned about their drinking in considering treatment and
in receiving information about treatments and links to resources (Lieberman & Massey, 2008;
Linke, Murray, Butler, & Wallace, 2007; Vernon, 2010).

Vaca, Winn, Anderson, Kim, and Arcila (2011) conducted a 6-month telephone interview
follow-up of 221 emergency room patients (57 percent of the 385 participants who had enrolled).
The study was designed to increase and enhance the use of ED-based alcohol screening, brief
intervention, and referral to treatment (SBIRT) by introducing ways that computers could reduce
the burden of SBIRT on ED staff members and facilitate ED-SBIRT by organizing and making
use of the information gathered through computerized screening with the development of a
computer-guided brief negotiated interview and a computer-generated personal alcohol reduction
plan. Excluding individuals who were intoxicated at the time, medically unstable, and/or being
held for psychiatric evaluation, 4,375 patients were screened by computer using questions from
the AUDIT; 781 (18 percent) screened as at risk for alcohol use problems and received both a
computerized brief intervention (including feedback, reasons to cut down, goal setting, and
readiness to change) and a personalized printed alcohol reduction plan. (Patients whose AUDIT
scores were 19 or greater were seen by a social worker and referred to treatment, and they were
thus not eligible for the study.) Of 586 eligible subjects, 385 participants agreed to be
interviewed by phone after 6 months, but only 221 completed the interview. At the follow-up
assessment, 47 percent of those who had screened as engaging in risky drinking no longer met
criteria for risky drinking. Readiness to change, as assessed by the program, was a good predictor
of who would lower their drinking beneath recommended limits.

Cunningham, Wild, Cordingly, Van Mierlo, and Humphreys (2009) described and evaluated a
Canadian Web site (http://www.checkyourdrinking.net/CYD/CYDScreenerP1 0.aspx) using
participants (N=185) who had previously been screened as meeting at least minimum criteria for
risky drinking (i.e., AUDIT-Consumption [AUDIT-C] scores of 4 or higher). Participants were
randomly assigned either to use the site or to fill out a written survey about the features they
believed should be included on the site. Users of the site answered a brief series of questions and
then received individualized feedback concerning their drinking, its potential effects, and related
factors (such as drinking norms for people in their age group from their country). Participants
completed questionnaires before using the site and then 3 and 6 months after. For individuals
included in the study whose drinking was problematic (i.e., those who had AUDIT-C scores of
11 or higher at baseline), use of the Web site was associated with significant reductions in
weekly alcohol consumption and in AUDIT-C scores at the 3- and 6-month assessments, with a
typical reduction of between six and seven drinks per week.

A similar self-assessment Web site available in Finland was evaluated by Koski-Jannes,
Cunningham, Tolonen, & Bothas (2007), using a sample of 343 self-selected users of the Web
site. Participants completed a short set of questions that incorporated the AUDIT as well as other
questions about the psychosocial consequences of their drinking. They were then provided with
personalized feedback about their drinking and information about normal drinking in Finland.
Participants were self-selected, so the authors compared their drinking patterns and AUDIT
scores to those of a random sampling of other users of the Web. Those who agreed to participate
in the study had significantly higher AUDIT scores as well as greater levels of consumption.
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Participants were assessed at baseline and again 3 months later. At the follow-up assessment,
AUDIT scores dropped significantly from a mean of 16.6 to 13.8; additionally, drinks consumed
per week, drinks consumed on the last drinking occasion, and drinking consequences all declined
significantly.

Another study of computerized screening and brief intervention for problem drinking was
conducted at Boston University with 235 first-year students who had been screened as engaging
in unhealthy drinking (i.e., had AUDIT scores of 8 or greater) and who completed both an initial
and a 1-month postintervention assessment (Saitz et al., 2007). Participants were assigned to
receive either a minimal or a more extensive (but still brief) intervention (the latter including
three additional Web-based screenings) delivered over the Web. There were no significant
differences between the two brief interventions; participants in both groups decreased their
alcohol use, with 15 percent of the men and 33 percent of the women no longer meeting criteria
for unhealthy alcohol use at the follow-up assessment. The interventions had a greater effect on
women than men, and female (but not male) participants had significantly fewer drinks per week
and fewer heavy drinking episodes after the intervention.

In an Australian study, 2,435 college students who had previously been screened as potentially
having problems with drinking (i.e., had AUDIT scores of 8 or more and exceeded the Australian
Government’s drinking guidelines at least once in the prior month) were randomly assigned to an
online screening and brief intervention site or to an online assessment-only control group (Kypri
et al., 2009). At both 1 and 6 months after the intervention, those who used the intervention
drank significantly less overall and significantly less frequently than did individuals in the
control group. Web site users drank 17 percent less than control group members at the 1-month
assessment and 11 percent less at the 6-month assessment. The follow-up rates and
demographic/clinical profiles were comparable for intervention and control groups, with 65
percent of both groups available for the 6-month follow-up. In another article on the
development of this program, Hallett, Maycock, Kypri, Howat, and McManus (2009) noted that
99 percent of users found it easy to complete, 76 percent said it gave them information that was
relevant to their lives, and 55 percent stated that they would recommend it to others.

In another Australian study, Kay-Lambkin, Baker, Kelly, and Lewin (2012) randomly assigned
individuals who were experiencing moderate or greater levels of depressive symptoms (i.e., had
BDI scores of 17 or higher) and who used more alcohol than suggested by Australian national
guidelines and/or used marijuana more than once per week to receive one in-person introductory
treatment session followed by nine sessions of motivational interviewing/CBT delivered in
person, supportive counseling delivered in person, or motivational interviewing/CBT delivered
mostly by computer. Although 274 participants were assigned to treatment arms, only 163
completed an assessment 3 months after the start of the study, and outcome data were only
reported for those 163. At the 3-month assessment, participants who received the computerized
treatment had significantly greater reductions in alcohol use and reported significantly less
alcohol use than did participants in either of the other treatment groups. However, a comparative
trial of an identical brief intervention with personalized feedback delivered either in person or by
computer with 84 college students who had previously screened as being at risk for alcohol use
disorder found no significant differences in outcomes between the two methods of delivery
(Butler & Correia, 2009). Participants receiving either version of the intervention did have
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significantly better outcomes (in terms of quantity and frequency of alcohol consumption) than
did members of a no-treatment control group.

DoD has conducted research evaluating factors associated with better outcomes for military
personnel who used either a Web-based early intervention for drinking or a Web-based alcohol
prevention intervention (Williams et al., 2009). In this study, personnel selected from all service
branches were randomly assigned to the Drinker’s Check-Up program (a brief motivational
interview that included personalized feedback about drinking; n=1,483), the Alcohol Savvy
program (an alcohol use disorder prevention program developed for workplace delivery; n=688),
or a no-treatment control group (n=919). Use of the Drinker’s Check-Up was found to be
associated with significantly better drinking-related outcomes during the 6-month follow-up
period, whereas the Alcohol Savvy program was not. In evaluating mediating factors, the authors
found that there was strong support for the effect of perceived descriptive norms concerning
others’ drinking on alcohol outcomes, but only the Drinker’s Check-Up intervention had the
expected effect on participants’ perceptions of drinking norms. In fact, users of the Alcohol
Savvy program began to perceive others as drinking more than they had prior to using the
program.

Computer technology can help improve motivation for treatment. Lieberman and Massey (2008)
evaluated an online motivational intervention with 244 people whose drinking had been
identified as problematic. Prior to intervention, 46 participants had stated that they were very
interested in some form of treatment for their drinking, and 69 people said they were somewhat
interested; after the intervention, those numbers rose to 68 and 90, respectively. Computer or
Internet approaches offering early intervention for illicit drug use are less common than those for
alcohol. Ondersma et al. (2007) evaluated a brief motivational intervention to reduce illicit drug
use among postpartum women. For the evaluation, 107 women who had recently delivered
children at a large urban hospital were randomly assigned to receive the 20-minute computer-
based intervention along with some printed educational materials or to participate in an
assessment-only control group. At a 4-month follow-up assessment, women in the control group
had increased their drug use, but women who received the intervention had decreased use; for
drugs other than marijuana, decreases were significant (p<0.05).

Use in the Treatment of Alcohol Use Disorder and Problem Drinking

A number of Web-delivered interventions for problem alcohol use are available; some overlap
with interventions for alcohol prevention or early intervention and have thus been discussed
previously. Additionally, some interventions address both alcohol and illicit drug use and are
discussed under “Use in the Treatment of Illicit Drug Use Disorders.” Interventions that target
clients with a diagnosable alcohol use disorder are somewhat less common. Such interventions,
though, have the potential to reach clients who might not otherwise seek treatment (Lieberman &
Huang, 2008). Vernon (2010) reviewed eight studies of online treatments for problematic alcohol
use in nonclinical samples. None of the studies were limited to individuals with alcohol use
disorders, but those studies that did provide information on alcohol consumption suggested that
clients were consuming amounts similar to those seen in standard treatment settings, although
other data suggested that participants were experiencing fewer negative consequences than
typically seen in standard treatment settings. With one exception, participants showed significant
improvements in at least one outcome measure, but given wide variations in measures, types of
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interventions, and varied use of control groups, it was not possible to draw conclusions about the
relative effectiveness of the interventions studied.

Squires and Bryant (2010) reviewed research on six different TAC interventions for problematic
alcohol use/alcohol use disorders. They found that, in general, these interventions achieved
reductions in alcohol consumption and/or alcohol-related problems, but most had only
preliminary/modest data supporting their use. Only two interventions reviewed are available
commercially: the Behavioral Self-Control Program for Windows and the Drinker’s Check-Up.

Dutch researchers compared a Web-based, therapist-delivered intervention (n=68); a fully
automated, Web-based self-guided intervention (n=68); and a waitlist control group (n=69).
Using an intent-to-treat analysis, they found that outcomes were significantly better for
participants in the therapist-delivered intervention than for those in the self-guided intervention
and significantly better for participants in the self-guided intervention than for those in the
control group (Blankers et al., 2011).

Interventions to reduce alcohol use/treat alcohol use disorders can also be implemented in
medical settings. Hasin et al. (2013) evaluated a phone-based intervention (HealthCall) that used
interactive voice response technology plus motivational interviewing to reduce heavy drinking
among primary care patients with HIV (N=258). The intervention was associated with
significantly fewer drinks per day in comparison with a treatment-as-usual control group and
fewer, but not significantly so, drinks per day in comparison with motivational interviewing
alone. However, when only those participants who had alcohol dependence were included (about
half the sample), use of the phone-based intervention was associated with significantly fewer
drinks per day than motivational interviewing plus standard treatment as well as standard
treatment alone.

Hasin et al. (2014) evaluated a version of HealthCall adapted for smartphones with a group of 41
people being treated for HIV who had alcohol dependence and compared results with 43
individuals with alcohol dependence who used the standard phone-based version of the
intervention, who had been included in the Hasin et al. (2013) study. Participants used
HealthCall on significantly more days when it was available on smartphones than on standard
phones, but there were no significant differences in the number of drinks per day.

Dulin, Gonzalez, and Campbell (2014) conducted a pilot test (N=28) of another smartphone
intervention known as Buddy Steps, which helps reduce alcohol consumption in people with less
severe alcohol use disorders. Buddy Steps was designed to enhance motivation for change, help
participants avoid high-risk situations, improve social support networks, assist participants in
managing cravings, enhance problem-solving skills, promote engagement in nondrinking
activities, and teach assertive communication skills. Participants significantly decreased heavy
drinking (from 46 percent of their days prior to treatment to 25 percent while using the program)
and reduced the average drinks per day by 25 percent.

Barnett, Tidey, Murphy, Swift, and Colby (2011) reported on a small (N=20) trial that evaluated
a contingency management intervention to reduce alcohol consumption that used a Secure
Continuous Remote Alcohol Monitoring (SCRAM) ankle bracelet. The SCRAM anklet is locked
onto the ankle and has sensors that evaluate ethanol vapor from the skin to assess alcohol use as

1-72



Using Technology-Based Therapeutic Tools in Behavioral Health Services  Section 1—A Review of the Literature

well as tampering. Participants received cash incentives for days of abstinence following 1 week
of normal drinking. In the second and third week of the study, participants had significant
reductions in days abstinent and in measures of average and peak alcohol concentration.

Cognitive bias modification software (see the “Interventions to Reduce Trait Anxiety and
Subclinical Anxiety Symptoms” section) has also been used with clients who have alcohol use
disorders; preliminary research suggests that it is effective in altering clients’ attitudes toward
alcohol and alcohol-related cues, but more data are needed to determine how changes in attitudes
translate into behavioral changes (Wiers, Eberl, Rinck, Becker, & Lindenmeyer, 2011).

Cunningham and Van Mierlo (2009) provided a different type of review of studies of Web-based
interventions for problem drinking/alcohol use disorders, focusing not on results, but rather on
positive and negative aspects of study design. Among the problems they identified with research
to date on this type of intervention are difficulties in generalizing results to real-world settings,
reliance on self-selection for samples, lack of suitable control groups, and poor follow-up rates.

Video conferencing-based group therapy has been used for people with alcohol use disorders. In
a pilot study, the intervention was well-received by participants and had a relatively high level of
attendance and low level of attrition (Frueh, Henderson, & Myrick, 2005). Many interventions
for alcohol use disorders or problem drinking have high dropout rates (Vernon, 2010). On the
plus side, Dutch research indicates that a Web-based program for problem drinking attracted
clients who might not otherwise seek treatment (Postel, De Haan, & De Jong, 2010).

Use in the Treatment of Smoking/Smokeless Tobacco Use

Interventions that use modern communication technology to help people stop using tobacco
(either smoked or smokeless) are relatively widespread and able to reach a large client
population in a timely and cost-effective manner (Leykin, Barrera, & Mufioz, 2010). Research
and numerous reviews of phone- and Web-based interventions for smoking cessation have
generally found the interventions to be effective, especially compared with no-treatment controls
or printed materials (Chen et al., 2012; Myung, McDonnell, Kazinets, Seo, & Moskowitz, 2009;
Shahab & McEwen, 2009; Stead et al., 2007; Whittaker et al., 2012). Most Web- and phone-
based smoking cessation studies, however, do rely on self-report for evaluating smoking rates,
which may mean that such research undercounts the amount of actual smoking (Kiluk et al.,
2011). However, An, Klatt, et al. (2008) found a relatively low underreporting rate when they
used carbon monoxide tests to confirm self-reports.

Phone-based interventions

Phone-based interventions such as quitlines are widely used and well-evaluated. A few large-scale
reviews have been conducted that support the effectiveness of quitlines and other phone-based
counseling services for smoking cessation (Fiore, Bailey, & Cohen, 2000; Lichtenstein, Glasgow,
Lando, Ossip-Klein, & Boles, 1996; Stead et al., 2007; Tzelepis, Paul, Walsh, McElduff, &
Knight, 2011). Quitlines—in which a caller initiates a request for help with cessation—are
available in all 50 states, plus Puerto Rico and the District of Columbia (Cummins et al., 2007). A
review of the 52 U.S. quitlines (Cummins et al., 2007) found that most are capable of handling
calls in more than one language (with a mean of two languages), receive calls a mean of 97 hours
per week, and provide counseling services for a mean of 86 hours per week.
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All of the U.S. quitlines provide some form of multisession counseling, with 61.5 percent
allowing for follow-up sessions initiated by the caller and 28.8 percent providing proactive
follow-up (i.e., calls initiated by the counselor). These quitlines offer a mean of five sessions of
counseling, with a typical first session lasting about 30 minutes and follow-up sessions lasting
about 17 minutes. Approximately one third (34.6 percent) also provide free nicotine replacement
medications. From 2004 to 2005, approximately 1 percent of people who smoked in the United
states called such quitlines; the rates for particular states varied from .01 to 4.28 percent, with a
strong correlation between the amount of funding for the state’s quitline and the percentage of
people who smoked in the state who used it. In general, researchers have not investigated
different components of quitlines, but in an update of a meta-analysis originally conducted for
the Cochrane Collaboration, Stead et al. (2007) determined that quitlines that provided proactive
counseling increased the odds of successful smoking cessation 1.41 times (95 percent confidence
interval [CI]: 1.27-1.57).

In a meta-analytic review of 24 randomized controlled studies specifically involving proactive
telephone counseling for smoking cessation, Tzelepis et al. (2011) concluded that, compared
with mutual-help materials or no-intervention control groups, such interventions were associated
with significantly better point prevalence abstinence outcomes 6 to 9 months after study entry,
but not 12 to 15 months after. Compared with no-treatment and mutual-help material controls,
such interventions were also associated with significantly higher rates of 3 or more months of
continuous abstinence at both 6 to 9 months and 12 to 15 months after entry. Study quality and
recruitment methods did not affect results in regard to point prevalence abstinence, but studies of
worse quality were associated with higher rates of continuous abstinence at 6 to 9 months,
although not at 12 to 15 months. Quitlines and telephone-based cessation counseling also appear
to be effective for young adults, a population difficult to reach with cessation initiatives (Rabius
et al., 2004; Sims et al., 2012).

Mobile phone interventions

Mobile phones can also be used in smoking cessation efforts, typically using text messages or
video instead of audio communication. Whittaker et al. (2012) reviewed five randomized or
quasi-randomized trials that provided at least 6 months of follow-up data on mobile phone
interventions (including Free et al., 2011). They found that such interventions were associated
with significantly higher rates of abstinence from smoking for 6 months or more compared with
control conditions. However, results varied a good deal across studies, with much stronger
results from three of the five studies than from the other two.

Three of the studies included in the Whittaker et al. (2012) review used the TXT2STOP program
(which involves sending text messages to mobile phones), as delivered in either New Zealand or
Great Britain. In the most recent of these studies, Free et al. (2011) randomly assigned 5,800
individuals who smoked to receive regular, automated, tailored text messages sent as part of the
TXT2STOP program or to receive regular messages thanking them for their participation (the
control group). They found those who used TXT2STOP were significantly more likely to have
biochemically verified continuous abstinence for the 6-month follow-up period than were
participants in the control group, and this held true when participants lost to follow-up were
counted as smoking. For more information on TXT2STOP, see Part 1, Chapter 1 of this TIP.
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As might be expected, not all aids for smoking cessation can be considered adequate. Abroms,
Padmanabhan, Thaweethai, and Phillips (2011) reviewed iPhone applications sold as cessation
aids and found that few, if any, complied with recommended guidelines.

Web-based interventions

A variety of Web-delivered interventions have been developed to help individuals quit smoking
(see description of major cessation Web sites in Leykin et al., 2010). In general, such
interventions have been found to be effective, but the evidence supporting their use is not as
strong as the evidence supporting the use of telephone-based interventions (Chen et al., 2012;
Leykin et al., 2010; Myung et al., 2009; Shahab & McEwen, 2009; Zbikowski et al., 2008). Web
and phone technology can also be combined, which may improve effectiveness (Brendryen,
Drozd, & Kraft, 2008; Graham et al., 2011; Zbikowski et al., 2008). Web-based cessation
programs also appear to provide effective assistance for people trying to quit smokeless tobacco
(e.g., Severson, Gordon, Danaher, & Akers, 2008).

In a comprehensive meta-analytic review, Chen et al. (2012) reviewed 77 publications reporting
on 60 randomized or quasi-randomized controlled trials involving computers and other electronic
aids, including automated mobile phone applications (but not counseling by phone), for adult
smoking cessation. The authors concluded that, overall, such interventions increase the odds of
achieving cessation to a small degree over no treatment or generic self-help materials and that
factors such as the concurrent use of other, nonelectronic interventions and the specific mode of
delivery do not affect those odds significantly. However, they concluded that such interventions
are still highly cost-effective.

Shahab and McEwen (2009) reviewed 11 randomized controlled trials of Web-based
interventions published between 2005 and 2008 and concluded that tailored, Web-based
interventions were more effective than printed psychoeducational materials or email
interventions and that their impact is similar to that of telephone intervention or physician
advice. The authors noted that research generally indicates that only those interventions that are
aimed at people who smoke but are already motivated to quit are effective. Another meta-
analytic review of 22 interventions from around the world (9 Web-based and 13 other computer-
based) also concluded that these interventions, regardless of whether they used the Internet, were
significantly more effective than control groups; their use was associated with cessation rates
similar to those seen in studies of in-person cessation counseling (Myung et al., 2009). The
authors found that, for the seven studies that provided long-term follow-up data (i.e., 1 year or
more), the cessation rate for users of a Web-based cessation program was 9.9 percent (95 percent
CI: 8.9-10.9) compared with 5.7 percent for control groups (95 percent CI: 5.1-6.3).

Leykin et al. (2010) provided a more informal but far-ranging review of research on smoking
cessation programs delivered via the Internet. They summarized research and briefly described
25 such Web sites from around the world. More recent studies by other researchers have
continued to find Web-based cessation programs effective at increasing abstinence, especially
compared with information-only (Graham et al., 2011) or assessment-only (Haug, Meyer, &
John, 2011) control groups.

Contingency management has been used to improve abstinence rates in an online smoking
cessation program for people in rural areas. Stoops et al. (2009) compared outcomes for 35
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people who smoked and received monetary incentives contingent on providing breath carbon
monoxide samples (while on camera to ensure no false samples) indicating abstinence from
smoking with a control group of 33 who received monetary incentives regardless of their
abstinence status. Individuals in the abstinence-contingent group were significantly more likely
to be abstinent during the 6-week intervention.

Dallery and Raiff (2011) discussed some concerns involved in using contingency management in
Web-based interventions for smoking cessation. For example, they emphasized the importance
of intensive monitoring and frequent reinforcement during the initial days and weeks of quit
efforts, as these early periods of cessation efforts are often the most difficult for those trying to
quit; the ability to maintain abstinence throughout the early period increases the likelihood of
long-term treatment success.

Not all Web-based cessation programs have been found to be effective. For example, McKay,
Danabher, Seeley, Lichtenstein, and Gau (2008) found no significant differences in cessation, at
both 3- and 6-month posttreatment assessments, between individuals (N=2,138) randomly
assigned to the Quit Smoking Network smoking cessation program and those assigned to a Web-
based exercise program that gave some encouragement to quit smoking. The authors attributed
the lack of a significant effect to a small number (i.e., one) of median visits to the site for
participants and to a high dropout rate (approximately 61 percent by the 6-month assessment).

Many individuals searching for information about or help with smoking cessation may be
reaching Web sites that are not helpful (e.g., sites run by tobacco companies, sites that use
unproven methods; Bock, Graham, Whiteley, & Stoddard, 2008; Etter, 2006). Bock et al. (2008)
found that only 26 percent of the sites found in searches for smoking cessation information were
actually intended for that purpose, and 31 percent of those had at least some inaccurate
information.

Tailored content

Researchers have found that Web-based smoking cessation programs that are able to tailor their
content to the individual user have significantly better outcomes than those that present static
content, although not for every population (Rabius, Pike, Wiatrek, & McAlister, 2008; Strecher
et al., 2008; Strecher, Shiffman, & West, 2005). A study comparing outcomes for 2,468
individuals who were randomly assigned to use one of six smoking cessation Web sites and for
whom 13-month follow-up data were available found that outcomes for those using interactive or
tailored sites were not significantly better for participants as a whole, but when individuals who
had symptoms possibly indicative of depression (and who also had significantly worse
outcomes) were removed from the sample, the use of more interactive sites was associated with a
significantly (p=.04) higher cessation rate at the follow-up assessment (Rabius et al., 2008).

Severson et al. (2008) compared two versions of the ChewFree Web site (https://chewfree.com),
one providing tailored feedback based on interactions with users and another using a more static
and linear approach. Participants who used the interactive site had significantly higher rates of
abstinence from all tobacco products at both 3- and 6-month postintervention assessments.
Similarly, Strecher et al. (2005) evaluated 3-month cessation rates for 3,971 individuals in Great
Britain and Ireland who were randomly assigned to use either a tailored or a nontailored smoking
cessation Web site (while also using a nicotine patch) and found that those who had the tailored
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intervention were significantly more likely to report 10 or more weeks of continuous abstinence
from tobacco use. They also found that the perceived relevance of the cessation program,
assessed 6 weeks after starting the program, was a partial mediator of outcomes that might
account for better results for those using the tailored intervention.

In another study, Stretcher et al. (2008) evaluated 6-month outcomes for 1,866 people who used
a smoking cessation Web site where five different factors (the depth of tailoring of messages
relating to outcome expectations, the detail of success stories provided to the user, the detail and
amount of attention paid to the user’s perceived barriers to cessation, the degree of
personalization in the introductory session, and the schedule for exposure to key elements of the
Web site) were randomized in 16 different combinations. The authors found that the detail
provided in success stories and the depth of personalization in messages relating to outcome
expectations were both significantly related to cessation outcomes (p<0.04 and p<0.02,
respectively). Also, the detail of success stories interacted with the participant’s education level,
so that for individuals with less than a high school education (but not those with a greater level of
education), highly tailored success stories had a significant relation to outcomes.

Research suggests that messages should be tailored to the client’s stage of readiness for tobacco
cessation to maximize effectiveness (Etter, 2005). Although it is not as common as Web-based
interventions, delivery of tailored content by email is also possible. Dutch researchers found that
individuals who smoked and received tailored email messages regarding cessation (n=224)
reported significantly higher past-week cessation rates than did those who received generic,
nontailored emails (n=234) and reported greater appreciation for the intervention and a stronger
belief in its credibility as well (Te Poel et al., 2009).

Targeted populations

Cessation sites can target specific populations. For example, the RealU site was developed for
students at the University of Minnesota. In an evaluation of the site, An, Klatt, et al. (2008)
randomly assigned students who had previously reported smoking cigarettes in the prior month
to a control group that received a confirmation email that included links to online health
resources or to an intervention group that paid participants with gift vouchers to motivate them to
sign on to the study Web site once a week. At the site, they would report on health and lifestyle
factors, take an interactive quiz on smoking-related or general interest topics, view a student-
written online magazine that included at least one article on smoking or smoking cessation in
college, and receive weekly emails from peer coaches. The rate of past-month abstinence
reported at a 30-week assessment was significantly higher for those who participated in the
intervention; carbon monoxide tests showed a low rate of underreporting, but the difference in
abstinence rates between the two groups was no longer significant at a 6-month assessment.

Another smoking cessation intervention targeting college students using both Internet and mobile
phone text messages was found to have a high success rate in a small (N=31) study of students
who smoked on a daily basis (Riley, Obermayer, & Jean-Mary, 2008). The authors found that 6
weeks after beginning the intervention, 45 percent of participants reported past-week abstinence
from smoking, and 42 percent had prior-week abstinence according to biochemical validation.

Another cessation intervention that uses computer technology targeted toward a specific
population is a program at the University of Texas M. D. Anderson Cancer Center, which uses
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Web-based screening of new cancer patients to identify those who currently smoke as well as
telephone technology to conduct treatment sessions with healthcare providers (Mallen, Blalock,
& Cinciripini, 2006). Preliminary findings from the program evaluation suggested that the
program was effective at significantly reducing tobacco use.

Jones et al. (2010) conducted a pilot test of a Web-based smoking cessation site for people who
are Deaf, which included features such as an online video chat room for sign language
discussions among participants and a trained moderator. The program was well-received by a
small group (N=5) of participants.

Brunette et al. (2011) conducted a pilot study of a computer-based intervention intended to help
motivate people with serious mental illness to quit smoking (N=41). They used a convenience
sample and assigned participants to the intervention or to a waitlist control group. Those who
used the intervention were significantly more likely to show some motivation to quit (e.g.,
talking to a counselor about cessation, starting a cessation program) and to show multiple signs
of motivation than were members of the control group. A later evaluation of this program,
involving 128 people with serious mental illness who smoked, found that 32 percent began
recommended treatment after using the system; 51 percent engaged in cessation-related behavior
(Ferron et al., 2012). In a model that controlled for smoking behavior and other factors (e.g.,
cognitive functioning), self-reported readiness to quit was the only variable significantly
associated with cessation behavior in the 2 months following use of the site.

Web site components

Because smoking cessation Web sites typically include multiple components, An, Schillo, et al.

(2008) evaluated the use of different features of the QuitPlan smoking cessation site

(https://www.quitplan.com) and their relationship to outcomes for 607 registered users of the

site. The features evaluated were:

e Interactive quit planning tools (used by 77 percent of study participants).

e Other informational resources, such as the quit guide and medication guide (used by 60
percent).

e Passive community interaction (e.g., reading other members’ journal posts, viewing the
discussion board; used by 38 percent).

e Interactive diagnostic tools (used by 34.7 percent).

e Active community engagement (e.g., posting to discussion board, writing journal entries;
used by 24 percent).

e One-on-one messaging (used by 11 percent).

e Online counseling (used by 5 percent).

At a 6-month follow-up assessment, 9.7 percent of participants had been abstinent from smoking
for 1 month or more according to self-report. The authors found that people who used the quit
planning tools more than once were more likely to be abstinent; those who used them two or
three times were 1.87 times more likely, and those who used them four or more times were 2.35
times more likely. The use of one-on-one messaging was also associated with increased odds of
being abstinent at the 6-month assessment, but the difference was not significant.

Another possibly helpful feature of smoking cessation programs is the use of peer support
through an online bulletin board or a similar mechanism, which can enable more rapid response
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to participant problems/concerns than can be provided by staff members alone (Selby, Van
Mierlo, Voci, Parent, & Cunningham, 2010). Stoddard et al. (2008) compared two versions of
the same Web site (http://www.smokefree.gov), one of which had an online discussion or
bulletin board and the other of which did not. They randomly assigned 1,375 participants to use
one of the two sites, and although those who used the site with the bulletin board did spend
significantly more time on the site, doing so did not translate into significantly better outcomes,
perhaps because only a small percentage of those participants (11.8 percent) chose to view or
post messages.

Adding a phone component to a Web-based intervention may also improve outcomes. In a large
(N=2,005) evaluation of three different formats of the Quit Using Internet and Telephone
Treatment, Graham et al. (2011) randomly assigned people who smoked to use a basic, static
Web site; an enhanced Web site that was interactive in format; or an advanced site with the
addition of proactive phone calls from trained counselors. Although past-month abstinence rates
at a final assessment 18 months after the intervention did not vary significantly, participants who
used the enhanced site and received counselor phone calls were significantly more likely than
those in the other groups to have been abstinent at all assessments (conducted at 3, 6, 12, and 18
months); those who used the enhanced site without phone calls were significantly more likely
than those who used the basic site to have been abstinent at all assessments.

Automated interventions

Despite some smoking cessation interventions making use of human counselors, others are fully
automated, and automated interventions have been found to be significantly more effective than
no-treatment controls (Balmford, Borland, & Benda, 2008; Swartz, Noell, Schroeder, & Ary,
2006). For example, Swartz et al. (2006) found that at a 90-day postintervention assessment, the
past-week cessation rate for participants using a fully automated site was more than twice as high
(12.3 percent) as that in a no-treatment control group (5 percent). Mobile devices have also been
used for automated cessation interventions. A large (N=5,524) trial conducted in Great Britain
compared an automated text messaging intervention delivered via mobile phone with a control
group who received text messages unrelated to smoking cessation (Free et al., 2011). Participants
who received the intervention were significantly more likely to have been continuously
abstinent, as verified using saliva cotinine testing, for 6 months (10.7 percent) than were those in
the control group (4.9 percent).

Brendryen et al. (2008) reported on a Norwegian program that used automated email, Web,
interactive voice, and text messages (all accessed using cell phones). Compared with a control
group who only received printed materials about cessation, those in the intervention group had
significantly higher repeated point abstinence rates during the 1-year program.

Some studies have found that interactive Web-based interventions, which can provide tailored
feedback, can have a significant positive effect on smoking outcomes and are more effective than
self-guided interventions using printed materials or email, but evidence is mixed regarding their
effectiveness relative to static Web-based interventions (Shahab & McEwen, 2009). Shahab and
McEwen (2009), in their review of Web-based cessation programs, concluded that evidence is
stronger for the effectiveness of interactive interventions than for static ones, but they also noted
that specific studies included in their review had greatly varying results and varied considerably
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in terms of their specific components. Other research found higher abstinence rates for people
receiving counselor contact, dependent on the type and form of contact (Graham et al., 2011).

Other factors affecting outcomes

An Australian study evaluated demographic factors associated with Web site use for 28,247
users of the Quitcoach smoking cessation site (http://www.quitcoach.org.au; Balmford, Borland,
Li, & Ferretter, 2009). Compared with Australians who smoked in general (according to a
separate general population survey) and users of the Quitline service (a service that offers
cessation advice by phone), users of the Web site were more likely to be male and were, on
average, younger. Compared with Quitline users alone, Quitcoach site users were more likely to
have attempted quitting before, were less likely to use pharmacotherapy, and were less likely to
smoke 30 or more cigarettes per day. According to another study of Quitcoach data, women,
older adults, and people using pharmacotherapy were significantly more likely than others to
return to the site after an initial viewing (Balmford et al., 2008).

Zbikowski et al. (2008) evaluated the Free & Clear Quit for Life Program, a large (N=11,143)
cessation intervention that offered both phone- and Web-based services. They found that women
were significantly more likely than men to use both the phone and Web components of the
program, people ages 26 and older who smoked were more likely to use both than were those
under 26, and individuals who smoked moderately (15 to 20 cigarettes a day) were more likely to
use them than those who smoked on a light or heavy basis. Clients who completed a greater
number of phone counseling sessions and those who used the Web-based component on at least
one occasion were significantly more likely to report successful tobacco cessation at a 6-month
postintervention follow-up after controlling for age, gender, and cigarettes smoked per day. For
each completed call, the odds of successfully quitting increased by 56 percent; for each time the
individual logged in and used the Web-based component, those odds increased by 14 percent.
The overall successful cessation rate for respondents to the 6-month follow-up survey was 41
percent; if nonresponders were factored in as participants who had not achieved cessation, the
rate would have been 21 percent.

In another study, users of a Web-based smoking cessation program developed at the University
of Michigan were assigned to have access either to the Web site as a whole or to specific parts of
it on a sequential basis (Strecher et al., 2008). The authors found that participants were less likely
to engage with the site (defined as opening more parts of the Web site) if they were male, were
under 40 years of age, and had no higher education. Participants who were provided with more
personalized feedback on how to deal with barriers to successful cessation (based on factors such
as their home environment, family life, stress/coping skills, and level of physical activity) were
more likely to view more parts of the Web site.

Brendryen et al. (2008) evaluated possible mediators for the effectiveness of a Norwegian Web-
based smoking cessation program (Happy Ending). None of the factors evaluated mediated long-
term cessation, but coping planning skills and self-efficacy were partial mediators for abstinence
at an assessment 1 month after each participant’s quit date. Similarly, Danaher, Smolkowski,
Seeley, and Severson (2008) evaluated possible mediators for successful abstinence from the use
of smokeless tobacco for participants in the ChewFree Web-based program. They found that
program exposure did not mediate positive outcomes when self-efficacy was also considered,
suggesting that self-efficacy was a more important mediator than program exposure. They
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hypothesized that a certain degree of program exposure could increase self-efficacy, thus leading
to better outcomes, but they noted that it is also possible that individuals with greater self-
efficacy are more likely to engage with the program.

Co-occurring mental and substance use disorders may also affect cessation for Web-based
program users. In a bilingual international program, past, but not current, major depression was
associated with significantly higher cessation rates, whereas current depression was associated
with significantly lower rates (Mufioz et al., 2006). Similarly, in a multisite trial, individuals who
reported at least one symptom indicative of possible depression had significantly worse cessation
rates at a follow-up assessment 13 months after study entry (Rabius et al., 2008).

Research concerns

One problem with a great deal of research on Web-based smoking cessation is that interventions
often have high rates of attrition, and this may skew some of the data presented in the studies
thus far considered (Kiluk et al., 2011; Webb, 2009). For example, among studies reviewed by
Shahab and McEwen (2009), anywhere from 7 to 73 percent of participants were lost to follow-
up. Saul et al. (2007) made a special effort to lower attrition by using the telephone as well as
email for surveys and providing cash incentives for survey completion, but they still obtained
only a 77.6 percent response rate for their 6-month follow-up survey.

Also, most cessation rates in research on Web- and phone-based tobacco cessation programs are
based on participant self-report, which may inflate rates somewhat. A New Zealand Web-based
cessation program (Smokestop) used carbon monoxide tests 1, 3, and 6 months after program
entry to confirm reported cessation rates and found that 12 percent of participants (n=12)
achieved 6 months of continuous cessation (a percentage comparable with other studies; Fraser,
McRobbie, Bullen, Whittaker, & Barlow, 2010). However, the program began with an initial 30-
minute in-person interview to instruct participants in use of the Web site and also provided free
nicotine replacement (as some American Web-based programs also do). Graham and
Papandonatos (2008) found that results from Web-administered smoking surveys (of the kind
typically used in the research thus far described) did not differ significantly from telephone-
administered surveys, and, more importantly, the race/ethnicity and income level of respondents
did not significantly affect the psychometric properties of such instruments.

Another potential problem in research on Web-based interventions that was raised by Danaher,
Lichtenstein, McKay, and Seeley (2009) is the use of additional smoking cessation aids that were
not recommended or assigned as part of the study. In their analysis of 1,028 participants in a
Web-based randomized clinical trial, 24.1 percent of participants used methods that were not part
of the study (12.6 percent consulted books/pamphlets, 4.5 percent used hypnotherapy or
acupuncture, 2.3 percent used outside group counseling, and 1.7 percent used outside individual
counseling). The authors recommended that studies evaluating Web-based smoking cessation
interventions view them as part of a larger network of behavioral change efforts for participants
and that study participants be asked to identify other factors involved in those efforts.

Little research has been conducted evaluating cultural differences in the use of Web-based
smoking cessation programs, but one study that evaluated outcomes from an international group
of Spanish (n=500) and English (n=500) speakers did not find any significant differences in
outcomes between the two groups. In other research conducted involving the same program,
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Muiioz and colleagues (2006) found that Spanish-speaking participants were more likely to be
male than female, whereas the reverse was true for English speakers; Spanish speakers also had a
higher mean level of education. However, these differences likely reflect differences in smoking
and Internet access among the two groups.

Use in the Treatment of Illicit Drug Use Disorders

Moore et al. (2011) reviewed 12 studies of moderate quality that evaluated computer-based
interventions for drug use disorders, most using onsite computers and 11 including active
controls (typically, treatment as usual). They concluded that such interventions are more
effective at reducing substance use during treatment than are control conditions (such as
treatment as usual) and that they continue to be effective afterward. Also, these studies suggested
that these interventions are well-received by clients and that clients using them have levels of
engagement and retention similar to levels seen in clients receiving traditional treatments.

Carroll et al. (2008) gave early results from a randomized trial of a multimedia computer-
delivered CBT treatment for substance use disorders known as CBT4CBT. Individuals who
received the intervention in addition to standard treatment (n=35), compared with those who
received standard treatment alone (n=38), provided significantly more urine samples that tested
negative for drugs. In addition, for those who received the intervention, there was a stronger
association between outcome and treatment engagement; completion of homework assignments
was a significant predictor of treatment engagement, highlighting the importance of homework
completion for those receiving this intervention.

In a later article, Carroll et al. (2009) provided 6-month follow-up outcomes for 73 of the
original 77 participants. In that assessment, the authors found that, after controlling for treatment
retention, posttreatment outcomes, and exposure to other treatment during follow-up, individuals
who received the intervention tended to continue to reduce their drug use over the follow-up
period, whereas those who were in the control group tended to increase it during that period. In
another analysis of these data, Sugarman, Nich, and Carroll (2010) found no significant
differences in the use of coping strategies between the intervention and control groups, but they
did find a significant association between the use of coping strategies and decreased use of drugs
and observed that the strength of this association was stronger for those participants who used
CBT4CBT. Kiluk, Nich, Babuscio, and Carroll (2010) reanalyzed the data for 52 participants
who completed all assessments and found that those who had the additional CBT4CBT treatment
had significantly greater improvements (according to independent ratings of role-plays) than did
those receiving standard treatment alone. Also based on these data, Olmstead, Ostrow, and
Carroll (2010) calculated the additional cost of using CBT4CBT to be $39 for programs and $27
for patients and calculated that the program would be cost-effective if the perceived value of one
drug-free urine specimen were $21 or greater.

Carroll et al. (2014) conducted a randomized trial comparing CBT4CBT with standard treatment
alone for 101 individuals in a methadone maintenance program who had cocaine dependence.
Participants who used the CBT4CBT program were significantly more likely to have 3 or more
consecutive weeks of cocaine abstinence during the 8-week trial than were those in the control
group (36 percent of the CBT4CBT group had 3 or more weeks of abstinence compared with 17
percent of the control group). In addition, CBT4CBT groups had better, but not significantly so,
outcomes in other areas, including more urine samples free of all drugs. When considering only
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those participants who completed the trial (n=69), the results were significantly better for those
who used CBT4CBT.

Internet-based video conferencing has been used to conduct group therapy for clients in
methadone maintenance who were required to enter stepped-up treatment as a result of testing
positive for illicit drug use (King et al., 2009). In the pilot evaluation of the program, 37 clients
were randomly assigned to a standard in-person group at the methadone maintenance facility or
to an online group that used group counselors who were experienced in providing treatment
using this technology. The authors found no significant differences between the two groups in
terms of achieving the 2 consecutive weeks of abstinence required before participants could
leave stepped-up care. Although treatment satisfaction was comparably high for participants in
both treatment conditions, all of those in the online group who responded to the question said
they would prefer to use it over the traditional group.

Computer and telephone interventions have also been developed for clients receiving
buprenorphine treatment. Bickel, Marsch, Buchhalter, and Badger (2008) randomly assigned 135
clients with opioid dependence who were also receiving buprenorphine to one of three groups: a
computer-assisted community reinforcement intervention with contingency management using
vouchers, the same treatment delivered only in person, or a standard counseling approach
(reflecting treatment provided in methadone maintenance programs). Participants were followed
for 23 weeks of treatment, and retention rates were comparable across the three groups (62
percent retention for the computer-assisted care, 58 percent for the standard care, and 53 percent
for the in-person intervention groups). The authors found that participants in both intervention
groups had significantly more (p<.05) weeks of abstinence from cocaine and opioids (according
to thrice-weekly urine drug screens) than did those in the control groups and comparable mean
amounts of continuous abstinence (7.98 weeks for those who received the in-person intervention
and 7.78 weeks for those who received the computer-assisted intervention). However, the
computer-assisted intervention required considerably less time from therapists, as 80 percent of
the intervention was delivered by the computer program.

Ruetsch, Tkacz, McPherson, and Cacciola (2012) provided follow-up data for 1,426 patients
receiving buprenorphine who were randomly assigned to receive either standard care or standard
care plus a telephone-based support program (HereToHelp), which involved calls from care
coaches who gave information and encouragement but not counseling. At assessments 1 year
after beginning the program, participants who received HereToHelp and accepted at least three
phone calls were significantly more likely to be compliant with their buprenorphine treatment,
and participants who were compliant with treatment had significantly better outcomes according
to all seven scales of the ASI. The authors concluded that intervention has a positive effect on
substance use, mental health, and other outcomes indirectly by improving compliance. See
Ruetsch, Cacciola, and Tkacz (2010) for more information on the specifics of the intervention.

In another study, 160 participants in a methadone maintenance program were assigned to receive
standard treatment either alone or with the addition of a Web-based intervention based on the
community reinforcement approach (Acosta et al., 2012). The researchers evaluated the effects
of cognitive functioning on treatment response for participants in the two groups. They found
that a number of measures (subscales of the Short Form of the MicroCog Assessment of
Cognitive Functioning) representing greater impairment in different areas of cognitive
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functioning were associated with significantly lower levels of abstinence for recipients of
standard care alone, but not for those who received the additional Web-based intervention. They
observed that this finding may indicate that Web-based interventions can help reduce the
negative effects of impaired cognitive functioning on substance use disorder treatment outcomes.

Specialized treatment programs that use computer/Internet technology can also be created for
specific underserved populations. For example, SAMHSA funded a Web-based substance use
disorder treatment program for people who are Deaf that was able to successfully treat this
underserved population. According to preliminary data, 66.7 percent of 36 participants reported
no past-month alcohol use, and 63.9 percent reported no past-month illicit drug use at a 6-month
follow-up assessment (Moore et al., 2009). A couple of computerized interventions have also
been evaluated for the treatment of cannabis use disorders. A pilot study comparing
computerized treatment using motivational enhancement therapy, CBT, and abstinence-based
contingency management (n=16) with a similar treatment delivered by therapists (n=22) found
no significant differences between the two groups in terms of attendance, retention, or cannabis
use outcomes evaluated 12 weeks after the intervention. In both groups, rates of daily use
dropped sharply from 4 out of every 5 days (roughly 80 percent) to 1 out of every 9 days
(roughly 11 percent), but rates of continuous abstinence for 10 to 12 weeks were low (about 30
percent for the group delivered the CBT by the computer and about 18 percent for the group with
therapists delivering the CBT; Budney et al., 2010).

In a German study, Tossmann, Jonas, Tensil, Lang, and Striiber (2011) compared outcomes for
users of a 50-day Web-based treatment for cannabis use disorders (n=360, 100 of whom
completed the intervention and provided appropriate data) with those for individuals assigned to
a waitlist control group (n=360, 106 of whom provided full data). Participants who used the
intervention had significantly greater reductions in cannabis use than did those in the control
group. In addition, the intervention had small-to-moderate effects on a number of secondary
outcomes, including self-efficacy, life satisfaction, anxiety, and depression. VanDeMark et al.
(2010) evaluated factors associated with active engagement for users of an online substance use
disorder treatment intervention (E-TREAT), a motivational interviewing approach where clients
worked with a recovery coach using a variety of communication methods (including telephone,
email, text messages, and Web-based communication). Clients were more likely to engage in the
program if they were female, had children, reported a positive relationship with their recovery
coach, and had not completed a substance use disorder treatment program in the past.

Use in Continuing Care/Symptom Monitoring for Substance Use Disorders

Telephone and Internet technologies have been used in continuing care for people with substance
use disorders for some time and to a fairly large extent, but much of this use is informal; few
studies have evaluated the use of these technologies. Gustafson, Boyle, et al. (2011) reviewed
randomized trials that use these technologies to provide continuing care for chronic diseases,
including substance use disorders. They found that monitoring and proactive outreach by
computer were particularly effective. However, small sample sizes and poor designs limit the
conclusions that can be drawn. Both this article and another article (Gustafson, Shaw, et al.,
2011) described Addiction-CHESS (A-CHESS), a mobile technology application intended to
promote long-term recovery from substance use disorders by providing monitoring of recovery
activities, decision-making tools, support services (including discussion groups and feedback

1-84



Using Technology-Based Therapeutic Tools in Behavioral Health Services  Section 1—A Review of the Literature

from experts), and information. This application is based on the CHESS system (see discussion
under “Promoting Compliance, Engagement, and Retention”) that has been found effective in
promoting other kinds of behavioral change, including smoking cessation and the management
of physical illnesses, such as asthma and HIV (Gustafson, Boyle, et al., 2011; Gustafson, Shaw
etal., 2011).

More recently, Gustafson et al. (2014) conducted a randomized trial comparing treatment as
usual for clients who attended a residential treatment program that did not feature coordinated
care following treatment (n=179) with standard residential treatment with the addition of A-
CHESS to help clients manage drinking following treatment (n=170). Participants who used A-
CHESS reported significantly fewer days of risky drinking (i.e., consuming more than four
standard drinks for men and three for women in a 2-hour period) than did those in the control
group during the 4-month follow-up period (with means of 1.39 days and 2.75 days,
respectively).

Telephone monitoring for continuing care following substance use disorder treatment has been
found to be effective in a series of studies, particularly for clients who are not considered at high
risk for relapse. McKay, Lynch, Shepard, & Pettinati (2005) compared 12 weeks of weekly
telephone monitoring and brief counseling (consisting of a 15-minute call in which goals were
reviewed, problems discussed, and new goals set) combined with 4 weeks of weekly supportive
group sessions with either 12 weeks of twice-a-week CBT relapse prevention sessions or twice-
a-week supportive group counseling with a group of clients who had completed an intensive
outpatient treatment program (N=359). At assessments 24 months after the intervention, the
authors found that rates of total abstinence were significantly higher for those who received
telephone checkups compared with those who received standard group counseling for continuing
care. However, further analysis revealed that, although clients who had low to moderate levels of
risk for relapse (assessed using a composite risk indicator measure the authors developed based
on other research; McKay, Lynch, Shepard, Morgenstern, et al., 2005) had overall higher
abstinence rates when receiving telephone monitoring, those who were assessed as being at
greater risk for relapse had higher overall abstinence rates in standard supportive group
treatment. In another article, the authors noted that no other client characteristics, besides the
composite risk for relapse, marked clients as unsuitable for telephone-based counseling (McKay,
Lynch, Shepard, & Pettinati, 2005).

Another analysis from these researchers, which used data only from the telephone-based and
supportive group interventions, tried to identify the mediating factors that might account for the
better outcomes seen in telephone-based continuing care compared with standard supportive
group counseling for continuing care (Mensinger, Lynch, TenHave, & McKay, 2007).
Participants in the telephone-based intervention had greater involvement in mutual-help groups
during follow-up than did those in standard care, and they also had higher self-efficacy scores
and a greater commitment to abstinence at the 6-month follow-up assessment. The authors
concluded that these factors accounted for higher overall abstinence rates among those who
received the telephone-based intervention.

More recently, McKay et al. (2011) reported 2-year follow-up outcomes for 252 individuals with
alcohol use disorders (49 percent of whom also had cocaine dependence) who had completed an
outpatient treatment program and received standard continuing care consisting of a stepped-care
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counseling program (n=86), telephone monitoring and feedback only (n=83), or a combination
of the two (n=83) for 18 months. During at least some of the assessments conducted during the
18-month period while the intervention occurred, alcohol-related outcomes (e.g., use of any
alcohol, days of heavy drinking) were significantly better for participants in the combined
treatment group than in either of the other groups. Also, participants who received telephone
counseling alone had significantly fewer days of alcohol use during months 10 through 15 than
did those who received standard continuing care. However, at an assessment conducted 24
months after treatment started, differences in outcomes were no longer significant.

To reduce costs, telephone monitoring can also use interactive voice response systems, which
have a computer-operated voice that asks questions and collects keypad responses from clients.
Helzer, Badger, Rose, Mongeon, and Searles (2002) used such a system to collect 2 years of
daily information from a sample of heavy drinkers who did not receive substance use disorder
treatment services (N=33) about their alcohol consumption and found that this act of reporting
by itself was associated with reductions in alcohol use. Stout et al. (1999) developed a continuing
care intervention, known as Case Monitoring, that used a stepped-care approach to telephone
monitoring. The intervention started with a 30-minute interview during treatment to establish
rapport and identify problems that might lead to relapse and then involved counselor-initiated
telephone contact that started 1 week after discharge and continued monthly for 3 months, then
tapered to two contacts at 6-week intervals, followed by nine contacts at 2-month intervals (for a
total of 15 contacts over 2 years for clients who were doing well). If a client was at risk for
relapse or had already relapsed, then the contact schedule was restarted.

In their evaluation of this case monitoring process conducted with 342 clients, Stout et al. (2001)
found that telephone monitoring was associated with fewer relapses and, to a greater extent, less
severe relapses for those who did drink compared with a control group who received standard
continuing care only. At the 3-year follow-up, people who received telephone monitoring had a
significantly smaller percentage of days of heavy drinking (12 percent) compared with those in
the control group (24 percent). The authors also found that the intervention was associated with
savings in treatment costs after the first year.

Another approach to telephone monitoring for people in recovery from substance use disorders
was evaluated in a series of National Institute on Drug Abuse Clinical Trials Network studies
(Farabee et al., 2012; Hubbard et al., 2007; Karno, Farabee, Brecht, & Rawson, 2012). The
Hubbard et al. (2007) study used telephone calls to encourage clients (N=339) to comply with
continuing care plans, but the results failed to clearly evidence the intervention’s efficacy when
attendance at continuing care of those who received phone calls was compared with that of
participants in the control group, who did not receive any phone calls. Farabee et al. (2012)
developed a more elaborate telephone support program with phone referrals to continuing care
conducted in four different styles (unstructured/nondirective, structured/nondirective,
unstructured/directive, and structured/directive). Clients (N=301) were randomized to one of the
four styles of telephone support or to a control group who received only a referral to continuing
care. At 3-month follow-up, participants who received any type of telephone intervention had a
decrease in the mean group score on the drug use composite of the ASI, whereas those in the
control group had, on average, an increase in composite ASI scores for drug use. There were no
significant differences among the four telephone intervention groups. Karno et al. (2012), using
the same data as Farabee et al. (2012), also found that, at the 3-month follow-up, the directive
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versions of the telephone calls were less effective with clients who were assessed as being high
in “reactance” at baseline before the interventions, whereas the directive approaches were more
effective for those clients assessed as low in reactance. The nondirective styles of telephone
interventions did increase the likelihood of abstinence at 3 months in the high reactance group of
clients (although the difference did not reach statistical significance).

Ongoing monitoring can also be conducted using email, but research is lacking regarding this
approach. Collins, McAllister, and Ford (2007) discussed their own experiences and client
responses to regular email communication for continuing care as well as for outpatient treatment.
They noted that, although they have found this approach to be beneficial and well-received, a
lack of reimbursement for the service and privacy issues are concerns that need to be addressed.
New Web-based technologies are already replacing phone and email monitoring, and some trial
projects reported on their use for recovery monitoring (Cucciare et al., 2009). For example, in
VA’s My Recovery Plan, clients receiving VA substance use disorder treatment services can
monitor progress toward recovery goals and receive feedback and reminders relating to
medication compliance, behavioral health appointments, mutual-help meetings, specific tasks
relating to their goals, and relapse triggers and the use of coping skills (Cucciare et al., 2009;
Weingardt & Lysell, 2007). Site users are also able to complete online self-change modules
intended to aid them in their recovery (Weingardt & Lysell, 2007).

Internet technology can also be used to collect data regularly about clients’ treatment
experiences, satisfaction with and participation in treatment and mutual help, and ongoing
substance use; these data can then be displayed in a convenient format to monitor client progress.
Cucciare et al. (2009) described a few programs (including their own developed for VA) that
enable such monitoring for outpatient clients. As with mental illness (see the “Peer
Support/Mutual-Help Groups” section), online mutual-help groups may also be of help to clients
in recovery from substance use disorders. Research shows that mutual help improves long-term
recovery from substance use disorders (see the planned TIP, Relapse Prevention and Recovery
Promotion in Behavioral Health Services [SAMHSA, planned b]), but little has been done to
evaluate the effects of online recovery services specifically. Hall and Tidwell (2003) conducted a
descriptive survey of users of Web-based mutual-help and peer services and found that users
were twice as likely to be female as male, were predominantly White Americans, and had a mean
age of 46.

Administrative Issues in the Use of New Technologies

Overview

Computer and phone technologies offer many opportunities for behavioral health services,
enabling them to potentially improve cost-effectiveness while also reaching individuals who
might not otherwise receive such services. However, some authors have observed that the
behavioral health system is not prepared for what are likely to be large-scale increases in the use
of Web-delivered care in coming years (Alleman, 2002). Cartreine, Ahern, and Locke (2010)
discussed some of the systemic and programmatic changes needed to meet the need for more
computer-based treatment, as well as addressing related business and legal issues. Kraus and
Zack (2004) explored some of the business-related aspects of setting up and conducting online
therapy. The sections that follow touch on legal and ethical issues, questions of reimbursement,
and potential problems with implementing new interventions using these technologies, as well as
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the use of such technologies to provide supervision and training. However, this section does not
provide a detailed discussion of those topics; the reader should consult Part 2 of this TIP for
more information, as well as for information on other topics of interest to program
administrators.

Legal and Ethical Issues

There is little if any research on legal and ethical issues in this context, but a number of authors
have published opinions on this topic (Baker & Butka, 2011; Barnett & Scheetz, 2003; Cartreine
et al., 2010; Kanani & Regehr, 2003; Kraus, 2004; Mallen, Vogel, & Rochlen, 2005; Midkiff &
Wyatt, 2008; Ragusea, 2012; Recupero, 2006; Shaw & Shaw, 2006; Welfel & Heinlen, 2010).
Many have also explored self-disclosure and confidentiality in Web-based behavioral health
interactions, including Joinson and Paine (2007); Ragusea (2012); and Zur, Williams, Lehavot,
and Knapp (2009). The specifics of their recommendations are beyond the scope of this literature
review, but readers are referred to Part 2 of this TIP, which discusses these issues at length.

McAdams and Wyatt (2010) explored issues relating to the regulation of both therapy and
clinical supervision conducted using telecommunication technologies, and they reported on
information gleaned from interviews with licensure board members. Many of the legal issues that
might affect Web-delivered or similar interventions have yet to be determined—for example, the
degree to which the developer of a computer-based intervention can be held accountable for
malpractice (see Cartreine et al., 2010, for a discussion of this and similar issues). One area of
particular legal and ethical concern is the safety of clients being treated remotely using phone
and Web technologies. Luxton, O’Brien, McCann, and Mishkind (2012) reviewed literature
regarding, and discussed issues related to, client safety for people treated via video conferencing
while in clinically unsupervised settings.

State regulations concerning the use of Internet and phone technologies for providing counseling
and supervision/training are changing quickly, and providers should seek appropriate guidance
for their state regulations and any appropriate regulations concerning the provision of services
across state lines. In 2008, McAdams and Wyatt (2010) surveyed state boards responsible for
counselor certification and found that only 14 states had regulations concerning TAC; only 6 had
regulations regarding technology-assisted supervision. Another 20 states had regulations that
were either under discussion or in development. In some cases, it may be possible to obtain state
waivers so that therapy conducted over the Internet or videophone will qualify as an in-person
service, as was the case for clients who were Deaf in the Wright State University e-therapy
substance use disorder treatment program (Moore et al., 2009). Laws are rapidly changing in this
area, and readers should seek legal advice from professionals regarding state laws and
regulations, risk and liability, and insurance coverage, especially in regard to risk management
issues associated with TAC.

Implementing New Technologies

Technical Assistance Publication 31, Implementing Change in Substance Abuse Treatment
Programs (CSAT, 2009b), provides more detailed information about the process of
implementing new programs and interventions in substance use disorder treatment settings, much
of it applicable to other behavioral health settings. This section addresses some additional
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literature that discusses implementation of specific types of interventions and the potential
challenges involved.

The process of implementation should begin with a weighing of the pros and cons of integrating
these technologies into a program. Pros include increasing cost-effectiveness, extending the
reach of services, and facilitating information exchange with some clients; cons include higher
dropout rates compared with services delivered in person, the possibility that certain
interpersonal factors that can positively affect treatment may be removed from services, and the
possibility that such services may eventually reduce the need (and payment) for in-person
services (Cucciare, 2010).

Lovejoy, Demireva, Grayson, and McNamara (2009), in an article exploring the implementation
of online therapies in light of Rogers’ diffusion of innovations theory, identified a number of
potential barriers to such implementation and some of the ways in which adaption of this
technology might be accelerated. Jones, Leonard, and Birmingham (2006) also reviewed some of
the barriers involved in setting up an online program for mental health services. They discussed
necessary hardware, treatment protocols, and some of the technical issues that need to be
addressed (e.g., camera positioning). However, such issues need to be evaluated in light of
technology advancements, which are rapidly occurring. Brooks, Ryder, Carise, and Kirby (2010)
observed that computerized interventions may be especially vulnerable to partial
implementation, because counselors/therapists may not understand how to integrate those
services into existing practice and/or have reservations about clients’ abilities to make use of
such interventions. Program managers may also want to consider applying an implementation
framework, such as Promoting Action on Research Implementation in Health Services or
Predisposing, Reinforcing, and Enabling Constructs in Educational Diagnosis and Evaluation.
Both of these were discussed by Cucciare (2010) in the context of implementing new technology
in behavioral health settings.

Reimbursement for Services

In the past, problems getting reimbursement for services or having access to services from a
given payer kept many programs from using phone- and/or Web-delivered interventions. A 2005
survey of 62 organizations providing telehealth services (not necessarily behavioral health
service providers) found that 58 percent were receiving reimbursement from private payers, and
81 percent (apparently of those that billed private payers) stated that there was no difference in
the amount of reimbursement between telehealth and traditional services (Whitten & Buis,
2007). Around the same time, other data indicated that many health plans only used Internet
services for limited purposes. In a survey of 368 health plans across the country, two-thirds
reported that they provided online behavioral health self-assessment tools; about half offered
online referrals; but only 2 percent provided online counseling (Horgan, Merrick, Reif, &
Stewart, 2007).

Behavioral health programs offering services online are increasing, but many still do not do so.
Hall and Hall (2009), based on a review of both policies and initiatives, identified potential
problems with the current funding situations for Web- and phone-based services, including:

e Not having single state sources of information on funding and conducting such services.

e Complex and sometimes confusing rules concerning such services.
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e Changes in policies and laws that may not affect changes in service delivery and the funding
of such services.
e A limited impetus to change the current status quo in regard to such services.

However, recent changes may make it easier for programs to receive reimbursement for
behavioral health services provided via the Internet. As of 2012, 15 states had passed legislation
requiring that private payers reimburse for telehealth services under certain circumstances
(Billings, 2012). Under certain circumstances and for approved providers, Medicare will approve
reimbursement for some telehealth services, including behavioral health services. However, the
Medicare regulations are complex and are being amended regularly, especially in terms of the
use of technologies and in light of the changes related to the expansion of healthcare coverage
under the Affordable Care Act.

Hall and Hall (2009) noted the difficulty of sorting out the complexities involved with Medicare
and Medicaid reimbursement. The American Psychological Association (APA) and other
behavioral health organizations track changes and initiatives of interest to their membership
(APA Practice Organization, 2011). States decide whether or not Medicaid will allow for
reimbursement of telehealth services, which services will be covered, and under what conditions.
As 0f 2012, 40 states provided Medicaid reimbursement for at least some electronically delivered
behavioral health services (Secure Telehealth, 2012). The ATA (2010) provided more detailed
state-by-state information about telehealth services that are reimbursable under Medicaid as well
as other state laws and policies relating to telehealth services, but as these policies are still
changing, it is important to consult state entities to determine current policies. See Part 2,
Chapter 1 of this TIP for more on reimbursement issues.

Supervision and Training Using New Technologies

Many counselor training and education activities are already conducted using computers and the
Internet, and research generally indicates that these technologies are effective for this purpose
(Ferreira, 2005; Liebowitz, 2003; Murdock, Williams, Becker, Bruce, & Young, 2012).
Computer technologies also offer a number of potential benefits for the training of counselors,
such as the ability to provide real-time feedback to trainees who are conducting practice sessions
(Rosenberg, 2006). Trepal, Haberstroh, Duffey, and Evans (2007) discussed some of the issues
involved in teaching counseling skills via the Internet, especially in terms of establishing a
relationship. A review by Hayes (2008) discussed the use of computers in training and
supervising counselors, including such factors as use of computer-based simulations, student
attitudes toward new technology, and ethical issues. Individual and group instruction can be
conducted using Web-based technology; at least one study has found the latter to be an effective
training platform for teaching CBT to counselors (Weingardt, Cucciare, Bellotti, & Lai, 2009).

Different types of technology may have different specific applications to training and
supervision, just as they do to counseling. Video conferencing and text-based interactions, such
as using instant messaging or online chat forums, can be effective ways to improve counselor
attitudes and skills (Abbass et al., 2011). Carlson-Sabelli (2010) discussed the use of Internet
forums as an adjunct to counselor training and supervision. Coursol, Lewis, & Seymour (2010)
discussed the application of video conferencing technology to counselor training and
supervision. However, not all studies have found Web-based training as effective as that
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delivered in person. For example, Sholomskas et al. (2005) found the effectiveness of a training
Web site with written materials superior to written materials alone, but somewhat less effective
than an in-person seminar with supervised casework for the teaching of CBT. The Internet can
also be used to train auxiliary staff members and peer assistants. Worrall and Fruzzetti (2009)
discussed the use of a Web-based training program using online videos for peer supervisors
working with therapists delivering dialectical behavior therapy. Vaccaro and Lambie (2007)
reviewed options for conducting computer-based training and supervision, as well as advantages
and disadvantages and ethical concerns for this type of supervision/training.

Smith, Carpenter, et al. (2012) randomly assigned 97 substance use disorder treatment
counselors who were enrolled in a 2-day motivational interviewing workshop to receive live
supervision conducted using video conferencing technology, supervision using videotaped
practice sessions, or the workshop alone without an additional supervision component.
Participants’ sessions with clients were rated 1, 8, and 20 weeks after the workshop using the
Motivation Interviewing Treatment Integrity Coding System. Participants who used
teleconferencing for supervision had significantly better compliance compared with those who
used the workshop alone, and they did a significantly better job in maintaining a proper ratio
between questions and reflections than did those in either of the other groups.

Clinical supervision can also be conducted using phone and Internet technologies. Abbass et al.
(2011) reviewed literature on the use of Web conferencing technology to supervise
psychotherapists. They noted its benefits in terms of reducing costs, enabling long-distance
supervision, and integrating supervision with training and educational materials. They also
reviewed some potential problems, such as technical difficulties, the absence of local support
during times of crisis, and possible difficulties/anxieties relating to the supervisory alliance.
Wood, Miller, and Hargrove (2005) provided a model for a four-part training process for
counselors and supervisors and discussed the use of telephone and computer technology to
provide clinical supervision to counselors working in rural areas.

Peer supervision and support can also be provided to counselors via Internet or phone. Yeh et al.
(2008) suggested that an online peer supervision group is a viable alternative to in-person
groups, and they found that participants in an online peer supervision group for counselors felt
comfortable and confident using this form of interaction. A related issue is the need to train
therapists in the use of electronic media to conduct therapy. As Abbott et al. (2008) observed,
training is needed to communicate effectively via computer, with attention to tasks such as
communicating empathy via text instead of in person and handling ethical issues that might arise
in the e-therapy situations.
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1. Introduction

As the years pass and the world evolves, so evolves and the profession of psychology. The profession of
psychologist or psychotherapist can no longer be limited by geographical boundaries. Through researching and
following the flow of things, in recent years we have experienced the e-therapy. There is no precise definition of the
e-therapy, but includes any electronic contact or communication between the therapist and the client (e.g. from the
occasional use of e-mail to schedule appointments to the use of real-time chat lines and videoconferencing to
conduct individual, couple, or group counseling). When referring to the term e-therapy also uses the terms cyber
therapy, web-counseling and internet counseling. It is remarkable that among them there is no the term
psychotherapy, which implies the direct contact with the client. However, even in an e-therapy should be some
ethical standards such as competence, credentialing, informed consent, exceptions to confidentiality as well as
privacy and security limits (Corey, Corey, & Callanan, 2007). As early as the 1940s, the advantages of electronic
recordings for analysis were noted by Carl Rogers (1942) and the 1960s saw several publications dealing with the
possibilities of the then still emerging computer industry (Cogswell and Estavan, 1965; Weizenbaum, 1966;
Cogswell et al., 1967).

There are different forms of e counselling, telephone counselling, counselling though chatting, email
exchange, video counselling, but also online counselling e.g. via skype. The major advantage of this process is that
clients, who up to now hesitated to seek a psychologist's services, clients that were shy or found it hard to openly
seek professional help, may find online consultation a friendly beginning. It is important to notice that Psychologists
in the United States must be aware of the security and privacy risks of providing therapy online — both via email
and video. They are governed by the Health Insurance Portability and Accountability Act (HIPAA), and in many
cases, even more stringent state privacy laws. Video vendors who have gone on the record as being HIPAA
compliant include companies such as Tandberg and Polycom, which have provided equipment to correctional
facilities, schools, nursing homes, hospitals, clinics and other medical institutions for decades. Smaller, less
expensive online video vendors also readily declare HIPAA compliance, including Vyzit, Vidyo, Visual Telehealth,
and Damaka. Many of these services can start a video call on a smart phone, transfer it to a laptop and then to a
desktop computer, all without dropping the call. However, free computer voice and video chat programs such as
Skype and GoogleTalk, while used by some practitioners, have not yet been identified as HIPAA compliant.

Another important aspect is the benefits of email therapy for clients who are unable to access face-to-face
therapy. As suggested by Powell (1998) the flexibility of the service provision and the ability to access services

ranked highest as the strongest advantages. Due to geographical reasons, for reasons of disability, or due to life
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circumstances such as being in an abusive relationship where seeking treatment outside the home would be difficult.
Most importantly Suler (1999) comments on the ability to ‘test the water’ before going into therapy, with online
work serving as an initial step towards face-to-face therapy in a safe, possibly anonymous way. However, as stated
with the other forms of distance therapy, it may also be the case that some clients prefer not to be with their therapist
in a physical space at all and, in addition, some may even be better equipped to work with text rather than face to
face. This is generally seen as the result of the client not having to ‘look someone in the eye’ when revealing
sensitive material. There is also the matter of clients being able to be as comfortable as possible in their own space
and working at their own pace, not necessarily constrained by the ‘therapeutic hour’. Emails can be composed,
stored, revisited, reworked and sent at any time. Without the need to pay attention to the usual social norms of dress
and timing, more time may be spent on the message’s meaning (Walther and Burgoon, 1992). The concept of
making an appointment is made irrelevant in most email work, although, in practice, boundary issues mean that
practitioners are well advised to see that the therapeutic contract states that emails will be replied to within a specific
period of (for example) a week.

Not surprisingly, due to geographical factors, the initial studies examining videoconferencing for therapy
have mostly taken place in the USA, Australia and Scotland. These have tested a variety of models and therapeutic
methods, including psychoanalysis (Kaplan, 1997), cognitive-behavioural therapy (Bakke et al., 2001), family
therapy (Freir et al., 1999) and video-hypnosis (Simpson et al., 2002). In addition, a range of client groups have
been involved, including children and families (Freir et al., 1999), adults (Simpson et al., 2001) and the elderly
(Bloom, 1996). To date, there has been little investigation into whether certain client groups benefit more or less
from videoconferencing-based therapies. However, so far, it has been found to hold potential for clients with a range
of problems, including bulimia nervosa (Bakke et al., 2001), obesity (Harvey-Berino, 1998) and schizophrenia
(Zarate et al., 1997).

Different regulations and qualifications are required in order to practice between states in the USA and
Australia, and between countries in Europe and elsewhere. It may be prudent to consult a legal specialist in order to
ascertain responsibility and licensing procedures. Seeking client consent which specifies that they accept that all
services received from the therapist are considered to be provided entirely at the therapist’s base may protect to
some degree from clients who may sue on the grounds of non-residence (Seeman and Seeman, 1999).
Reimbursement for services also becomes problematic across state and international boundaries. Private insurers
have not yet agreed to pay for video therapy, and the difficulties which therapists may experience in obtaining
reimbursement may lead them to avoid offering these services (Capner, 2000). Duty of care has also been
highlighted as a potential area for liability, resulting from the establishment of a therapeutic relationship. Capner
(2000) suggests that when therapists are working in collaboration with other clinicians at far sites, it is imperative to
clarify professional boundaries at the outset for professional indemnity purposes. It may be considered unethical by
some to offer therapy via videoconferencing at such an early stage, when there is a lack of controlled trials to show

its efficacy. However, it may also be claimed that withholding therapy services from clients living in remote areas or
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those who would prefer to work in this way when the technology is readily available may be equally unethical. It is
therefore also recommended that client consent be sought on the grounds that there is a lack of evidence into the
efficacy, reliability and validity of video therapy. Although concern may be expressed at the level of confidentiality
of sessions, given that clinical information is being transmitted via videoconferencing, video therapy is likely to be
more secure than face-to-face therapy, as there is usually less likelihood of being interrupted, and the probability of

being able to break into between two and six ISDN lines is minimal due to the complexity of such an operation.

2. The procedure

Each web-based service focus on the importance of informed consent, particularly as it relates to limits of
privacy, exceptions to confidentiality and threats to security (Behnke, 2008). In adopting of the necessary ethical
standards in an e-therapy should also be considered the limited scope of internet counseling, the inherent risks of
internet counseling, the lack of a personal presence that limits the therapeutic relationship, the lack of social and
nonverbal cues that limits diagnostic assessment, and the likelihood that internet counseling may be inappropriate
for certain high risk groups (e.g. Internet addiction disorder).

However, before the therapist start an e-therapy should be takes into account the following practical and
therapeutic agents (Riemersma & Leslie, 1999). The therapist should hold at least a first face-to-face meeting with
the client to identify and determine whether can use the e-therapy with this particular client. It is important before
starting the e-therapy, the client to consult a doctor to rule out the any physical cause of a problem.

Since the beginning of e-therapy the therapist should inform the client about the limits of privacy and
confidentiality and the possible measures to be taken in case the confidentiality found in some risk. Also, it is good
to have a plan in case of a fault in the equipment. Finally, but most importantly, the therapist should inform the
client of possible measures to be taken in a clinical emergency (Riemersma & Leslie, 1999), especially about the
limits of confidentiality.

Different Accreditation bodies, have included a section for e-therapy on their code of ethics, but just a few

would be presented as they represent the baseline for the others: APA, NBCC and BACP.

3. The APA Code of Ethics

The growth and the development of technology in science and medicine are rapidly relative to the ethical
and legal standards. There were several questions about the 2002 APA Ethics Code. More specifically, the questions
focused on the absence of specific regulations regarding e-therapy, when the development of practice standards
based technology was rapid. The answer to the questions was that the standards of the Code of Conduct applicable
to all kinds of services, whether provided in person or by electronic transmission, or in some other way.

At the Code of Conduct of 2002, the term electronic transmission divided and broken down into five

different sections, to which set the ethical standards of such therapy. The ethical standards are designed in a
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language that can support the therapies made by electronic transmission. However, there are no specific
requirements for therapists who provide therapy through electronic transmission. All that relates at the APA (2002)
Ethical Standard 4.02 (c) (Discussing the limits of Confidentiality) is: "Psychologists who offer services, products,
or information via electronic transmission inform clients/patients of the risks to privacy and limits of confidentiality"

(p.1066).

4. The National Board of Certified Counselors

On the opposite side is the National Board of Certified Counselors (NBCC; 2007) that developed specific
ethical standards for therapists who provide their services through electronic form. The NBCC chooses to classify
the patterns according to the need and convenience and includes a continuous supply of services or face-to-face, or
telephone-based, or email-based, chat-based, or video-based.

Also, the NBCC states that every therapist who provides services through electronic forms should disclose
and on the website relevant credentialing organizations and state licensing boards. To avoid imposter concerns the
therapist should verify somehow the identity of the customer. Moreover, the therapist should give some alternative
way of communication with the customer in the event of a technical problem or when is off-line.

Then the therapist should inform the client for the encryption process on the protection of privacy, the
timeframe conserving of therapy data and the possible ways to address problems associated with the lack of optical
components inherent in certain forms of electronic communication (e.g. email, chat). Last but not least, the therapist
should determine the outset of the client's contact person in case of emergency (NBCC, 2007).

In a survey that conducted by Heinlen, Welfel, Richmond, & Rak (2003) found that on 136 websites
offering their services via email and chat rooms, there was a wide range on the credentials of benefits, a wide range
of the remuneration of the provider, as well as non-compliance of websites to ethical standards laid down from
NBCC. At this point to emphasize that in a second review carried out after 8§ months they found that a large number

of such websites was not working anymore.

5. BACP : The Ethical principles of counseling and psychotherapy for the British Association for counseling
and psychotherapy

Principles direct attention to important ethical responsibilities. Each principle is described below and is followed
by examples of good practice that have been developed in response to that principle.Ethical decisions that are
strongly supported by one or more of these principles without any contradiction from others may be regarded as
reasonably well founded. However, practitioners will encounter circumstances in which it is impossible to reconcile
all the applicable principles and choosing between principles may be required. A decision or course of action does
not necessarily become unethical merely because it is contentious or other practitioners would have reached
different conclusions in similar circumstances. A practitioner’s obligation is to consider all the relevant

circumstances with as much care as is reasonably possible and to be appropriately accountable for decisions made.



Anastasia Kotsopoulou et al. / Procedia Computer Science 65 (2015) 492 — 499

1. Being Trustworthy: honoring the trust placed in the practitioner (also referred to as fidelity)
2. Autonomy: respect for the client’s right to be self-governing
3. Beneficence: a commitment to promoting the client’s well-being
4. Non-maleficence: a commitment to avoiding harm to the client
5. Justice: the fair and impartial treatment of all clients and the provision of adequate services
6. Self-respect: fostering the practitioner’s self-knowledge and care for self

The BACP guidance on good practice states that the diversity of settings within which counselling and
psychotherapy services are delivered has also been carefully considered. These services may be provided by the
independent practitioner working alone, one or more practitioners working to provide a service within an agency or
large organisation, specialists working in multidisciplinary teams, and by specialist teams of counsellors and
psychotherapists. Most work is undertaken face to face but there are also a growing number of telephone and online
services. Some practitioners are moving between these different settings and modes of delivery during the course of
their work and are therefore required to consider what constitutes good practice in different settings. All
practitioners encounter the challenge of responding to the diversity of their clients and finding ways of working
effectively with them. This statement therefore responds to the complexity of delivering counselling and
psychotherapy services in contemporary society by directing attention to essential issues that practitioners ought to
consider and resolve in the specific circumstances of their work.

No distinction is made for the online services, but the same code of Ethics applies to all settings.

6. Conclusion

The range of electronic services encompassed what has become variously known as Internet counseling. A therapist
could be considered as an e-therapist, if for example receiving or sending to the client email or planning the
appointments electronically. Doverspike and Hahn (2008) created a list with Top 10 risk management
recommendations if one wishes to provide its services online. More specifically, the list includes: host an
information only website, host an interactive website, receive email messages only, send or exchange email
messages, schedule appointments electronically, provide other online services, consult with colleagues
electronically, submit insurance claims electronically (Doverspike, 2008).

However, for a therapist to be certain for the legal aspect and the guidelines regarding the services he/she
provides, reference to the national professional association and the Code of Ethics and Good practice, is necessary
and non negotiable issue, not only for the effectiveness of the session, but also for the ethical and legal boundaries
that are involved. As technology improves, and plays a more important role in everyday life, different aspects will
be arisen and more questions and answers will be required by the Professionals bodies for the integrity of clients and

therapists.

497



498

Anastasia Kotsopoulou et al. / Procedia Computer Science 65 (2015) 492 — 499

References

American Psychological Association. (2002). Ethical Principles of Psychologists and
Code of Conduct. American Psychologist, 57, 1060-1073.
BACP (2013) Ethical Framework for Good Practice in Counselling and Psychotherapy British Association for
Counselling and Psychotherapy, Leicestershire
Bakke, B., Mitchell, J., Wonderlicht, S. and Erikson, R. (2001) ‘Administering cognitive behavioral therapy for
bulimia nervosa via telemedicine in rural settings’, International Journal of Eating Disorders, 30(4): 454-7.
Behnke, S. (2008, July/August). Ethics in the age of the Internet. Monitor on
Psychology, 39(7), 74-75.
Bloom, D. (1996) ‘The acceptability of telemedicine among healthcare providers and rural patients’, Telemedicine
Today, 4(3): 5-6.
Capner, M. (2000) ‘Videoconferencing in the provision of psychological services at a distance’, Journal of
Telemedicine and Telecare, 6: 311-19.
Corey, G., Corey, M. & Callanan, M. (2007). Issues and Ethics in the Helping Professions (7th ed.). Pacific Grove,
California: Brooks/ Cole.
Cogswell, J.F. and Estavan, D.P. (1965) Explorations in Computer-assisted Counseling, System Development Corp.,
Santa Monica, CA.
Cogswell, J.F., United States Office of Education and System Development Corporation (1967) Exploratory Study
of Information-processing Procedures and Computer-based Technology in Vocational Counseling; Final
Report, System Development Corp., Santa Monica, CA.
Doverspike, W. F. (2008). Risk Management: Clinical, Ethical, and Legal Guidelines
for Successful Practice. Sarasota, FL: Professional Resource Press.
Doverspike, W. F. & Hahn, L. A. (2008). “Ethics and the Internet.” Ethics workshop
presented at the Autumn Conference of the Georgia Psychological Association, Crowne Plaza Ravinia,
Atlanta, Georgia, September 26, 2008.
Freir, V., Kirkwood, K., Peck, D., Robertson, S., Scott-Lodge, L. and Zeffert S. (1999) ‘Telemedicine for clinical
psychology in the Highlands of Scotland’, Journal of Telemedicine and Telecare, 5: 157—61.
Gross, A, Anthony, K. (2003) Technology in counselling and psychotherapy: a practitioner’s guide, New York:
Macmillan
Harvey-Berino, J. (1998) ‘Changing health behaviour via telecommunications technology: using interactive
television to treat obesity’, Behaviour Therapy, 29 505-19. Hodges, M. (1996) ‘Online in the Outback’ See
http://www.mit.edu/afs/TrendOutback. html.
Heinlen, K., T., Welfel, E. R., Richmond, E. N., & Rak, C. F. (2003). The scope of
WebCounseling: A survey of services and compliance with NBCC standards for the ethical practice of
WebCounseling. Journal of Counseling & Development, 81, 61-69.
Kaplan, E.H. (1997) ‘Telepsychotherapy — psychotherapy by telephone, videophone and computer
videoconferencing’, Journal of Psychotherapy Practice and Research, 6: 227-37.
National Board of Certified Counselors and Center for Credentialing and Education.
(2007). The practice of Internet counseling. Greensboro, NC: Author. Retrieved June 12, 2009, from
http://www.nbcc.org/AssetManagerFiles/ethics/internetCounseling.pdf
Novotney, A. (2011) Technologies for offering telepsychology, Monitor of Psychology APA, Vol 42, No. 6
Powell,LT. (1998) ‘Online Counseling:A  Profile and Descriptive Analysis’.Available online at
http://www.netpsych.com/Powell.htm [accessed 7 May 2001].
Riemersma, M. & Leslie, R. S. (1999). Therapy/ counseling over the Internet:
Innovation or unnecessary risk? The California Therapist, 11(6), 33-36.



Anastasia Kotsopoulou et al. / Procedia Computer Science 65 (2015) 492 — 499

Rogers, C.R. (1942) ‘The use of electronically recorded interviews in improving psychotherapeutic techniques’,
American Journal of Orthopsychiatry, (12): 429-34.

Rosenfield, M. (1997) Counselling by Telephone. Sage, London. Ross, C. (2000) TBC ‘Counseling by
Videoconference’. Paper presented at the Sth International Conference on Client-Centred and Experiential
Psychotherapy, Chicago, June.

Seeman, M.V. and Seeman, B. (1999) ‘E-psychiatry — the patient—psychiatrist relationship in the electronic age’,
Canadian Medical Association Journal, 161: 1147-9.

Sempsey, J. (2000) ‘The Therapeutic Potentials of Text-Based Virtual Reality’. Available online at
www.brandeis.edu/pubs/jove/HTML/v3/sempsey.html [accessed 5 March 2002].

Simpson, S. (2001) ‘The provision of a telepsychology service to Shetland: client and therapist satisfaction and the
ability to develop a therapeutic alliance’, Journal of Telemedicine and Telecare, 7(suppl. 1): 34-6.
Simpson, S. (2002) Tele-hypnosis — The Provision of Specialised Therapeutic Treatments via
Teleconferencing. Unpublished manuscript.

Simpson, S., Deans, G. and Brebner, E. (2001) ‘The delivery of a tele-psychology service to Shetland’, Clinical
Psychology and Psychotherapy, 8: 130-35.

Simpson, S., Morrow, E., Jones, M., Ferguson, J. and Brebner, E. (2002) ‘Tele-hypnosis — the Provision of
specialised therapeutic treatments via teleconferencing’, Journal of Telemedicine and Telecare, 8 (suppl. 2).

Slack, S. (1985) ‘Reflections on a workshop with Carl Rogers’. Journal of Humanistic Psychology, (25): 35-42.
Stafford-Fraser, Q. (1995) available online at http://www.cl.cam.ac.uk/coffee/qsf/ coffee.html [accessed 12
August 2002].

Suler, J. (1998) ‘Mom, Dad, Computer:Transference Reactions to Computers’.Available online at
www.rider.edu/users/suler/psycyber/comptransf.html [accessed 29 March 2000]. Suler, J. (1999)
‘Psychotherapy in Cyberspace: A 5-Dimension Model of Online and Computer Mediated Psychotherapy’.
Available online at www.rider.edu/users/ suler/psycyber/therapy.html [accessed 29 August 2001].

Suler, J. (2000) ‘Identity Management in Cyberspace’. Available online at www.rider.
edu/users/suler/psycyber/identitymanage.html [accessed 21 September 2001].

Walther, J.B. and Burgoon, J.K. (1992) Relational communication in computer-mediat

Weizenbaum, J. (1966) ‘ELIZA — A computer program for the study of natural language communication between
man and machine’, Proceedings of Conference of Association for Computer Machinery. New York.

Zarate, C.A.,Weinstock, L., Cukor, P., Morabito, C., Leahy, L., Burns, C. and Baer, L. (1997) ‘Applicability of
telemedicine for assessing clients with schizophrenia: acceptance and reliability’, Journal of Clinical
Psychiatry, 5(1): 22-5.

499



Ethics article 3/5

International Science Index, Psychological and Behavioral Sciences Vol:8, No:8, 2014 waset.org/Publication/9998905

World Academy of Science, Engineering and Technology

International Journal of Psychological and Behavioral Sciences
Vol:8,No:8,2014
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and Ethical Considerations

Kyriaki G. Giota, George Kleftaras

Abstract—The purpose of this article is to briefly review the
opportunities that social media present to counselors and
psychologists. Particular attention was given to understanding some
of the more important common risks inherent in social media and the
potential ethical dilemmas which may arise for counselors and
psychologists who embrace them in their practice. Key
considerations of issues pertinent to an online presence such as
multiple relationships, visibility and privacy, maintaining ethical
principles and professional boundaries are being discussed.

Keywords—Social Media, Counseling, Risks, Ethics.

[. INTRODUCTION

OCIAL media are becoming more embedded into our

everyday lives, changing how people interact both
personally and professionally. Most mental health
practitioners are being overwhelmed by the constant changes
in digital technology and find that helping clients navigate
their offline as well as online lives challenging. A large divide
exists between young people that are considered “digital
natives” as they have been interacting with digital technology
from an early age and have better understanding of its
concepts, compared to a great number of “digital immigrants”
mental health professionals who have adopted these
technologies to some extent later in their lives [1]. The
purpose of this paper is to review some of the innovations the
thriving development of Social Media has brought, as well as
discuss important risks and the potential ethical dilemmas
which may arise for counselors and psychologists who would
be willing to embrace them in their practice.

II. OPPORTUNITIES

The advancements of technology and Social Media have
afforded mental health practitioners the opportunity to do
research and provide services in more unique and far reaching
ways than before. Researchers can recruit subjects and easily
extract data without specific geographic, time and/or mobility
constraints. Furthermore, the use of confidentiality protocols
and anonymity features makes online psychological research
simpler and facilitates healthcare surveys by reducing the
stigma that is often associated with completing such
questionnaires [2]. Social Networking Sites, for example, hold
promise for improving their ability to screen depressive
symptomatology [3], as they have became a venue for people
to disclose online depressive feelings [4] and announce
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possible suicide attempts [5].

Social media such as Facebook have the possibility to
become not only a personal tool, but also a professional one.
Their use as possible sources of health information is rapidly
growing [6] therefore creating an online profile for
professional reasons has the potential to be used as an
extension of a counselor’s practice. An online page can be
strictly professional, displaying a therapist’s philosophy,
upcoming seminars, books, and other information. Clients in
the comfort of their own chosen location (home, work, etc)
have the opportunity to search and contact a therapist and
work in resolving life and relationship issues, unhindered by
barriers related to geography, guilt, shame and stigma.
Practitioners are able to conduct sessions with patients that are
homebound or do crisis interventions between in-person
sessions [7].

Social Media could be utilized for the clients’ benefit and
be a valuable tool for counselors and psychologists in creating
intervention initiatives for young adults who utilize Social
Networking Sites in their daily lives. The sharp rise in texting
help lines (communicating through text messages from cell
phones or chatting online on Social Networking Sites) rather
than calling the traditional 800 hotline numbers shows that
digital technologies and Social Media help improve not only
the access to therapeutic interventions, but also the therapeutic
experience [8]. Therapists are able to create and provide
follow up programs and protocols that can be sent out to
people daily, weekly, or monthly via text, audio, or video, for
example reminders to take medication, exercise, use a journal,
etc. Therapeutic sessions online can assist in delivering care
for anxiety, depression and other disorders via the Internet or
mobile phones as well as via computer programs that can be
used as alternative for face-to-face therapy, or in combination
with other treatment modalities [9].

Traditionally, counselors obtain information about a client
through face-to-face communication. Social Networking Sites
such as Facebook create an environment that can foster in-
depth self disclosure [10], therefore becoming a source of vital
information in understanding the client’s behavior, as well as a
more intimate depiction of what the client is experiencing.
Having access to the online profile or openly discussing
Facebook and the client’s online interactions during
counseling sessions could be used not only to gain further
insights into their thoughts and behaviours [11], but also as
feedback for the course of the therapeutic process.

III. RISKS AND ETHICAL CONSIDERATIONS

As the online world often overlaps with real life,
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professional and ethical issues increasingly arise and will
inevitably invade the practice of counseling and therapy.
Mental health practitioners should be aware of the potential
risks if they choose to interact with clients online, as there is
little agreement on whether it is appropriate to have
relationships with clients via Social Media. Traditionally,
clients know little about their therapists outside the consulting
room, but complications could arise should a client seek
information about the therapist online or pursue a relationship
on Facebook or via other social networks. Young clients may
easily send an e-mail or text with intimate details, or post a
Friend Request to their counsellor’s Facebook page. On one
hand, denying a client’s invitation could potentially lead to
feelings of rejection and abandonment, but on the other hand,
approving Friend requests from clients and allowing them
access to sensitive personal information could lead to the
development of dual relationships [12].

Psychotherapists must explore their own feelings, wishes,
as well as counter-transference reactions to the client, his or
her Friend Request, and technology. The possible impact on
trust and potential harm to the therapeutic relationship are
great if there is no specification of the parameters of such
involvement and if therapists do not make clear distinctions
between their professional and personal lives online. The APA
Ethics Code [13] cautions against entering into multiple
relationships as that can impair the psychologist’s objectivity,
competence, and effectiveness in his primary role. Facebook
offers a variety of privacy settings that could help a mental
health practitioner set therapeutic boundaries, customize the
possible visibility and minimize the exposure of personal
information from wall posts, status updates, friend lists and
family members, tagging in personal photos or videos and
game applications [14].

It is becoming imperative to create a clearly outlined policy
regarding the correct use of Social Networking Sites in order
for mental health practitioners to maintain ethical and
professional boundaries with clients [15]. Equally important is
including the rules of this policy in informed consent and
discussing it with clients. Practitioners should be responsible
for their web presence and should be aware that social media
activities can blur the boundaries between personal and
professional lives. For example, Googling clients or reading
their blogs without them being aware may be argued that it
borders on unethical practice. Either way, regardless of the
client’s awareness, it can change the therapist’s perception of
the client and negatively impact their relationship [16]. In the
same sense, therapists must keep in mind that anything they
post online might be seen by a wide audience, and might be
permanent — even if deleted. If they have a professional blog
or Twitter account, they must be sure that comments don’t
identify clients — even to themselves [17]. A helpful tip could
be to regard social media as a virtual office door: only post on
your page what you would not have trouble displaying in your
office where clients might see it [18].

Additionally, therapists should be aware that there are other
online places where they might cross paths electronically with
clients (e.g., when buying or selling items on websites). It is
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better to use two different e-mail addresses and be mindful of
whom they share each with, but also to Google search their
personal and professional information occasionally to see if
their identities cross paths [7]. Professional networking sites
such as LinkedIn can be more of a grey area, but keeping
profile and contacts non-public is wise. Regarding Facebook,
it is highly recommended for therapists to remove themselves
from searches, to make their friend lists private, to regularly
remove tags from photos and videos, and to make sure that
their contact information is not visible to people they do not
want to see it. Furthermore, if they are connecting with people
from different aspects of their lives, therapists could restrict
certain parts of their profile by creating different groups (e.g.,
“Work Contacts,” “Acquaintances” etc.) with different levels
of visibility and access [19].

In conclusion, regarding the use of Social Media in online
therapeutic interventions, the body of knowledge concerning
the process and outcome, the relationship between counselor
and counselee, the characteristics of online counseling, and the
ethical considerations for delivering therapeutic interventions
online is constantly growing. However, there are various
issues that should be taken into consideration; for example the
levels of skills regarding technology usage, confidentiality and
privacy online, the lack of non-verbal cues when using text
messages, as well as the possible feelings of boredom that
clients might experience in online sessions. The potential
effectiveness of online counseling, the establishment of a
therapeutic relationship in cyberspace, as well as the potential
benefits and challenges of working online with clients are still
the topics of major debates [20].

IV. CONCLUSION

Given the pervasiveness of Social Media, striking a balance
between effectively connecting with clients and maintaining
an adviser’s personal life is challenging [17]. Mental health
practitioners are becoming aware of the fact that the use of
Social Media within the context of their work is not a part of
their training and that could potentially have important
implications in adapting their practices to this new digital
reality [21]. The fact that psychologists are working with
clients that face an increasing variety of technology-related
problems (e.g. trolling, cyberbullying, Internet and Social
Media addiction, the barriers between kids/teens and parents,
and online interactions between teachers and their students)
increase the importance of creating specific Social Media
policies, training courses as well as supervision for mental
health practitioners that are embracing Social Media in their
practice [22], [23].
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Abstract

The use of social networking sites (SNS), and Facebook in particular, seems to be
on the rise (Salaway, Nelson, & Ellison, 2008). The majority of users tend to be
from the millennial generation (Hazlett, 2008), as are the majority of graduate
counseling students. This discussion explores several areas regarding the use of
Facebook. First, we review the literature on why students from the millennial
generation are such avid users of Facebook. Second, we explore privacy settings:
how Millennials establish privacy settings and what demographic factors may be
correlated with the level of privacy settings they establish. Results from an online
descriptive survey of counseling students are compared with and found in many
ways to be inconsistent with the literature on the risk factors associated with
limited use of privacy settings. Implications of and recommendations for using
Facebook for counselors and counselor educators are provided.

Introduction

The use of social networking sites (SNS) is increasing in popularity with college
students (Hazlett, 2008), and Facebook is one of the most popular sites (Salaway,
Nelson, & Ellison, 2008; Fogel & Nehmad, 2009; Hazlett, 2008; Lehavot, Barnett, &
Powers, 2010; MacDonald, Sohn, & Ellis, 2010). As of March 2013, Facebook had
over 1.11 billion users overall (Facebook, 2013), but the more relevant statistic for
this article is the evidence of the site’s widespread use by college students. Data
collected in 2006 and 2007 from several studies found that about 60-65% of
college students were using Facebook (Fogel & Nehmad, 2009; Lehavot et al,,
2010; MacDonald et al., 2010). Recent research conducted on college students
found that more than 85% of students who responded to the survey use SNS, and
89% of those who used SNS had a Facebook page (Salaway et al., 2008). Thus, the
use of SNS and Facebook is officially part of the college student culture. The fact
that so many college students have incorporated Facebook into their lives is highly
relevant to the field of counselor education. The majority of students in both
masters and doctoral level training programs will have come from this culture,
with a strong likelihood that they enter college programs with an existing
Facebook page, and anticipate a continued interaction with friends, families and
classmates via Facebook. Yet, the use of Facebook raises challenging ethical and



clinical issues for both students and counselor educators. These include boundary
issues: most importantly, the risks associated with a student’s private information
being accessible to clients; issues related to enhancing the integrity of the
profession; and the ethical responsibilities of counselor preparation programs in
admitting and preparing students for counseling careers. The purpose of this
article is to examine the relevant literature on Facebook as it pertains to counselor
education, and specifically literature that deepens an understanding of both why
students use Facebook and how they use Facebook. Additionally, we will describe
the results of a survey of Facebook use at our own master’s in counseling program
at California State University, Fullerton (CSUF), which has a large student body,
most of whom are members of the millennial generation. The nature of this survey
is purely exploratory, with the goal of assessing whether Facebook use in one
program supports or challenges the findings in the extant literature. The degree to
which those findings are challenged will help clarify the need for and direction of
future research. Finally, we will discuss the ethical dilemmas posed by Facebook,
make recommendations on how counselor educators can prepare students to use
Facebook ethically, and ensure that programmatic use of Facebook maintains the
highest ethical standards.

Privacy Settings on Facebook

Before examining the literature, it is important to review the concept of privacy
and privacy settings in Facebook, since the way Facebook users deal with privacy
is critical to ethically-sound counseling practice. Personal information can be
displayed on Facebook including name, address, e-mail, phone number, alma mater
(high school and college), current employer and marital status (Facebook, 2013).
In addition, questions about spiritual and political beliefs, interests and hobbies
can be shared. Finally, the wall, a kind of virtual poster board, offers an
opportunity to display any comments one wants to make about a particular topic
(such as current events and topics, or a personal story) and has a platform to
upload pictures. With each of these primary areas, users can determine whether
the public, friends-of-friends, or friends only can see the information. Establishing
privacy is usually done at one of these three levels, and Facebook defaults to
public; so if a user does not know how to set privacy, most everything will be
available for the public to view. This last point is especially salient for counseling
students, since their familiarity with the technology of privacy settings directly
bears on protecting their boundaries of privacy and keeping clients from accessing
personal information.

Why Counseling Students Use Facebook: The Millennial Generation
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Within the business profession, the concept of each generation holding its own sets
of values is well documented (see Bergman, Fearrington, Davenport, & Bergman,
2011; Howe & Strauss, 2003; Mehdizadeh, 2010; Reith, 2005; Sandfort & Haworth,
2002; Steward & Bernhardt, 2010; Twenge, 2010; Twenge, Campbell, Hoffman, &
Lance, 2010). For instance, several comparisons are made between the Silent
Generation, baby boomers, Generation Xers, and Millennials comparing work
values, school values, and marketing strategies (Twenge, 2010).

A starting point for understanding why the millennial generation of counseling
students would be frequent users of Facebook is the role technology has played
throughout these students’ development. As Reith (2005) has observed, the
millennial generation is more technologically savvy than previous generations. The
term researchers used to describe a generation born into the world of current
technology is digital natives, as opposed to previous generations, termed digital
immigrants, because they developed familiarity with technology as the technology
emerged (Prensky, 2001). Additionally, the millennial generation came of age at a
time when digital communication was crucial to maintain ties. Reith (2005)
observed that many Millennials had parents who involved them in a variety of
organized activities, which required highly structured schedules. He proposed that
because of limited free time to socialize with friends, perhaps using technology
such as texting and social networking provided them with an avenue to informally
connect with others in their otherwise busy schedules. Ultimately, the use of SNS
and especially Facebook became an integral part of millennial culture (Hazlett,
2008; Salaway et al., 2008).

Howe and Strauss (2003) and Reith (2005) reported that the millennial generation
is more conventional than previous generations. They tend to have positive
experiences with their parents who enforce rules and, consequently, seem to be
trusting of authority and institutions. Perhaps this perception of trusting
institutions such as Facebook increases the perception of Millennials that their
information is private and safe.

Another possible cultural characteristic is related to the frequent description of
Millennials as being narcissistic. One study, using a national sample of 15,000 high
school seniors, was able to link narcissism with this generation (Twenge, 2010).
Twenge deduced that the experiences of being wanted and therefore feeling
special, and of being overprotected and given less responsibility, all may contribute
to the higher scores on narcissism by Millennials (Twenge, 2010). Stewart and
Bernhardt (2010), after administering the California Psychological Inventories
(CPI) to 588 undergraduate students, also found that Millennials scored high on
narcissism compared to students from previous generations. They suspected that



one possible explanation for these results might be that Millennials are launched
into adulthood much later as compared to previous generations. Mehdizadeh
(2010) used the Narcissism Personality Inventory (NPI)-16 to assess the level of
narcissism of 100 students who were Facebook users at York University. Strong
correlations were found between higher scores on narcissism and self-promotional
information displayed on the wall. The author asserted that the venue used to post
one’s status on Facebook established an acceptable culture of boasting in this
forum, which was a criterion used to establish the level of self-promotion.

Thus, the research suggests that Millennials may use Facebook more than previous
generations (Hazlett, 2008; Salaway et al., 2008) because of several factors such as
the experience of being digital natives; the convenience of connecting with friends
through SNS to compensate for busy schedules; trust in institutions; and the
correlations found between Millennials and higher scores on narcissism. At the
same time, the research is limited, and it would be prudent not to stereotype a
generation as narcissistic without more compelling evidence. It also is important to
note that the measures used in the above-cited students did not ascribe
pathological value to the construct of narcissism, as opposed to how clinicians tend
to use the term.

How Millennials use Facebook: The Issue of Privacy Settings

While there is no literature on privacy settings and counseling students or novice
counselors, a number of studies have looked at how the millennial generation
tends to use privacy settings on Facebook. For the purpose of this article, the most
important research involves Millennials involved in health care of some form.
MacDonald et al. (2010) looked at the Facebook pages of young doctors in
Australia and found that just over a third did not use any privacy options at all.
Most of the doctors’ Facebook pages revealed personal information like spiritual or
political beliefs, but withheld information such as home address and phone
number. Very few of these pages demonstrated inappropriate behaviors such as
drinking or using foul language when posting on the wall. However, many doctors
had photos that were revealing and perhaps inappropriate for patients to view.

Lehavot et al. (2010) surveyed psychology students and found that about 60%
allowed only friends to view their page, while 34% allowed the public to have full
access to their Facebook page. The remaining 6% were unsure about privacy
settings. Despite the high percentage of users who limited access to friends, they
still posted questionable information or photos. When asked, about 3% of
respondents had photos and 6% had information that they would not want
classmates to see. Those percentages increased when asked about information or



photos they did not want faculty (11%) and clients (29%) to see. Taylor, McMinn,
Bufford, and Chang (2010) surveyed psychology students and psychologists and
found that 85% of those with a Facebook page used at least some level of privacy.
However, it is possible that this figure is so high because the sample included
licensed psychologists, who may be older than Millennials and more conscientious
of potentially crossing boundaries with clients who might gain access.

Other studies, not with health providers, but with Millennials in general, seem to
indicate who among this generation would be most likely to disclose personal
information; these findings may be relevant to counselor educators if they help
identify which students are most likely to need instruction on protecting their
Facebook privacy. What the literature suggests is that those individuals who are
most likely to allow personal information to be seen are male and people not
involved in romantic relationships (Fogel & Nehmad, 2009; Mehdizadeh, 2010;
Nosko, Wood, & Molema, 2010; Salaway et al., 2008). The fact that young men tend
to use Facebook for self-disclosure may relate to findings in other studies that
Facebook disclosure is associated with the trait of risk-taking (Fogel & Nehmad,
2009). The one exception to the finding that men tend to disclose more than
women relate to the display of photos, which appears to be a behavior associated
with female Millennials (Mehdizadeh, 2010; Salaway et al., 2008).

Consequently, since the research found that about 15%-30% of users in the health
professions do not use any privacy settings at all in Facebook, counselors-in-
training also may be at risk (Lehavot et al., 2010; MacDonald et al., 2010; Taylor et
al,, 2010). For individuals who did establish some level of privacy, many men
posted information and women posted photos that they would not want clients,
professors, or supervisors to see (Fogel & Nehmad, 2009; Lehavot et al., 2010;
Mehdizadeh, 2010; Nosko et al., 2010; Salaway et al., 2008). In addition, individuals
who posted their relationship status as single seemed to reveal more information,
and many Millennials in counseling programs are likely to be single (Nosko et al,,
2010). However, no research has been conducted to determine if these results
resonate with the counseling profession.

Graduate Student Assessment of Facebook Use

Given the growing awareness of the graduate counseling student population at
CSUF and the characteristically large number of students classified as Millennials,
we, the authors, wanted to evaluate the level of disclosure with our own sample of
students. The purpose of this survey was to evaluate whether millennial students
in our graduate program used Facebook more than older generations. Secondly, we
wanted to explore the risk factors associated with decreased use of privacy



settings, such as being male, single and from the millennial generation as the
literature seemed to indicate. Finally, we wanted to assess the impact of discussing
the ethical challenges and uses of Facebook in each section of our law and ethics
classes on privacy settings given the results obtained from the survey. This survey
was meant to provide a descriptive understanding of our students to compare with
the extant research.

Social Networking Survey

A brief survey was created based upon questions that arose from the literature
regarding usage and privacy settings. The survey was approved by the Institutional
Review Board at our university and was organized into four distinct areas that
could be easily completed online. These areas included student consent to
complete the survey, demographic information, social networking information and
Facebook questions. The social networking information dimension asked questions
about student involvement in SNS and knowledge about privacy settings. The
Facebook questions addressed issues related to one’s profile and the public or
private display of personal information.

The online survey was completed at two time intervals: late January 2012 (admin.
1) and early November 2012 (admin. 2). Prior to disseminating the survey in
January 2012, the faculty had not yet incorporated any discussion about social
networking or Facebook with students. During spring, summer and fall all sections
of the law and ethics class included at least some discussion about social
networking, using Facebook as an example. Each faculty member presented the
information informally and without uniformity. Despite the differences in
addressing this area in class with each of the instructors, who also are authors of
this paper, the possibility of clients making friend requests on Facebook was
presented, and students were encouraged to brainstorm ways in which they might
handle this situation.

Participants

Students for this online survey were recruited from approximately 220 current
matriculating students in the graduate program in counseling at a public university
on the West Coast. They were invited via e-mail to participate, were guaranteed
confidentiality, and had no negative consequences for refusing to participate.
However, in both administrations they were provided with an incentive in a
random drawing to win a $25 gift card from iTunes.

In late January 2012, we obtained 56 responses, and in early November 2012, we



received 63 responses (24% and 29% of the students, respectively). In the initial
administration, 92.9% of respondents reported using SNS, and 100% of those who
used sites participated on Facebook. The second administration indicated that
90.3% of the respondents used SNS with 98.2% of this group participating on
Facebook. These results are consistent with the literature about the popularity of
Facebook among SNS (Salaway et al., 2008). Primary demographic information on
each respective survey is found in Table 1. Note that slightly more than half of the
respondents in both administrations were from the millennial generation.

Table 1

Demographic Information

Admun 1 Admun 2
Male 14.8% 129%
Female 83.3% 85.5%
Pre-Millenmal Generation 48.2% 4.4%
Millenmal Generation 51.8% 55.6%

Results

First Administration

The first set of results extrapolated from the survey included a review of risk
factors for using few or no privacy settings on Facebook including being male
(Fogel & Nehmad, 2009), having a relationship status of single (Nosko et al., 2010),
and being from the millennial generation (Nosko et al., 2010). The first survey
supported the literature with regard to gender. In our initial survey, 50% of the
male students (4 of 8 men) used privacy settings for less than half of their
information whereas only 14.6% of the female students (6 of 41 women) used
privacy settings for less than half of their information. Regarding photos or videos
that students would not want clients to see, 50% of men and women surveyed had
such photos or videos. However, nearly all male students (6 out of 7) had
information they would not want clients to see; the eighth male student did not
specify. In contrast, 50% of female students had information they would not want a
client to see.

The trends Nosko et al. (2010) found regarding the relationship between being
single and using lower privacy settings did not hold true in our first sample of
students. Of the fifteen students who identified as being single on the first survey,
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only one student did not have the highest levels of privacy established. In contrast,
9 of the 38 students who reported being in a relationship had set less than 50% of
their information with some level of privacy. Therefore, in our graduate counseling
student population, being single did not seem to correlate with lower levels of
established privacy.

Finally, Nosko et al. (2010) found that younger individuals tended to have more
information displayed on their Facebook page. When evaluating the reported
levels of privacy established by our students in the first survey, this trend did not
hold. The majority (86%) of students from the millennial generation reported
establishing privacy settings for at least 50% of their information. Students from
older generations were slightly less likely to establish privacy for at least 50% of
their information. In our sample, 71% reported establishing this level of privacy.
Therefore, our data did not support the trends found in the literature for
establishing levels of privacy relating to age or relationship status, but we did find
that male students seemed to display more information.

Differences Between Administrations

Next, we had a comparison made between the first and second administrations of
the survey to determine if teaching about the ethical challenges of using Facebook
would impact privacy settings. In the first administration, about 48% reported
establishing the maximum privacy allowed, and another 30.8% reported that more
than half their information was private. The second administration showed an
increase in the maximum privacy allowed at 63.2%. Another 26.3% of students
reported having over half their information private. These results indicated an
increase in privacy settings from the first to the second administration.

We wanted to explore some possible explanations for this change. First, we had a
third party compare the two lists of names and found that 11 students completed
the survey a second time: seven already had the highest level of privacy set in the
first survey and did not change their settings; three increased their level of privacy;
and one did not have the highest level and did not increase the level of privacy.
Some students made comments in the first survey stating that participating in the
survey made them more aware of privacy settings, and consequently they wanted
to establish more rigorous privacy settings; it appears that three students did, in
fact, make this change. These results imply that at least part of the increase may
have simply been due to completing the initial survey. Next, we had a third party
review the names of all students who were currently in or had taken the ethics
course between the two administration times. The results indicated that 10
students who took the second survey had completed an ethics course between
administrations, and we know that during this time all instructors who taught



ethics discussed the ethical challenges of using Facebook. In reviewing the results
of the second administration, we found six had established the highest level of
privacy; two had 50% or more of their information set as private; and two had less
than 50% of their information set as private despite having been exposed to the
risks associated with limited privacy. We hope that these students are simply less
active users of Facebook and therefore do not feel the need to establish more
rigorous settings, but we do not know for certain.

Several articles noted that a few individuals seem to establish some privacy
settings, but still had photos that can be seen by the public (Lehavot et al., 2010;
MacDonald et al., 2010; Salaway et al., 2008). Much like the rigor of privacy
settings, the results of photos displayed to the public shifted between each
administration (see Table 2).

Table 2

Photo Visibility Privacy Level on Facebook

Admm 1 Admin 2
Public 54% 37%
Friends 14% 35%
Custonized 17% 53%

Lehavot et al. (2010) found that 3% of respondents had photos and 6% had
information they would not want their classmates to see. These numbers increased
when asked about faculty (11%) and clients (29%). Our results showed this same
trend with both administrations of the survey. Table 3 shows the trend for pictures
or videos that students would not want classmates, professors, supervisors or
clients to see. Table 4 reveals a similar trend about information posted that
students would not want others to see. These trends did not change substantially
between administrations as we had hoped. We suspect that even though some
students increased their levels of privacy, they did not remove information or
photos assuming that the improved privacy settings would protect them. This may
be explained by the assertion from Howe and Strauss (2003) and Reith (2005),
who believe the millennial generation is more trusting of institutions since they
had positive experiences with their parents.

Table 3
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Picture and Video Visibility Privacy Level

Admin 1 Admn 2
Classmate 0% 5%
Professor 8% 14%
Supervisor 18% 21%
Chent 42% 53%
Table 4
Information Posted Privacy Level
Admun 1 Admun 2
Classmate 8% %
Professor 25% 12%
Supervisor 29% 23%
Chent 52% 57%

We wanted to examine the implications for the current generation of counseling
students, as well as for counselor educators on the use of SNS, and specifically
Facebook. The potential ethical minefields Facebook presents for students at every
level of counselor development persuaded us that both a perusal of the literature
and a survey of our own students’ Facebook use would yield important
information. In particular, we looked at the prevalence of Facebook use, its
possible roots in the culture of Millennials, and the extent to which Millennials
expose their private lives on this particular SNS. The results of our two surveys
helped us understand Facebook use in our own program, informing us as faculty
about retooling ethics education for our students. The surveys also lent support to
previous research findings in some areas and raised questions regarding the
generalizability of others. However, our survey results are only descriptive and
may not be representative of all of our students or of counseling students across
the country.

Facebook Risks for Counselors-in-Training

Millennials are the most prolific generation of users of social networking sites
(Hazlett, 2008) and therefore, compared to previous generations, have been found
in the literature to be more likely to have posted personal information on a SNS.
Our data did not support this assertion; the reasons for this phenomenon remain
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unclear and require further research. It has been suggested that this generation is
particularly self-absorbed, and there is some empirical evidence supporting this
notion (Mehdizadeh, 2010; Steward & Bernhardt, 2010; and Twenge, 2010), but a
less pathologically-tinged explanation may be that self-disclosure on Facebook and
other SNS is a cultural norm for them. Regardless, the critical issue is the extent to
which counseling students are employing Facebook privacy settings. If, indeed,
Millennials tend to use fewer privacy options and are likely to post more
information on the wall as compared to other generations (Nosko et al., 2010),
their increased use of SNS places this group at a higher risk for crossing boundaries
between their personal and professional lives as they enter the counseling
profession (Allen & Roberts, 2011). Our survey of students supported the concern
that counseling students had created boundary issues for themselves with
Facebook use previous to entering the program, and continued to place themselves
at risk for further crossings while in the program. Over 90% of our students who
responded to our survey used Facebook, and over half had posted information they
would not want clients to see. It should be noted that almost half of the students in
our first sample and a somewhat higher percentage in the second survey had
established maximum levels of Facebook privacy. But that still meant a significant
number of our counseling students had recently posted photos, videos and
personal information that might compromise a professional relationship if clients
were to discover them, and many of these students were using less than maximum
privacy settings. Even those using maximum settings continued to post revealing
personal information, but with the expectation that no client could access it.

In fact, even with the use of privacy options, counseling students may not be aware
of the challenges of controlling access to their Facebook content. Privacy settings
do not guarantee that information will remain private. For instance, when using
the friend-of-a-friend level of privacy, it is possible that students have unknown
common acquaintances with professors or clients; this might inadvertently give a
client or faculty access to their information. Consequently, the unintentional
dissemination of information remains a possibility and an ethical dilemma.
Furthermore, Facebook friends may not use privacy settings, and they may pull an
inappropriate picture from a user’s wall and “tag” it, making it available for clients
or faculty to view. Consequently, the unintentional dissemination of information
remains both a possibility and an ethical dilemma, and requires further study to
have a clearer understanding of these risks.

What are the actual ethical consequences raised by Facebook use? Initially,
potential damage to clients if they discover revealing information about their
counselors could be a serious risk. The credibility of the counselor can be impaired,
clients may become tantalized by the counselors’ personal life, and the counselor’s
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often challenging efforts to maintain clinically helpful boundaries in sessions may
be compromised. For psychologically fragile clients who need to temporarily
perceive their counselors as authority figures while they recover and develop new
coping skills, the discovery of their counselors’ private life might undermine their
recovery.

A related issue, as described in The American Counseling Association’s code of
ethics, is the counselor’s ethical role in making a distinction between one’s roles
personally and professionally (ACA, 2005). Using SNS is where the line between
one’s professional world and private world could mingle (Birky & Collins, 2011).
Judd and Johnston (2012), addressing related issues for social work training
programs, make observations that seem equally relevant to the counseling
profession. For example, they note the importance of impression management and
the development of an identity that reflects a level of professional dignity
consonant with the mission and ethics codes of the particular mental health
discipline. When personal information such as a student’s romantic life or
photographs of a student in informal situations becomes available, dignity can be
compromised, affecting not only the student-counselor, but the profession itself. If
that material is seen by a client, the counseling relationship may be damaged, and
if seen by a fieldwork agency clinical director or potential employer, the student
risks losing a work opportunity.

Myers, Endres, Ruddy, and Zelikovsky (2012) noted an additional concern when
they raised the issue of what happens when a client may want to befriend the
counselor on Facebook. Agreeing to the request may expose the counselor’s private
life, while refusing the request risks wounding the client. In either case, handling
the issue requires careful ethical decision-making and skilled intervention with the
client. Perhaps one of the most troubling risks associated with self-disclosure on
Facebook or other SNS is the increased risk of counselors-in-training being stalked
by psychologically disturbed clients (MacDonald et al., 2010). These potential
boundary consequences are assertions, though, and merit the need for further
research.

Some have argued that Facebook boundary crossings could be therapeutic and
appropriate under the right circumstances. Taylor et al. (2010) asserted that
younger clients and professional counselors may believe that the use of SNS is an
appropriate method of communication or even a therapeutic tool. The millennial
generation and perhaps even the current zeitgeist values transparency more than
ever before (as seen on television shows such as Oprah or Dr. Phil), which
intentionally blurs the boundaries between personal and professional roles in the
interest of a more authentic relationship (Zur, Williams, Lehavot, & Knapp, 2009).
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Birky and Collins (2011) considered context when using SNS between counselor
and client. They suggested that the use of SNS might be appropriate under certain
circumstances such as theoretical orientation, length of relationship, and both the
client’s and counselor’s culture. Nevertheless, while there might be therapeutically
valuable uses of SNS in some cases, the risks of Facebook exposure resulting in
negative consequences for both counseling students and clients may be high.

Facebook Risks with Admissions and Advising

Prospective and current counseling students may not realize their risks of
participating on SNS (Harris & Younggren, 2011) with regard to their education
and training. Lehavot (2009) published an article exploring the ethical use of doing
Internet searches by faculty members in admissions and advising capacities. Many
individuals reported a belief that their blogs or what they posted on SNS was
private (Lehavot, 2009). However, Lehavot (2009) argued that in some ways, the
Internet is seen as a public domain; therefore, providing an informed consent to
prospective students or students entering into a counseling program may be a way
to ameliorate the perception by students that this information is private. Even with
informed consent, there may be complications. Faculty members may risk
discovering information that negatively biases them if they conducted Internet
searches on problem students. Students may feel betrayed by this course of action,
and documentation could be complicated if they would need to be counseled out of
the program. Finally, Lehavot (2009) asserted that completing Internet searches
may inadvertently be discriminatory because not all students have equal access. In
the admissions process, for instance, one student may have significant positive
information on the Internet, while another does not because of lack of resources,
despite having similar accomplishments. In contrast, one student may have made a
poor judgment in which a photo was taken and subsequently posted online
unbeknownst to him or her, while another student may not have had the
misfortune of a photo being posted despite making the same poor decisions.
Prospective and current students may not consider how much information could
be available to faculty or others when using SNS, which could be problematic. More
research is needed to assess the desire of counselor education programs seeking to
utilize Internet searches for admissions and advising and how this might impact
the admissions and advising process.

Recommendations

To recommend that one avoid the use of Facebook or SNS in general would
certainly eliminate any ethical hazards of boundary crossings in counseling,
supervision and counselor education. However, this solution is unrealistic, if not
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impossible. SNS are increasingly becoming embedded in the culture as a way to
connect with others, both near and far (Reith, 2005). Therefore, the counseling
field should aspire to identify methods to reduce rather than eliminate risks
associated with using Facebook. Since the Internet is an integral part of students’
and faculty members’ lives, discussing the impact of using Facebook or other SNS is
imperative (Lehavot, 2009). Students should be informed as soon as they begin the
program about how social networking culture tends to blur personal, social and
professional boundaries. Consequently, counseling students should be made aware
of the impact that using Facebook could have on socializing with each other and on
the development of professional behavior, especially as they begin seeing clients.
Students also can be advised to do an Internet search on their own name to
discover what personal information is available online to clients (Zur et al., 2009).

Counselor educators can encourage students to make better decisions about their
use of Facebook. For instance, privacy settings on Facebook are dynamic and have
become increasingly complex. Students should become educated about this
complexity and the risks associated with each level. Students should be aware of
risky behavior online, such as publishing photos of themselves in compromising
situations. In addition, students should refrain from making inappropriate
YouTube videos or communicating in ways that display unprofessional behavior.
Counseling students should be advised to maintain all client discussions or
references of client information within a context of face-to-face clinical supervision
meetings, meetings with peer counselors, or prescribed dialogues with faculty
members, and should not reference anything related to clients on Facebook.
Furthermore, communicating with clients on Facebook, or any other social media
outlet, should be discouraged in most cases; professional boundaries can be too
easily crossed.

One encouraging implication that emerged from the administration of both surveys
in our graduate counseling program was that it might be fairly easy to change
students’ attitudes about Facebook privacy. Discussion of Facebook issues in an
ethics class that occurred between the two surveys may explain why more
students were using maximum privacy settings in the second administration
sample. It also is possible that some students increased their privacy as a result of
having participated in the first administration, suggesting that just making
students aware of these issues impacts their Facebook practices. Students in the
second administration increased privacy levels for photos, videos and information.
Moreover, their primary goal was in preventing access by clients, suggesting their
chief concern was in accordance of the ethical principle of “do no harm.” Further
research is needed to determine how much exposure to Facebook issues, both
ethical and technological, is necessary to help students ensure maximum privacy
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protection. Introducing discussion into a program’s ethics class and, as noted
above, addressing the issue at the beginning of the program, would seem to be
natural methods for achieving this goal. However, graduate counseling program
leaders may choose a variety of learning experiences to help students deal with the
Facebook privacy dilemmas, including ethics classes, introductory courses,
practicums or special workshops, or they may infuse options throughout the
curriculum.

One way to start enhancing student self-awareness is by exploring the meaning of
transparency and how this language may be interpreted among the millennial
generation as compared with other generations. Dialogues about the levels of self-
disclosure revealed on Facebook as compared with face-to-face interactions could
enhance students’ awareness. Students can brainstorm potential dilemmas that
may emerge when participating on Facebook that may cross boundaries with other
students, faculty or clients. Developing a proactive strategy when private
information becomes unfortunately disclosed is another important topic to discuss
with counseling students to enhance awareness. As Levahot (2009) has noted, the
discovery by a student trainee that a client has accessed the trainee’s personal
information can lead to a therapeutically valuable conversation with the client
during treatment.

Counseling program leaders should carefully evaluate and establish a policy about
investigating clients on Facebook without their informed consent. Viewing this
information can place counseling students in very difficult dilemmas about
appropriate professional behavior, particularly if a search reveals the potential or
expectation of clients to cause harm to self or others. Students should be advised to
remain up-to-date with emerging technologies their clients may use.

Counselor educators should be literate about Facebook and other technological
advances that students may be using. Students are often more competent in these
areas, and learning about how students engage on Facebook may open more
productive communication about how to maintain appropriate professional
boundaries. Counselor education program leaders have an additional
responsibility of training agency supervisors on the potential benefits and risks of
using SNS. Lehavot et al. (2010) and Taylor et al. (2010) noted that if supervisors
seem dated and technologically challenged to supervisees, then supervisees will be
less inclined to bring up the conversation when challenges arise. Consequently,
supervisees may make poor decisions leading to unintentional boundary crossings
with clients. Therefore, it is critical for supervisors to also be prepared to initiate a
conversation about the use of Facebook.
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Finally, counselor educator program leaders should develop policies regarding
investigation of students’ Facebook pages by instructors, supervisors and
admissions committees. Instructors and supervisors should initiate conversations
with students about mutually participating on SNS such as Facebook. SNS sharing
may lead to inappropriate disclosures of personal information that could
compromise the faculty-student or supervisor-supervisee relationship. If
admission committees intend to look at applicants’ Facebook pages, this policy
must be included in departmental Web pages and printed materials describing
admissions criteria. The most desirable approach is probably that admissions
committees should refrain from using the Internet in general to examine a
student’s fitness for a program.

The use of SNS has increased in the last three years, even among the baby-boom
generation and Generation X (Hazlett, 2008). Counselor educators have an
opportunity and responsibility to become familiar with this technology to protect
counselors-in-training and the clients they serve. Additional research should be
conducted on the current use of both SNS and privacy settings by counseling
students. Our survey suggested that most of our millennial generation counseling
students used Facebook; posted photos, videos and information they would not
want clients to see; used various levels of privacy settings; and readily increased
their privacy settings once exposed to information about Facebook risks. However,
this was preliminary information with two small samples; more thorough research
is needed in assessing the extent of Facebook use among counseling students, their
familiarity and use of privacy settings, and best practices for teaching appropriate
use of Facebook for counselors. In addition, determining the types of students who
are less likely to establish appropriate privacy settings could be evaluated in order
to target those students and reduce negative outcomes. Research could be
conducted to evaluate the efficacy and inherent risks of using SNS in counselor
education programs and in counseling as well.

Though the basic foundation of counseling has not changed drastically in recent
years, current technologies have the potential to enhance or diminish therapy. The
setting of counselor education programs is an excellent environment to explore
benefits and risks associated with integrating new technologies. By doing so,
counselors can remain informed about evolving technology to enhance their work
with clients.
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A competent practitioner working online will always adhere to at least the
following minimum standards and practices in order to be considered to be
working in an ethical manner.

Practitioners have a sufficient understanding of their Ethics Codes and Social
Media and can integrate how they relate to professional conduct online.
Practitioners are mindful that Social Media activity can blur the boundaries
between personal and professional lives, and they take great care to consider the
potential impact of these activities on their professional relationships.

Applicable Ethical Principles Relevant to Clinical Care and Social Media:

» Confidentiality: Practitioners understand that it is their primary obligation to
protect client confidentiality and they understand that this means they must
also protect confidential information stored in any medium.

e Multiple Relationships: Practitioners refrain from entering into any multiple
relationships when these relationships could reasonably be expected to
impair objectivity, competency, or effectiveness in performing clinical
functions or if they pose any risk of exploitation or harm to those with whom
we enter into these relationships.

» Testimonials: Practitioners do not solicit testimonials from current clients or
others who may be vulnerable to undue influence. Since past therapy clients
may return to treatment at some point, practitioners who wish to act
conservatively in respect to avoiding exploitation of clients will not solicit
testimonials from past therapy clients.

» Informed Consent: When practitioners conduct therapy, counseling, or
consultation services in person or via electronic means, they obtain the
informed consent of the individual or individuals using their services as early
in treatment as is feasible, in language that is easily understood. Informed
consent includes information about the nature and course of treatment, fees,
involvement of third parties, and limits of confidentiality. Clients must also
be given sufficient opportunity to ask questions and receive answers about
services.



e Minimizing Intrusions on Privacy: Practitioners do not discuss confidential
information on listservs or status updates on their social networking
profiles. Practitioners discuss confidential material only for appropriate
scientific or professional purposes and only with persons who are clearly
related to their work (e.g. formal clinical consultation that is documented
and that takes place in private settings, not publicly archived settings).
Practitioners only include information in reports and consultations that is
relevant to the purpose for which the communication is being made. Details
of disclosure in the case of research or consultation should be discussed
during the informed consent process.

« Initiating Professional Relationships: Practitioners are aware that confidential
relationships do not take place in public and they make efforts to minimize
any intrusions on privacy including, but not limited to, people contacting
them in public forums (e.g. Facebook, Twitter, blog comments, etc.). They
make efforts to channel these conversations to a private forum without
drawing attention to the fact that they are being contacted for professional
services.

e Documenting and Maintaining Records: Practitioners create, maintain, and store
records related to their professional work in order to facilitate care by them
or other treating professionals and to ensure compliance with legal
requirements.

Social Media Interactions Which Relate to Ethical Principles:

 Personal vs. Professional Behavior on the web for practitioners: Practitioners are
aware of the implications of discussing clinical issues within their social
networks in Tweets, status updates, and blog posts, and they are aware that
messages may be read by wide networks of non-professionals. Practitioners
are aware that even masked data may provide enough detail to potentially
identify a client. Practitioners understand that messages posted on personal
and professional networks may be archived and seen by other parties to
whom they are not authorized to release confidential information, and they
adjust their behavior accordingly. Online case consultation that reflects client
material, even with the record appropriately blinded, should occur in
encrypted (or equivalent) environments only.

 Friend and follow requests: Practitioners are mindful of the ways that connecting
with clients on social networks may potentially compromise client



confidentiality or may create multiple relationships with people with whom
we have already established one type of professional relationship.

 Search Engines: Practitioners let clients know whether they utilize search
engines as a standard means of collecting client information, whether this is
done routinely as part of care, or whether there are particular circumstances
(i.e, emergencies) in which they may obtain this information. Practitioners
document such activity in clients’ charts if this is an aspect of providing
clinical care and/or assessment.

e Interacting Using Email, SMS, @replies, and other on-site messaging systems:
Practitioners are aware that third-party services that offer direct messaging
often provide limited security and privacy. Practitioners remain aware that
communicating on such systems with clients may expose confidential client
data to third parties. Practitioners inform clients at the beginning of
treatment about appropriate ways to contact them and let clients know that
if they choose to send messages on these networks, these messages may be
intercepted by others. Practitioners are aware that all messages exchanged
with clients may become a part of the clinical and legal record, even when
strictly related to housekeeping issues such as change of contact information
or scheduling appointments. All therapeutic communication should offer
encryption security or the equivalent. Practitioners should define the record
according to the laws of their jurisdiction and according to their defined
professional scope of practice.

o Consumer review sites: Practitioners are aware that their practices may show up
on various consumer review sites and that clients may perceive a listing as a
request for a review. Practitioners do not ask clients to leave reviews.
Practitioners understand that they cannot respond to any reviews in any way
confirming whether someone is or was a therapy client.

» Location-based services: Practitioners are aware that placing their businesses as
check-in points on LBS’s may allow clients with LBS-enabled devices to
indicate when they are visiting their offices. Practitioners understand that
this may compromise client privacy and they make clients aware of this
potential exposure.

e Online treatment: If practitioners are providing telemental health services via
text-based or video chat, they are aware of additional ethical requirements
related to these types of care (Nagel & Anthony, 2009).



Practitioners work within their Scope of Practice.

Scope of Practice indicates the specific area to which a practitioner may practice.
Scope of practice in many geographic areas also defines where a practitioner may
practice; whether the practitioner may practice across various geographical
boundaries and within what parameters a practitioner may practice. Practitioners
also follow local and regional laws and codes of ethics as applicable.

e Understanding of boundaries and limitations of one’s specific discipline:
Practitioners understand which assessments and interventions are allowed
within their specific discipline. For instance, career counselors who have no
training in mental health issues generally do not provide psychotherapy
services.

e Understanding of specific laws or ethics within one’s own discipline or
geographic location: Practitioners understand the limits set forth by laws or
ethics within the applicable geographic location. For instance, in the United
States, Licensed Professional Counselors cannot call themselves
Psychologists, and in the UK the term ‘Chartered Psychologist’ is reserved by
law for use only by those with proper recognition from the appropriate
authorities. Certain states dictate what a practitioner can be called due to the
implementation of Title laws. Practice laws may prevent a licensed
practitioner from interpreting certain personality tests in one state, yet the
same practice may be accepted under Practice law in another state.

» Respect for the specific laws of a potential client’s geographic location:
Practitioners understand that different geographic regions may offer
additional limits to practice, particularly with regard to jurisdiction. For
instance, a counselor in the UK should be cognizant of the licensing and
practice laws of other jurisdictions. For example, in the state of California the
law prohibits practitioners from engaging in counseling services with clients
who reside out of state.

o Competence: Practitioners understand that knowledge and facility in social
media does not exempt one from obtaining training and supervision in
specialized care, such as providing telemental health services.

Practitioners work within their boundaries of competence: they seek out training,
knowledge and supervision. Practitioners also consult with other professionals,
when appropriate.




Training, knowledge and supervision regarding mental health and technology is
paramount to delivering a standard of care that is considered “best practice”
within one’s geographic region and within a global context. Practitioners are
encouraged to demonstrate proficiency and competency through formal specialist
training for online work, books, peer-reviewed literature and popular media.
Clinical and/or peer supervision and support are mandated for practitioners who
cannot practice independently within a geographic region and is highly
recommended for all practitioners.

e Formal Training: Practitioners seek out sufficient formal training whenever
possible through college, university or private settings. Formal training is
displayed on the practitioner’s website.

e Informal Training: Practitioners seek out continuing education and professional
development and conferences, conventions and workshops.

» Books: Practitioners read books written by the general public and professionals.

» Peer-reviewed Literature: Practitioners read peer-reviewed literature that
includes the latest theories and research.

e Popular Media: Practitioners are informed through popular media such as
magazines, newspapers, social networking sites, websites, television and
movies and understand the impact of mental health and technology on the
popular culture.

e Clinical Consultation: Practitioners seek professional consultation whenever the
practitioner cannot practice independently within his or her geographic
location or when practicing outside of their area of expertise. Clinical and/or
peer supervision is sought by all practitioners who deliver services via
technology. Clinical and peer supervision is delivered either face-to-face or
via encrypted methods.

Practitioners display pertinent and necessary information on Websites and Social
Media profiles that are related to their professional practice.

Websites that provide information for the general public, potential clients, current
clients and other professionals will include the following information.

e Crisis Intervention Information: People may surf the Internet seeking immediate
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help. Practitioners display crisis intervention information on the home page.
Practitioners understand that people in crisis may visit the website from
anywhere in the world. Offering global resources such as Befriender’s
International or The Samaritans is the best course of action.

e Practitioner Contact Information: Practitioners offer contact information that
includes email, mailing address and a telephone or VOIP number. While it is
not recommended that post addresses reflect the practitioner’s home
location, clients should have a post address for formal correspondence
related to redress, subpoenas or other mailings requiring a signature of
receipt. Practitioners state the amount of time an individual may wait for a
reply to email or voice mail. Best practice indicates a maximum of two
business days for therapeutic inquiries.

* Practitioner Education, License and/or Certification Information: Practitioners
list degrees, licenses and/or certifications as well as corresponding numbers.
If the license, certification board, or professional body offers a website that
allows the general public to verify information on a particular practitioner
the license and certification listings should link directly to those verifying
body websites. Practitioners consider listing other formal education such as
college or university courses, online continuing education and professional
development courses, and conference/convention attendance directly
related to mental health and technology.

e Terms of Use, Privacy Policy, and Social Media Policy: Terms of Use, often all or in
part, synonymous with a practitioner’s informed consent, is available on the
website either as a page on the website or a downloadable document. The
practitioner’s privacy policy is also available in the same way and offers
information about if or how email addresses, credit card information and
client records are used, shared or stored. Practitioners must ensure that they
comply with the requirements of the Data Protection Act and other aspects
of applicable law, and in the United States, practitioners display the Notice of
Privacy Practices to indicate compliance with HIPAA. Applicable information
regarding privacy and confidentiality that is required for patient consent in
the geographic location of the practitioner should be posted on the website
as well. Practitioners who maintain professional accounts on Social Media
sites include information about their professional use of these services at the
beginning of treatment (Kolmes, 2010).

e Encrypted Transmission of Therapeutic and Payment Information: Practitioners
offer secure and encrypted means of therapeutic communication and



payment transactions. Email and Chat programs whether embedded within
the practitioner site (private practice or e-clinic) or utilizing 3rd party
platforms such Hushmail are explained on the website. Payment methods are
explained as well through merchant information or information provided by
the practitioner.

Practitioners offer an Informed Consent process.

The informed consent process begins when the client contemplates accessing
services. Therefore, clear and precise information is accessible via the
practitioner’s website. The informed consent process includes a formal
acknowledgement from the client to the practitioner. This acknowledgement is
received via encrypted channels. Informed Consent content is revisited during the
course of therapy as necessary and beneficial.

The following topics are addressed within Informed Consent:

e The nature and course of treatment.

e Treatment fees.

e involvement of third parties and limits of confidentiality.

» Setting expectations for how practitioner will interact with clients on Social
Networking sites.

° Helping clients to understand legal risks and implications of online contact
(documentation, confidentiality, etc.)
° Helping clients to understand the unique nature of therapy relationship.

[e]

Clients must also be given time to ask questions and receive answers about
our services.

Confidentiality and Technology

e Encryption: An explanation about the use of encryption for therapeutic
exchanges and lack of encryption if/when unencrypted methods (standard
email, forum posts, mobile telephone, SMS texting, social networking) are
used for issues such as appointment changes and cancellations.

e Privacy Policy: The practitioner’s privacy policy is also included in the Informed
Consent process including information about how email addresses, credit
card information and client records are used, shared or stored. In the United
States, practitioners must include the Notice of Privacy Practices to indicate
compliance with HIPAA. Applicable information regarding privacy and
confidentiality that is required for patient consent in the geographic location
of the practitioner is included in the Informed Consent process.



Other Relevant Issues

e Cultural Factors that May Impact Treatment: Practitioners with both personal
and professional profiles on social networking sites are aware that cultural
factors may influence the likelihood of discovering shared friend networks
on such sites. They are aware that shared membership in cultural groups
based upon ethnicity, sexual orientation, disability, religion, drug or alcohol
recovery communities, and other identifiers may increase the likelihood of
discovering overlapping contacts on websites or shared email lists.
Practitioners who treat other mental health professionals may also share
professional space on various professional social networks or listservs.

e Dual Relationships: Practitioners discuss with clients the expected boundaries
and expectations about forming relationships online. Practitioners inform
clients that any requests for “friendship,” business contacts, direct or
@replies, blog responses or requests for a blog response within social media
sites will be ignored and addressed subsequently in treatment, to preserve
the integrity of the therapeutic relationship and protect confidentiality . If
the client has not been formally informed of these boundaries prior to the
practitioner receiving the request, the practitioner will ignore the request via
the social media site and explain why in subsequent interaction with the
client. See above sections of this framework for more detailed information.

e Peer Support and Self-Help: When mental health professionals sponsor, host,
partner, moderate or facilitate peer support and self-help efforts, such efforts
are maintained in a secure and encrypted environment.
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